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In this article we discuss how to setup a WPA protected connection between a 54Mbps wireless
card and a 54Mbps access point. In figure 1 you can see the situation we’ve used for testing.
For more information about WPA see the website of the wifialliance

Figure 1

Requirements:

Hardware:

e A Conceptronic C54i (54Mbps wireless PCI network adapter) or
a Conceptronic C54C (54Mbps wireless PMCIA network adapter)

e A Conceptronic C54AP (54Mbps access point)

Software:
e Windows XP
o Latest drivers and firmware for your Conceptronic hardware

1 Installation
- Install Service Pack 1 for Windows XP or use this patch to enable support for WPA:
Windows XP Support Patch for WPA
- Install the Security Patch:
Windows XP Security patch for WPA
- Install the drivers and utility for your C54i or C54C
- Connect the C54AP access point to your network/router

2 Configuring the access point

Internet Protocol (TCP/IP) Properties

Change the IP address of the wireless
— _ connection to 10.0.0.2 and subnet 255.0.0.0,
s Sapabtty, s e ot 1 2k o etk o o leave the other fields blank.

the appropriate |F settings.

(O Obtain an IP address automatically CI|Ck OK
(®) Use the following IP address

General

P address 10 ] ] 2
Subnet mask: 255 . 0

LDisfault gateway

(%) Use the following DNS server addresses:
Prefemad DMS sarver:

Atemate DNS server:
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http://www.microsoft.com/downloads/details.aspx?familyid=5039ef4a-61e0-4c44-94f0-c25c9de0ace9&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=009d8425-ce2b-47a4-abec-274845dc9e91&displaylang=en

Setting up a WPA connection under windows XP v3.0

Disahle
Status
Repair

View Available Wireless Metworks

Open Metwork Connections

Wireless Network Connection 2

wirgless network, select it from the list, and then click Connect.

Available wireless networles:

key (WEP) is not used for authentication or for data
encryption, data sent over this network might be subject to
unauthorized access.

': This wirgless network is not sscure. Because 3 network

;NIow me to connect ta the selected wirsless network,
even though it is not securs

If you are having difficulty connecting to a networl, click Advanced.

‘ Connect J Cancel
3 Configuring the access point

Connect to the access point by right-clicking
on the wireless connection in the taskbar and
choose “View Available Wireless Networks”.

Change the IP address of the wireless
The following wireless networks) are avalabie. To acoess 3 connection to 10.0.0.2 and subnet 255.0.0.0,
leave the other fields blank.

i LA Click OK

Open your Browser, type in the address box: “http://10.0.0.1” (default IP) and press enter.
When you are asked for it, fill in username “admin” and leave the password blank.
Click “OK” and you are in the web interface of the access point.

Go to “Advanced Setup” - “Configuration” > “Security Settings”

Use the following settings:

(The keys can be anything, but must be exactly 16 characters)

|WirelessBand |~

Key Table for HexValue

L Eere—

Fouthkey
[ee
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Authentication: WPA

Wep Key Type: ASCII

Wep Key Size: 152

Valid Key: First

First Key e.g.: it' swpaprotected

Click “A Change the IP address of the
wireless

connection to 10.0.0.2 and subnet
255.0.0.0,

leave the other fields blank.

Click OK

pply”
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Now you should come to the “WPA Settings” screen and use the following settings:

WPA Mode ©PSK OEAP WPA Mode: PSK
Security — PgssPhrase: it' swpaprotected
Server [ Edit Security Server Settings ] Clpler Type: TKIP
PassPhrase it swpapratected Group Key
Cipler Type TKIP v Update Interval: 1800
Group Key Update Interval |00 . )

[Aepy ] Click “Apply

(The PassPhrase can be anything, but must be at least 8 characters)

Click Apply to save the settings and restart the access point.

4 Configuring the wireless network adapter
When WPA is configured in the access point you will have to reconfigure the C54i/C54C

Available wirsless networks:

& wLAN

The following wirsless network(s) are available. To access 2
wireless network, select it from the list, and then click Connect

This wireless network requires the use of a network key (WEF). To
access this network, type the key, then click Connect

Metwork ey sasEsEEBIBRRRIRS

Confimm networkc key sasEsEsBEIBRBRIRS

If you are having difficulty connecting to a network, click Advanced.

Right-click the wireless connection
icon in the taskbar, and click

“View Available Wireless Networks”
Select the access point and use the
following settings.

Network Key: use the PassPhrase
you entered in the router
(itiswpaprotected)

When done click “Connect”.

When the connection is successfully windows will report on which access point it is
connected and what the signal strength is. You should be able to connect to your access
point again with your secure WPA connection.
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