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Chapter I: Introduction

Thank you for purchasing the Conceptronic C300BRS4A Wireless Broadband Router!

The Conceptronic C300BRS4A utilizes advanced MIMO technology and increases over 8 times transmission range of
ordinary 802.11g products. Compatible with IEEE802.11n (Draft 4.0) and IEEE802.11g/b standards, it can provide
up to 300Mbps stable transmission rate. Additionally, it includes router, wireless access point, four  -port switch and

firewall in one, dedicated to SOHOs (Small Office/Home Office) and family networking.

It supports WDS (Wireless Distribution System) function for repeating and amplifying t he signals to extend the
wireless network coverage. Besides, the Router also supports all of the latest wireless security features, such as
64/128-bit WEP, WPA, WPA2, WPA&WPA and WPS (PBC and PIN) encryption methods, packet filtering and port

forwarding, t o prevent unauthorized access and protect your network against malicious attack.

In addition, URL and MAC address filtering can take it easy for parents and network administrator to manage
network |ife and QoS bandwi dt h wnoadingspeked isosuppartedapwelt i f i ¢ c on
Moreover, UPnP and WMM support can smooth your MSN voice better, and the included Setup Wizard on CBROM

will be easy and fast for non -savvy users to install the device and access to the Internet.



1-1. Product Features

Includes router, wireless access point, four -port switch and firewall in one
Provides up to 300Mbps uploading and downloading speed

Supports two WPS (WiFi Protected Setup) encryption methods: PBC and PIN
Compliant to IEEE802.11n, IEEE802.11gJEEE802.11b, IEEE802.3 and IEEE802.3u standards
Supports over 8 times transmission range of 11G products

Supports 64/128-bit WEP, WPA, WPA2, WPA&WPA2 encryption methods
Supports RTS/CTS protocol and data partitioning function

Provides one 10/100Mbps Auto-Negotiation Ethernet WAN port

Provides four 10/100Mbps Auto-Negotiation Ethernet LAN ports

Supports xDSL/Cable MODEM, static and dynamic IP in community networking
Supports remote/local Web management

Supports WMM to better smooth your voice and video

Supports SSID stealth mode and access control based over MAC address (up to 30 entries)
Supports Auto MDI/MDIX

Supports wireless Roaming technology for high-efficient wireless connections
Supports auto negotiation/manual mode for 802.11b/802.11g/802.11n

Spports UPnP and DDNS

Supports Firefox 1.0, IE5.5 or above

Supports SNTP

Supports virtual server, DMZ host

Built-in firewall for hacker's attack prevention

Supports DHCP server/client

Supports auto wireless channel selection

Supports LAN access control tothe Internet

Provides syslog to record the status of the router

Supports WDS wireless network extension

Supports QoS function

Detachable antennas provided



1-2. Safety i nformation

In order to keep the safety of users and your properties, please follow the following safety instructions:

This router is designed for indoor use only; DO NOT place this router outdoor .

DO NOT put this router at or near hot or humid places, like kitchen or bathroom.  Also, do not left this router in
the car in summer.

DO NOT pullany connected cable with force; disconnect it from the router first.

If you want to place this router at high places or hang on the wall, please make sure the router is firmly secured.
Falling from high places would damage the router and its accessories, a nd warranty will be void.

Accessories of this router, like antenna and power supply, are danger to small children under 3 years old. They
may put the small parts in their nose or month and it could cause serious damage to them. KEEP THIS ROUTER
OUT THE REEH OF CHILDREN!

The router will become hot when being used for long time ( This is normal and is not a malfunction) . DO NOT
put this router on paper, cloth, or other flammable materials.

Ther e ds -servceabls pant inside the router. If you found that  the router is not working properly, please
contact your dealer of purchase and ask for help. DO NOT disassemble the router, warranty will be void.

I f the router falls into water when itds powered, DO
power off before you do anything, or contact an experienced technician for help.

If you smell something strange, or even see some smoke coming out from the router or power supply, remove

the power supply or switch the electrical power off immediately, and ¢ all dealer of purchase for help.

1-3. Package contents

The following items are present in the package of the Conceptronic 300N wireless router:

= =4 =4 -4 A - -2

Conceptronic C300BRSA (v2.0) 300N wireless router
2x antenna for the wireless router

Power supply 9V DC, 1.0A

Network (LAN) cable

Product CD-ROM

Multi language quick installation guide

Warranty card & CE declaration booklet



1-4.

1-4-1. Front panel

Familiar with your new  wireless broadband router
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Nr Description Status Status Explanation
A WAN LED OFF WANDport is not connected
ON- STEADY WAN port is connected
ON - FLASHING WAN port activity (sending or receiving data)
B Status LED OFF The device is switched off
ON O FLASHING The device is switched on and ready to use
C Power LED OFF The device is switched off
ON The device is switched on
D WPS LED OFF Wireless WPS function is off
ON - FLASHING Wireless WPS function is accepting WPS connections
E LAN LEDs OFF LAN port is not connected
1,2,3,4) ON- STEADY LAN port is connected
ON - FLASHING LAN port activity (sending or receiving data)
F WLAN LED OFF Wireless network is switched off

ON - FLASHING

Wireless network activity (sending or receiving data)




1-4-2. Back panel
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Nr Description Explanation
A Wireless antennas (2x) Two fixed antennas for wireless broadcasting
B Power connection Connect the power supply to the router
C WAN port Connect your broadband connection to the router
D LAN ports (1 64) Connect your computer(s)/network device(s) to the router
E Reset/ WPS button Activate WPS function (short press) or perform a reset (hold)




Chapter Il: System and network s etup

2-1. Build network connection

Please follow the following instruction to build the network connection between your new WIRELES®uter and

your computers, network devices:

A. Connect your xDSL / cable modem to the WAN port of router by Ethernet cable.

B. Connect all your computers, network devices (network -enabled consumer devices other than computers, like

game console, or switch / h ub) to the LAN port of the router.

C. Connect the A/ C power adapter to the wall socket, and

D. Pl ease check all LEDs on the front panel. O6PWR3® LED st
the computer / network device connected to the respective port of the router is powered on and correctly
connected. If PWD LED is not on, or any LEDyou expected is not on, please recheck the cabling, or jump to

604 Tr oubl e donpossiblé reagahs and solution.

2-2. Connecting to wireless broadband router by web browser

After the network connection is built, the next step you should do is setupt he router with proper network

parameters, so it can work properly in your network environment.

Before you can connect to the router and start configuration procedures, your computer must be able to get an IP
address automatically (use dynamic IP address). | f it 6s set to use static | P addre

the following instructions to configure your computer to use dynamic IP address:



2-2-1.  Windows XP IP address setup:

A Cl i 8thtdd button (it
lower -left corner of your computer), then
click control panel. Double -click Network
and Internet Connections icon, click
Network Connections , then double -click
Local Area Connection , Local Area
Connection Statu s window wil | appear, and

then ¢ | i Rrdperties 6

a n dObtéin DNS server address

automatically 6, t h e ©OKdc.l i c k

SRRl L | gcal Area Connection Properties

S e | eObtain ah IP address automatically 6

General | Authentication | Advanced

Connect using:

B8 AMD PCHMET Family PCI Ethermet Ad

Thiz connection uzes the following tems:

% Cliert for Microsoft Metworks
.@. File -y_‘@lf'_rj,r],tﬂ haring for Microzoft Networks
@‘GES Packet Scheduler .

*

L T TS
. ",

L 2

*

hLITYYS Dmmon .
[ Install... ]- [ Froperties g
a4
* *
Diezcription AR TP T L g 2
Tranzmizgion Control Protocol/ntermet Protocol. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarks.
[ 5how icon in notification area when connected
M otify me when this connection hag limited or no connectivity
[ ] ] [ Cancel ]

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

0 Yaou can get 1P settings assigned autoratically if paur network, supparts

thiz capability. Othemwize, pou need to azk your network. adminiztratar for
the appropriate [P zettings.

TEEAAAAA AR AN AR AN A AN EE NN NN NN NN

= (&illbtain an IP address automabicalle 0
2"y Use the following IP address:

A

(%) Obtain DMS server address automatically =

;Q l;lfe the following DMS server addresses: =

gL,

* L4

i

. B
Fast

Lok |

R
[
\J

*

Cancel ]

hY

*

Tagpun?®




2-2-2. Windows Vista IP address setup:

A Cl i sttédbutton (it shou ,‘; Local Area Connection Properties x l
lower -left corner of your computer), then Networking |
click control panel. Click View Network
Connect using:

Status and Tasks , and then click Manage ‘
| ¥ Intel(R) PRO/1000 MT Network Connection

Network Connections. Right-click Local

Area Network , then sel ect 0]

This connection uses the following items:

Local Area Connection Properties window
9% Client for Microsoft Networks

will appear, s e | dntetnet &rotocol ,@oos Packet Scheduler

Version 4 (TCP / IPv4) § and then click @File and Printer Sharing for Microsoft Networks

P ies & . lgtamet ProtecsVersion=6 (FGR/PN5
roperties a %3098 rtemet Protocol Version 4 (TCP/IPv4) 18

" "5k A myer Topology-BiscevensMsbber /0 Driver
«&. Link-Layer Topology Discovery Rgonder

“‘--IIIIII.....
Install.... ninstal {‘ ) Properties ]:.
L2

& P 2
]
"Sagpppannn® )

i~ Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

ok | Cancel |
S e | eObtain ah IP address automatically 6 Internet Protocol Version 4 (TCP/IPv4) Properties 7 | %
a n dObtéin DNS server address General | Alternate Configuration |
automatically o , t he®Koc.| i ck 0 You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

{* Dbtain an IP address automatically; 0

(" Use the Followirlllg_IP address: =

{* Obtain DMS server address automatically .

(" Use the following DNS server addresses: -
EEEE TN EEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEnnnnd

Advanced...

PO LA L LT




2-2-3. Router IP address lookup

Afterthe IPaddressset up i s compl et3artd-p Rimd sa&t ct lmeéowdr dotner of your desktop:

home user

é Internek ') My Documents

Internet Explorer

] b My Recent Documents F
f vl E-mail

Cutlook E
HHERR EAprEss _9 My Pictures

o .
Carmmand Prarmpk < My Music

Windows Media Player
Set Program Access and

Defaulks
Windows Messenger S
t:ﬂ Printers and Faxes
I,@ Tour Windows ¥P 9) Help and Suppark

- Files and Settings Transfer r) Search

Wizard
All Programs D v
rrog 0\

ﬁ| Log CFf |E| Turn OFf Computer

I npaomdé p t he®WKdc !l i ck &

= Type the name of a program, folder, document, ar
e Internet resource, and Windows will open it For wou,

Qpen: | cmd| » |

[ Ok J[ Cancel ][ Browse. .. ]




| npiptonfigd, t hereEntwd elssy.d6 Pl ease c¢check t hDefaltBatesvaydfingrsss f ol | o

example, the IP address of router is 192.168.0.1, please note that this value may be different. )
EA Administrator: Command Prompt | =& —SS—I

C=“\Windows“system32»ipconf ig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPv6 Address . . .
IPv4 Address. . . . . .
Subnet Mask . .
Default Gateway

. : feBP::414e:2c26:6398:a9f8x8
. : 192 .168.0.1688

. : 255_.255.255.8

. 1 192.168.68.1

Tunnel adapter Local Area Connection®= 6:

Media State . . . . . . . . . . . a disconnected
Connection—specific DNS Suffix .

Tunnel adapter Local Area Connection** 7:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNE Suffix . :

C:~Windows~systemd2>

Note: I'f the I P address of Gateway i s ndRAddlessSspbaygedif9dai t hh
please recheck network connection between your computer and router, and / or go to the beginning of this

chapter, to recheck every step of network setup procedure.

2-2-4. Connect the routerds management interface by web bro

After your computer obtained an |P address from router, please s tart your web browser, and input the IP address of

router in address bar. A login window will be shown asking you for the user name and password.

English -
admin

Please input user name and password in the field respectively, defaultusern a me admindd, and def aul t

i sadndnd , tclcletime 6Submit 6 button.

10



When the user name and password are correct the wireless router will show the main page with the status of the

wireless router:

CSNCEPTRSNIC

WirelessiBroadband Router:

NetworkingCollection

| Home Advanced

Network Status
WAN Connection Status o
WAN Advanced WANTP 172.20.0.184
LAN Subnet Mask 255.255.0.0
DNS Settings Gateway 172.20.0.251
DHCP Server Primary DNS Address 194.109.6.66
Secondary DNS Address 194.109.9.99
Connection Mode Dynamic IP
Connection Timer 00:00:02
e
Service Status
IP Address 192.168.0.1
Subnet Mask 255.255.255.0
DHCP Server Enable
NAT Enable
Firewall Enable
System Status
System Time 00:53:48
System Date 2010-01-29 Fri 11:46:58
Connected Clients 4
Fiemware Version C300BRS4A_v2_v1.0.0
Boot Version 210
LAN MAC Address 00:22:F7:16:88:68
WAN MAC Address 00:22:F7:16:88:6D
Hardware Version 2.0

On the main page, you can see the status of the internet connection, the system status, firmware version and

activated services.

Note: By default, the wireless router is configured to work with Dynamic IP addresses provided by the internet

provider. This is a common used setting, making the wire less router to work out of the box in most cases.

The wireless router is also encrypted by default, preventing unauthorized users to login to your wireless

network. You can find the predefined encryption key on the bottom of the wireless router.

11



Chapter Ill: Configuration - Home

3-1. Home - Wizard

You can setup the wireless router through the built -in Wizard. This Wizard will help you configuring the basic

settings of the wireless router step by step.

Note: Before starting the Wizard, make sure you have all information about your internet connection available.

For example: connection type, account information, etc.

Note: Throughout this chapter the following applies: If you do not know which option to choose or do not have
the necessary information available, you should either refer to the documentation of your internet

connection or contact your internet service provider (from now on called ISP).

A.Cl i c Wizard6 6at t he | eft menu on the main page.

B.Cl i cKextdnt 06 st art t he wi heaWizdrd wilkbe shown erpyowvdcreem: t

C. The welcome screen lists five steps of C300BRS4A Setup Wizard

the wizard. Click 0N e x to&@ontinue.

Setup Wizard:

Welcome to the Conceptronic C300BRS4A Wireless Broadband
Router Setup Wizard. The Wizard will guide you through these five
quick steps. Begin By clicking on Next.

1.Set Password

2.Choose Time Zone

3.Set Internet Connection

4.Set Wireless LAN Connection Type
5.Save and Take effect

D. You are recommended to set an admin

C300BRS4A Setup Wizard

password here. Enter the new

password and re-enter it for Set Password

Conflrmatlon You may change the admin password by entering in @ new password. Clidk Next
' to continue.

When completed, click ONext6 .

12



E. For system management purpose, a
correct time setting is critical to have
accurate time stamps on the system

logs.

Set an appropriate Time Zone in this

step.

When completed, click oNexto .

F. Select the Internet Connection
method which corresponds with your

provider settings.

I f you dondét know
need for your internet connection,
please check the documentation of
your provider or contact your provider

helpdesk.

When completed, click oONexto6 .

G. When your provider requires a Static
| P connect i o Static ké |

option.
Enter the requested information:
1 IP Address
1 Subnet Mask
1 ISP Gateway Address
1 Primary DNS

1 Secondary DNS (Optional)

When completed, click ONext6 .

C300BRS4A Setup Wizard

Choose Time Zon

e appropriate time zone for your location and dick Next to continue.

(GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna -

C300BRS4A Setup Wizard

Set Internet Connection
yection type to connect to your ISP. Click Next to continue.
Static IP
© Dvnami
BTEICEDY automaticaly from your ISP,
 PPPOE Choose this option if your ISP uses PPPoE.

y PPTP Choose this option if your ISP uses PPTP.

b L2TP Choose this option if your ISP uses L2TP.

Connection - Static IP

C300BRS4A Setup Wizard

Set Static IP Setting
Enter the static IF information provid to you by your ISP, Click Mext to continue.
IP Adc
Subnet
ISP Gateway Address:

Primary DNS:

Secondary DNS:

13



H. When your provider requires a
Dynamic IP connection, select the

oDynamiclPé opti on.

Some providers require a specific
Hostname for their connections. If
your provider requires a specific
Hostname, enter the Host Name in the
field.

Some providers only allow 1 specific
MAC address to connect to the
internet. If your PC Network Card
works with the specific required MAC
address, gloneBAC t he

Address6 button or ent

Address manually.

When compl e Nexth,. c |

I.  When your provider requires a PPPoE
connection, PPRPe ect

option.

Enter the requested information:
1 User Name
1 Password

1 Retype Password

When compl efNexth,. c i

Connection dDynamic IP

C300BRS4A Setup Wizard

Set Dynamic IP Setting

AC address,
C
lick Mexxt to continue.

oo -0 C300BRS4A
S onanon
| Conemachddress |

Connection 6 PPPoE

C300BRS4A Setup Wizard

Set PPPoE Setting

iame is optional but may be required by your ISP. Click Next to

- |- PPPoE Username

14



J. When your provider requires a PPTP Connection - PPTP

connecti on, PPIR bptian.t

C300BRS4A Setup Wizard

Enter the requested information: S

Please set your PPTP Client data then press Next to continue.

v server?
1] PPTP ACCOUHt PPTP Account:

PPTP Password:

1 PPTP Password

1 Retype Password

When compl efNexth,. c | i

K. When your provider requires a L2TP Connection 8L2TP

connection, L3R ept C300BRS4A Setup Wizard

Enter the requested information: .

Please set your LZTP Client data then press Nexdt to continue.

1 servert?
1] L2TP ACCOU I’lt LZTP Account:

LZTP Password:

N
1 L2TP Password
Retype Password: _

1 Retype Password

Back lext Exit
When compl eiNexth,. c | i

When the WAN configuration is complete, the Wizard will continue with the Wireless configuration:

L. You can change the SSID of the router.

C300BRS4A Setup Wizard
The SSID ighe name which will be
broadcasted through the Wireless Set Wireless LAN Connection Ty
part. it e i
You can change the channel between - CI00BRS4A
channel 1 and 13. If you experience R 62407z~

slow connections or break-downs,
there can be another accesspoint in
your area which can interfere with
your wireless channel. In that case,

you can try another channel.

When compl e Nexth,. c |

15



You can secure your Wireless Connection with encryption. By default, the wireless router is secured with

WPAPSK/WPA2PSK Mixed Mode encryption. The predefined encryption key can be found on the bottom of the

router.

Note:

Note:

M. Select a security level for your
Wireless Network.

All security options of the Setup Wizard are explained, but it is advised to secure your network with
OMixed WPAPSK/WPA2PSKO security if your Clients do not

security level, with backwards compatibility to WPA only clients.

Remember or write down the entered wireless security information. You will need it when you want to

configure a Wireless Client to connect to the wireless router!

C300BRS4A Setup Wizard

When a security level is chosen, the Set Wireless LAN Connection Ty,

If you wish to use encryption, enable it here and enter the encryption Key

Wizard will show fields for the S it o)

required information. SsID:

S Mixed WPA-PSK / WPAZ-PSK (Personal)

Passphrase:

Sl ' WPA-PSK (Personal)
WPA2-PSK (Personal)
Mixed WPA-PSK / WPA2-PSK (Personal)

Erer

N. If you want to secure your network Security WEP Encryption

with WEP encr yWER o
from the drop -down list. Enter the
WEP key in ASCII format (input: A-Z,
0-9).

{5 or 13 ASCII characters)

Note: Through the Wizard you can

only configure WEP 64Bits.

O. If you want to secure your network Security SWPAPSK/WPA2PSK
with WPA-PSK or WPAZPSK, select Seaurity:

OWPAPSIKS , WRA2-PSKS  oMixed — S

WPAPSK/WPA2PSKS from tF

drop-down list.

Enter the Passphrase for your

encryption and confirm the

Passphrase in the second field.

16
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P.

Q.

When al | Wi rel ess

The Setup Wizard is now complete. If
you want to apply your settings, click
0Save & Take Effect 6 .

If you want to change any setting,
cliBakk6oto return t

screen.

If you want to close the Setup Wizard

without any clxadn.ge

When vy ou Saved& kaketEffedt 6 ,

t he

R.

Cli O d o exit the

seNextbnge apbpetmade, click 0

C300BRS4A Setup Wizard

Save&Take effect:

The Setupp Wizard has compl ick on Back to modify chang
Click on Save&Take effect the current settings and taks

Back Save&Take effect Exit

the router wil |setingspahdyebaot Rlease waitfor g ur e c

m e sSstapgMézard configuration is complete 0 .

Setup Wizard.

17



3-2. Home - WAN

CSNCEPTRSNIC
WWireless BroadbandRouter:

MNetworkingCollection

Advanced Tools 5 Logout

Wizard
There are six Internet connection modes to choose from: Static IR, Dynamic IF, PPPOE, LZTF, PRTP and 802. 1x. If you are unsure of your connection
method, please contact your Internet Service Provider,

@ ADSL Virtual Dial-up (via PPPoE)

WAN Advanced

() Dynamic IP {via DHCP)
) static IP

(8% ]

D pPTP

©802.1%

In this screen, select one mode of your Internet butomnect

or contact your Internet Service Provider, and click o0ONe

3-2-1. ADSL Virtual Dial -up (Via PPPoE)

Enter the Account and Password provided by your | SP, and

CONCEPTRONIC

WirelessiBroadband Router

NetworkingCollection

Advanced Tools Logout

Setup Wizard-PPPoE

In order to access your Internet service provider's network, you are required to provide correct user account and password.,
Account: Pppoe_user

Password: sssassssssss

18



3-2-2. Dynamic IP (Via DHCP)

CS/NCEPTRSNIC
WirelessiBroadband Router

NetworkingCollection

Tools Logout

Setup Wizard

The basic configuration is completed.
WAN Advanced Please apply and reboot the device ,or press "Reboot” button in System Tools of the left menu.

N TR

If your connection mode is Dynamic IP, it means your |P address keeps changing every time you connect. You do not

need to enter the information |ike other modes. Click ol

3-2-3. Static IP

CSNCEPTRGNIC
WirelessiBroadband Reuter

NetworkingGCollection

Advanced 5 Logout

Setup Wizard-Static IP

This Internet connection mode requires network address information from your Internet service provider.

IP Address: 172.20.0.184

Subnet Mask: 255.255.0.0

Gateway: 0.0.0.0

Primary DNS Address: 194.109.6.66

Secondary DMS Address: 194.109.9.99 (Optional)
==

In this screen, fill the network address information from your ISP in the IP Address , Subnet Mask, Gateway and

Pri mary DNS server fields and click ONexto.
Click 0Saved to complete the setup wizard. The Router wi
it is recommended to sel ect 0 Re bobtletleft ndne It iRrebodtimymaw, pfease m 0 Sy

wait for a few minutes and DO NOT power off it.

19



3-2-4. L2TP

CSNCEPTRGNIC
WirelessiBroadband Reuter

NetworkingCollection

Wireless Advanced

Setup Wizard-L2TP
Wizard
L2TP Server IP Address: 0.0.0.0
WAN Advanced User Name: 12tp_user
Password: 0 essssssssss
DHCP Server Address Mode: Static -
IP Address:
Subnet Mask:
Default Gateway:
| ok J  mec |
L2TP Server IP . Enter the Server IP provided by your ISP.
User Name : Enter L2TP username.
Password . Enter L2TP password.
MTU : Maximum TransmissionUnit, you may need to change it for optimal performance with
your specific ISP. 1400 is the default MTU.
Address Mode :Select 0Statico6 if your | SP supplies you wi

In most cases, select Dynamic.

IP Address . Enter the L2TP IP address supplied by your ISP.
Subnet Mask . Enter the Subnet Mask supplied by your ISP.
Default Gateway . Enter the Default Gateway supplied by your ISP.
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3-2-5. PPTP

CSNCEPTRGNIC
WirelessiBroadband Reuter

NetworkingCollection

Wireless Advanced

Setup Wizard-PPTP
Wizard
PPTP Server IP Address: pptp_server
WAN Advanced User Name: pptp_user
Password: 0 essssssssss
DHCP Server Address Mode: Static -
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.254
PPTP Server IP : Enter the Server IP provided by your ISP,
User Name . Enter PPTP username provided by your ISP.
Password : Enter PPTP password provided by your ISP.
Address Mode :Select o0Statico6 if your | SP supplies you wi

In most cases, select Dynamic.

IP Address . Enter the PPTPIP address supplied by your ISP.
Subnet Mask . Enter the Subnet Mask supplied by your ISP.
Default Gateway . Enter the Default Gateway supplied by your ISP.
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3-3. Home - WAN Advanced

CONCEPTRONIC

WirelessiBroadband Reuter

NetworkingGCollection

| Home i Advanced 5 Logout

WAN Advanced

WAN Medium: @ wired WAN ) Wireless WAN
Channel:
Security Mode:

Uiz S

WAN MAC Address Clone.

WAN connection mode: Dynamic IF

MTU 1500 (Do MOT Modify Unless Necessary!)
Apply Cancel
In the OWAN Advancedod page, you will find 3 sections:

T WAN Medium
T WAN MAQA\ddress Clone
1 WAN Connection Mode
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3-3-1. WAN Medium
In most cases, ISP provides wired WAN access (ADSL MODEM, Cable MODEM, etc.) and you only need to insert the
line into the Routerds WAN port. Someti me, wirisasss WAN

provided by some ISP,

Wired WAN l'n this type, WAN port should be connected by \
option.

Wireless WAN  : When your ISP provides wireless access service, you can enable this WAN access type.

SSID : SSID (Service Set Identifier) is the ID name of the wireless device. You must input the correct
SSI D and keep it the same SSI D with your | SP08s

have access to your | SP net wo rthe avail@bleiS8IR. 6 Open Sc
MAC :Enter the MAC address of | SP wireless device. C
Channel "Wireless devicefs communication channel . Keep i

device. Click 0 Cagochthe aBadable APehalnelt o s e
Security Mode : If your ISP has set the security parameters, the receiving station must set the same security

mode, encryption method and key with | SP&s devi

I f you know the | SP wirel e dNreledseMAC addréss, Clsatnel Bnd Ercyptien methoth e S S

into the corresponding fields. Certainly you can click t
After you apply the settings, I n 0Set up \ortyetdddnnecathee s el
I nternet. For exampl e: I f your | SP wireless device provi

(Via DHCP) 6.

3-3-2.  WAN MAC Address Clone
This section is for the Routerds MAC address to WAN.

Some ISPs requireend-user's MAC address to access their network. This feature copies the MAC address of your

network device to the Router.

MAC Address . The MAC address to be registered with your Internet service provider.
Clone MAC Address . Register your PC's MAC addres
Restore Default MAC Address  : Restore to the default hardware MAC address.
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3-3-3. WAN Connection Mode

After you

have

can modify and configure the settings in deta |ls.

3-3-3-1.

Virtual Dial -up (PPPoB

sel ected WANe adnSdP yoouw nweariti otno tmygdei fiyn toh e

Connection Mode
Account
Password

MTU

Service Name

AC Name

Connect Automatically

Connect Manually

Connect on Demand

Connect on Fixed Time

: Show your current connection mode.
. Enter them provided by your ISP.
. Enter them provided by your ISP.

: Maximum Transmission Unit. It is the size of largest datagram that can be s ent over a

network. The default value is 1492. Do NOT modify it unless necessary. But if when
some specific website or web application software can not be open or enabled, have a
try to change the MTU value as 1450, 1400, etc.

. Itis defined as a set of characteristics that are applied to a PPPoE connection. Enter it

if provided. Do NOT modify it unless necessary.

. Enter it if provided. Do NOT modify it unless necessary.

: Connect automatically to the Internet after rebooting the system or connection

failure.

: Connect to the Internet by users manually.

. Re-establish your connection to the Internet after the specific time (Max Idle Time).

Zero means your Internet connection at all time. Otherwise, enter the minutes to be

elapsed before you want to disconnect the Internet access.

: Connect to the Internet during the time you fix.

Note: T he

Settingso

3-3-3-2. Static IP

oConnect on

from 0System Tool so.

If your connection mode, static IP is chosen, you can modify the following addressing information.

IP Address

Subnet Mask

Gateway

Primary DNS Server
Secondary DNS Server

: Here enter the WAN IP address provided by your ISP.
. Enter the WAN Subnet Mask here.

. Enter the WAN Gateway here.

. Enter the Primary DNS server provided by your ISP.

: Enter the secondary DNS.
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3-4. Home - LAN

CSNCEPTRSNIC
WirelessiBroadband Router:

NetworkinoCollection

I Advanced I Tools

This is to configure the basic parameters for LAN ports.
MAC Address 00:22:F7:16:88:68

1P Address 192.168.0.1
Subnet Mask 255.255.255.0

LAN Settings are for the basic TCP/IP parameters of LAN ports.

MAC Address :The Router ds physical MAC address as seerl
unchangeable.

IP Address :The Routerds LAN | P addresses (not your PCi
value.

Subnet Mask 1t 6s s hown stsbhbmet Rask fore mé&asurement of the network size.

255.255.255.0 is the default value.

Important : Once you modify the IP address, you need to remember it for the Web -based Utility login next time.
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3-5. Home - DNS Settings

CSNCEPTRSNIC
Wireless Broadband RoUter:

NetworkingCollection

DNS Settings

DNS Settings

Primary DNS Address |
Secondary DNS Address (Optional)

DNS is short for Domain NameSystem (or Service), an Internet service that translate domain names into IP
addresses which are provided by your Internet Service Provider. Please consult your Internet Service Provider for

details if you do not have them.

DNS :Click the checkbox to enable the DNS server
clientds requests and distribute DNS addres
Primary DNS Address . Enter the necessary address provided by your ISP.

Secondary DNS Address : Enter the second address if your ISP provides, which is optional.

Note: After the settings are completed, reboot the device to activate the modified settings.
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3-6. Home - DHCP Server

CSNCEPTRSNIC
WirelessiBroadband RoOuter:

NectworkinoCollection

DHCP Server
DHCP Server Enable
1P Address Start 192.168.0. 100
1P Address End 192.168.0. 200
Lease Time One day oG
| awy ] oo |

A DHCP (Dynamic Host Control Protocol) is to assign an IP address to the computers on the LAN/private network.
When you enable the DHCP Server, the DHCP Server will allocate automatically an unused IP address from the IP
address pool to the requesting computer in premise of ac

specifying the star ting and ending address of the IP Address pool is needed.

DHCP Server : Activate the checkbox to enable DHCP server.
IP Address Start/End . Enter the range of IP address for DHCP server distribution.
Lease Time : The length of the IP address lease.

For example: If the lease time is an hour, then DHCP server will reclaim the IP address in each hour.
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Chapter 1V: Configuration - Wireless

4-1. Wireless - Basic

CONCEPTRONIC

Wireless Broadband ROuter:

MNetworkingCollection

| Home: Wireless Advanced
Wireless Basic Settings
Basic

Security Enable Wireless

e Netwerk Mode 11b/g/n mixed mode ~
Main 551D C300BRS4A
Minor SSID
Broadcast{SSID) @ Enable ) Disable
MBSSID AP Isclation (©) Enable @ Disable
AP Isolation () Enable @ Disable
BSSID C8:3A:35:16:88:68
Channel 2437MHz (Channel 6}
Operating Mode @ Mixed Mode () Green Field
Channel BandWidth @20 © 20M40
Guard Interval @ long ) Auto
MC5 AutoSelect -

Reverse Direction Grant(RDG) @ Disable () Enable

Extension Channel 2417MHz (Channel 2} ~

Agaregation MSDU(A-MSDU) @ Disable (©) Enable
Enable Wireless :Check to enable the Routerds wireless featur
Network Mode . Select one mode from the following. The default is 11b/g/n mode.

11b mode . Allow the wireless client to connect with the device in 11b mode at

the maximum speed of 11Mbps.

11g mode : Allow the 11g/11n -compliant client device to connect with the AP at
the maximum speed of 54Mbps.

11b/g mode : Allow the 11b/g -compliant client device to connect with the AP with
auto-negotiation speed, and 11n wireless client to connect the device
with 11g speed.

11b/g/n mode  : Allow 11b/g/n -compliant client device to ¢ onnect with the AP with
auto-negotiation speed.

Main SSID . SSID (Service Set Identifier) is the unique name of the wireless network. This device has

two SSID and the main SSID is necessary.

Minor SSID . Itis optional.
Broadcast (SSID) :Sel ect dadenahlbtheadévice's SSID to be visible by wireless clients. The default
is enabled.
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MBSSID AP Isolation

AP |solation

: One access control feature based on wireless MAC address. When this feature is

enabled, wireless clients connected with the same SSID can not communicate with each
other. For example, configure main SSID as AP1, minor SSID as AP2. PC1 and PC2
connect to AP1 via wireless adapter, and configure PC1 and PC2 in the same segment.
After the feature is enabled, two PCs can not communicate and share ne twork resource
each other, but they can communicate with wireless clients connected with AP2. This
feature is to isolate the communication of wireless clients connected with the same
SSID.

: One access control feature based on SSID. When thisfeature is enabled, each of your

wireless clients will be in its own virtual network and will not be able to communicate

with each other. When this feature is enabled, wireless clients connected with the Main
SSID and Minor SSID can not communicate with eah other, which can secure the
wireless network strongly. For example, configure main SSID as AP1, minor SSID as AP2.
PC1 connects to AP1 via wireless adapter; PC2 connecting to AP2. After the feature is
enabled, two PCs can not communicate and share netwo rk resource each other. This
feature is to isolate the communication of wireless clients connected with different
SSID.

Tip:  If you want to isolate all connected wireless client's communication, please enable MBSSID AP Isolation and

AP Isolation simultaneously.

BSSID

Channel

Extension Channel

Channel Bandwidth

: Basic Service Set ldentifier of wireless network. In IEEEB02.11, BSSID is the MAC address

of wireless access point.

. Specify the effective channel (from 1 to 13 \Auto) of the wireless network.

. To increase data t hroughput of wireless network, the extension channel range is used in

11n mode.

. Select the channel bandwidth to improve the wireless performance. When the network

has 11b/g and 11n clients, you can select the 40M; when it is an 11n network, select

20/40M to improve its throughput.
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4-2. Wireless - Security

It is used to configure the AP network&s security settin
WPApersonal, WPA-enterprise, WPA2-personal, WPA2 enterprise, etc.
4-2-1. WEP
CSNCEPTRSNIC
WirelessiBroadbandiReuter;
NetworkingGCollection
| Home Wireless Advanced Tools Status Logout
Security Settings
Basic
Security SSID Choice C300BRS4A
Advanced
Security Mode WEP -
Authentication Type @ Open System () Shared Key
Encrypt Length @ g4t (O 128Bit
Default Key Key 1 =
WEP Key 1: Hex
WEP Key 2: Hex
WEP Key 3: Hex
WEP Key 4 : Hex
Motice: Wireless Security Settings
802, 11n only defines three standard encryption methods: Open-Mone (Disable), WPA-Personal-AES, WPA2-Personal-AES. Other encryption methods
are nonstandard. There may be compatibility problems among different manufacturers.
WEP (Wired Equivalent Privacy), a basic encryption method, usually encrypts wireless data using a series of digital
keys (64 bits or 128 bits in length). By using the same keys on each of your wireless network devices, you can
prevent unauthorized wireless devices from monitoring your transmissions or using your wireless resources.
SSID Choice : Select the SSID (main SSID or minor SSID) to configure security setting from the
drop-down menu.
Security Mode : From the drop -down menu select the corresponding security encryption modes.
Authentication Type :Use the 060Open Systemb or ©O6Shared WEP en
Encrypt Length :Select 0664Bitd or ©6128Bitd encryption key | €
Default Key . Select one key from the four configured keys as the curren t available one.
WEP Keyl~4 . Set the WEP key with the format of ASCII and Hex. You can enter ASCII code (5 or 13
ASCIlI 1l characters. |1l egal <character o/ 6 i
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4-2-2. WPA-PSK Personal)

CSNCEPTRSGNIC
Wireless Broadband Router,

MNetworkingCollection

| Home eless Advanced
Security Settings

551D Choice C300BRS4A -

Advanced
Security Mode 'WPA-PSK (Personal) -
WPA Algorithms © aes O TP TKIPRAES
Access Control
Pass Phrase
Key Renewal Interval 3600 corpnd

Motice: Wireless Security Settings
802, 11n only defines three standard encryption methods: Open-done (Disable), WPA-Personal-AES, WPA2-Personal-AES, Other encryption methods
are nonstandard, There may be compatibility problems among different manufacturers,

BTN BTN

WPA (WiFi Protected Access), a Wi-Fi standard, is a more recent wireless encryption scheme, designed to improve
the security features of WEP. It applies more powerful encryption types (such as TKIP [Temporal Key Integrity
Protocol], AES [Advanced Encryption Standard])or a combination of both and can change the keys dynamically on

every authorized wireless device.

SSID Choice : Select the SSID (main SSID or minor SSID) to configure security setting from the
drop-down menu.

Security Mode : From the drop -down menu select the corresponding security encryption modes.

WPA Algorithms : Provides TKIP [Temporal Key Integrity Protocol], AES [AdvancedEncryption Standard] or
a combination of both.

Pass Phrase . Enter the encrypted characters with 8 -63 ASCII characters.

Key Renewal Interval :Set the keyds renewal peri od.
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4-2-3. WPA2-PSK (Personal)

CSNCEPTRSGNIC
Wireless Broadband Router,

MNetworkingCollection

| Home eless Advanced
Security Settings

551D Choice C300BRS4A -

Advanced
e Security Mode 'WPAZ-PSK (Personal) -
WDs
WPA Algarithms @ aes O TKIP D) TKIPSAES
Access Control
Pass Phrase
Key Renewsl Interval 3600 corpnd

Motice: Wireless Security Settings
802, 11n only defines three standard encryption methods: Open-done (Disable), WPA-Personal-AES, WPA2-Personal-AES, Other encryption methods
are nonstandard, There may be compatibility problems among different manufacturers,

BTN BTN

WPA2 (WiFi Protected Access version 2) provides higher security than WEP (Wireless Equivalent Privacy) and WPA
(Wi-Fi Protected Access).

SSID Choice . Select the SSID (main SSID ominor SSID) to configure security setting from the
drop-down menu.

Security Mode : From the drop -down menu select the corresponding security encryption modes.

WPA Algorithms : Provides TKIP [Emporal Key Integrity Protocol], AES [Advanced EncryptionStandard] or
a combination of both.

Pass Phrase . Enter the encrypted characters with 8 -63 ASCII characters.

Key renewal Interval :Set the keyds renewal peri od.
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4-2-4. Mixed WPA-PSK / WPA2PSK (Personal)

CSNCEPTRSGNIC
Wireless Broadband Router,

MNetworkingCollection

| Home Wireless Advanced
Security Settings
Ba:

551D Choice C300BRS4A -

Security
Advanced
Security Mode Mixed WPA-PSK / WPAZ-PSK (Personal)
WPA Algarithms @ aes O TKIP D) TKIPSAES
Access Control
Pass Phrase
Key Renewsl Interval 3600 corpnd

Motice: Wireless Security Settings
802, 11n only defines three standard encryption methods: Open-done (Disable), WPA-Personal-AES, WPA2-Personal-AES, Other encryption methods
are nonstandard, There may be compatibility problems among different manufacturers,

BTN BTN

Mixed WPAPSK / WPA2PSK (Personallcombines the WPAPersonal and WPA2 Personal security levels.
Clients which support WPA2-PSK (Personal) will use WPAZPSK (Personal), while older clients without this support
can use WPAPSK (Personal).

SSID Choice : Select the SSID (main SSID or minor SSID) taonfigure security setting from the
drop-down menu.

Security Mode : From the drop -down menu select the corresponding security encryption modes.

WPA Algorithms : Provides TKIP [Temporal Key Integrity Protocol], AES [Advanced Encryption Standard] or
a combination of both.

Pass Phrase . Enter the encrypted characters with 8 -63 ASCII characters.

Key renewal Interval :Set the keyds renewal peri od.
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4-2-5. WPA (Enterprise)

This security mode is used when a RADIUS server is connected to the device.

SSID Choice

Security Mode
WPA Algorithms

Key Renewal Interval
Radius IP Address
Radius Port

Shared Key

Session Timeout

: Select the SSID (main SSID or minor SSID) to configure security setting from the

drop-down menu.

: From the drop -down menu select the corresponding security encryption modes.

: Provides TKIP [Temporal Key Integrity Protocol], A ES [Advanced Encryption Standard] or

a combination of both.

:Set the keyd6s renewal period.

: Enter the IP address of the Radius server.

. Enter the authentication port of the Radius server. The defaultis  1812.

: Enter the shared key for authentication server with 8~63 ASCII characters.

. The authentication interval period between AP and authentication server.
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