CONCEPTRONIC C300BR4A

Version10

802.11n Wireless Broadband
Router

User Manual



Conceptronic C300BRS4A 802.11n Wireless Broadband Router
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About This Manual

This manual provides descriptions of the Conceptronic C300BRS4A 802.11n Wireless Broadband
Router, its hardware and software features, and how to set up and use the device on your small
office or home network.

Before You Start

Please read and make sure you understand all the prerequisites for proper installation of your new
Wireless Broadband Router. Have all the necessary information and equipment on hand before
beginning the installation. A packing list is included at the end of this section.

Installation Overview

The procedure to install the Wireless Broadband Router can be described in general terms in the
following steps:

1. Gather information and equipment needed to install the device. Check the contents of the
package to be certain that everything listed on the packing list is included. A packing list is
included at the end of this section. The information you will need includes the account name
or number and the password used to gain access to your service provider’s network, and
ultimately to the Internet.

2. Install the hardware, that is, connect the Ethernet cables to the device to establish the
necessary network links to your computer and connect the power adapter to power on the
Wireless Broadband Router.

3. Check the IP settings on your computer and change them if necessary so the computer can
access the web-based software built into the Wireless Broadband Router. Without the correct
IP settings your computer will not be able to communicate with the device or access the
software used to configure the Wireless Broadband Router. Without compatible IP settings on
your computer, you will not be able to use a web browser to access the Internet.

4. Use the web-based management software to configure the device. Many users can install the
Wireless Broadband Router with the Setup Wizard. Some users may not need to change any of
the device settings that establish and maintain the network connection. Follow the
instructions of your service provider to find out what is required for your account.
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Requirements for Installation

To install and use the Wireless Broadband Router you need a computer equipped with an Ethernet
port (such as an Ethernet NIC) and a web browser.

WLAN Ethernet Adapter

Any computer that uses the Wireless Broadband Router must be able to connect to it through the
Wireless Ethernet (WLAN) on the Wireless Broadband Router. This connection is a Wireless Ethernet
(WLAN or WiFi) connection and therefore requires that your computer be equipped with a Wireless
Ethernet Adapter as well. Many notebook computers are now sold with a Wireless Ethernet Adapter
already installed. There is also a Wired Ethernet port that is used to connect the WLAN adapter to
your wired network. This port can be used to configure the Wireless Broadband Router. Most fully
assembled desktop computers come with an Ethernet NIC adapter as standard equipment. If your
computer does not have an Ethernet port, you must install an Ethernet NIC adapter before you can
configure the Wireless Broadband Router. If you must install an adapter, follow the installation
instructions that come with the Ethernet NIC adapter.

Operating System

The Wireless Broadband Router uses an HTML-based web interface for setup and management. The
web configuration manager may be accessed using any operating system capable of running web
browser software.

Web Browser

Any common web browser can be used to configure the Wireless Broadband Router using the web
configuration management software. The program is designed to work best with more recently
released browsers such as Microsoft Internet Explorer® version 6.0, Netscape Navigator® version
6.2.3, or later versions. The web browser must have JavaScript enabled. JavaScript is enabled by
default on many browsers. Make sure JavaScript has not been disabled by other software (such as
virus protection or web user security packages) that may be running on your computer.
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Packing List

Open the shipping carton and carefully remove all items. Make sure that you have the items listed
here.

. 1x Conceptronic C300BRS4A - 802.11n Wireless Broadband Router
e  3x Antenna for C300BRS4A

. 1x CD-ROM containing this User’s Guide

. 1x Straight-through Ethernet cable

. 1x Power Adapter, 5V, 2A DC

. 1x Quick Installation Guide

. 1x Warranty Card
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Wireless LAN

A Wireless LAN is a cellular computer network that transmits data using radio signals instead of
cables. Wireless LAN technology is commonly used for home, small office and large corporate
networks. Wireless LAN devices have a high degree of mobility and flexibility that allow network to
be quickly set up or dismantled and allow them to roam freely throughout the network.

The |EEE 802.11n Wireless LAN standard is an improvement on the IEEE 802.11g standard. The
802.11n embedded Wireless LAN access point is fully compatible with legacy IEEE 802.11b and |IEEE
802.11g devices.

Some basic understanding of wireless technology and terminology is useful when you are setting up
the Wireless Broadband Router or any wireless access point. If you are not familiar with wireless
networks please take a few minutes to learn the basics.

For home users who will not incorporate a RADIUS server in their network, the security for the
Conceptronic C300BRS4A, used in conjunction with other WPA-compatible 802.11 products, will still
be much stronger than ever before. Utilizing the Pre-Shared Key mode of WPA, the Wireless
Broadband Router will obtain a new security key every time it connects to the 802.11 network. You
only need to input your encryption information once in the configuration menu. No longer will you
have to manually input a new WEP key frequently to ensure security. With the Wireless Broadband
Router, you will automatically receive a new key every time you connect, vastly increasing the
safety of your communication.

The Wireless Broadband Router is an ideal solution for quickly creating and extending a wireless
local area network (WLAN) in offices or other workplaces, trade shows and special events. The
802.11n standard is backwards compatible with 802.11b and 802.11g devices.

The Wireless Broadband Router has the newest, strongest, most advanced security features
available today. When used with other 802.11n WPA (WiFi Protected Access) compatible products in
a network with a RADIUS server, the security features include:

WPA: WiFi Protected Access, which authorizes and identifies users, based on a secret key that
change automatically at regular intervals. WPA uses TKIP (Temporal Key Integrity Protocol) to
change the temporal key every 10,000 packets (a packet is a kind of message transmitted over a
network.) This insures much greater security than the standard WEP security. (By contrast, the
previous WEP encryption implementation required the keys to be changed manually.)
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Radio Transmission

Wireless LAN devices use electromagnetic waves within a broad, unlicensed range of the radio
spectrum to transmit and receive radio signals. When a wireless access point is present, it becomes
a base station for the Wireless LAN nodes in its broadcast range. Wireless LAN nodes transmit digital
data using FM (frequency modulation) radio signals. Wireless LAN devices generate a carrier wave
and modulate this signal using various techniques. In this way, digital data can then be
superimposed onto the carrier signal. This radio signal carries data to Wireless LAN devices within
range of the transmitting device. The antennae of Wireless LAN devices listen for and receive the
signal.

Range

Range should not be a problem in most homes or small offices. If you experience low or no signal
strength in some areas, consider positioning the device in a location between the Wireless LAN
devices maintaining a roughly equal straight-line distance to all devices that need to access the
Wireless Broadband Router through the wireless interface. Adding more 802.11n access points to
rooms where the signal is weak can improve signal strength.

SSID

Wireless networks use an SSID (Service Set Identifier) to allow wireless devices to roam within the
range of the network. Wireless devices that wish to communicate with each other must use the
same SSID. Several Wireless Broadband Routers or access points can be set up using the same SSID so
that wireless stations can move from one location to another without losing connection to the
wireless network.

The Wireless Broadband Router operates in Infrastructure mode. It controls network access on the
wireless interface in its broadcast area. It will allow access to the wireless network to devices using
the correct SSID after a negotiation process takes place. The Conceptronic C300BRS4A broadcasts its
SSID so that any wireless station in range can learn the SSID and ask permission to associate with it.
Many wireless adapters are able to survey or scan the wireless environment for access points. An
access point in Infrastructure mode allows wireless devices to survey that network and select an
access point with which to associate.
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Front Panel LED Display

Place the Router in a location where the LED indicators on the front panel can be viewed.
The LED indicators on the front panel include the Power, Status, WAN, WLAN and WPS indicators.
Each Ethernet LAN port displays an indicator for monitoring link status and activity (Link/Act).

7 6 5 4 3 2 1
Nr Description Status Status Explanation
1 Power LED OFF The device is turned off
ON The device is turned on
2 Status LED OFF The device is turned off / System Failure*
BLINK The device is turned on and ready for use
3 WAN LED OFF No WAN Connection is created
ON - STEADY A WAN Connection is created
ON - BLINK Data is sent or received through the WAN Port
4 WLAN LED OFF Wireless interface is disabled
BLINK Wireless interface enabled and active
5 LAN LED’s OFF No Network Link is created to the LAN Port
1,2,3,4) ON - STEADY A Network Link is created on the LAN Port
ON - BLINK Data is sent or received through the LAN Port
6 WPS LED ON - BLINK When the WPS Button is pressed, the WPS LED will
blink for 120 seconds while searching for WPS
Clients. **
7 WPS Button Press the WPS Button to activate the WPS feature. The router will

search for WS Clients for 120 seconds. **

* In normal use, the Status LED will turn on and blink within 45 seconds after the device is
turned on or restarted. When a system failure happens with the device, the Status LED will not
turn on.

You can use the following options to solve the system failure:

a. Power down the device, wait 10 seconds and reconnect the power to the device.

b. Reset the device to factory defaults by pressing the reset button on the back of the
device for +/- 15 seconds.

If the Status LED does not turn on after you tried above options, please contact Conceptronic
Support at: support@conceptronic.net

**  For more information about the WPS feature, see the chapter ‘Configuring Router Settings’ of
this Manual.
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Rear Panel Cable Connections

Connect the power adapter cord and network cables on the rear panel. The power switch and reset
button are also located on the back of the device. Connect the antennas to the antenna posts.

s e it

1 2 3 4 5 6 7
Nr Description Explanation
1 Antenna Connection Reverse-SMA Connector for Wireless Antenna
2 LAN Ports Connect your Computer(s) to the router
3 Antenna Connection Reverse-SMA Connector for Wireless Antenna
4 WAN Port Connect your Broadband connection to the router
5 Reset Button Reset the router to the Factory Default Settings
6 Power Connection Connect the Power Supply to the router
7 Antenna Connection Reverse-SMA Connector for Wireless Antenna
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Hardware Installation

Place the Wireless Broadband Router in a location where it can be easily connected to the wired
interface (Ethernet link to a broadband modem, for example) as well as function effectively as a
Wireless LAN access point. Make sure the Wireless Broadband Router is near a suitable power
source.

Connect the bundled power supply to the power connection on the back of the C300BRS4A and to a
free wall power outlet. The Power LED of the C300BRS4A will turn on.

Wireless LAN Performance and Environment

Many environmental factors can affect the effective wireless function of the Wireless Broadband
Router. If this is your first time setting up a wireless network device, read and consider the points
listed below.

The Wireless Broadband Router can be placed on a shelf or desktop, ideally you should be able to
see the LED indicators on the front if you need to view them for troubleshooting.

The Wireless Broadband Router lets you access your network within range of the device. However,
walls, ceilings, or other objects that the wireless signals must pass through can limit signal range.
Typical ranges vary depending on the types of materials and background RF noise in your home or
business. For maximum range and signal strength, use these basic guidelines:

1. Keep the number of walls and ceilings to a minimum:

The signal emitted from Wireless LAN devices can penetrate through ceilings and walls.
However, each wall or ceiling can reduce the range Wireless LAN devices from 1 to 30M.
Position your wireless devices so that the number of walls or ceilings obstructing the signal
path is minimized.

2. Consider the direct line between access points and workstations:

A wall that is 0.5 meters thick, at a 45-degree angle appears to be almost 1 meter thick. At a
2-degree angle, it is over 14 meters thick. Be careful to position access points and client
adapters so the signal can travel straight through (90° angle) a wall or ceiling for better
reception.

3. Building Materials make a difference:

Buildings constructed using metal framing or doors can reduce effective range of the device. If
possible, position wireless devices so that their signal can pass through drywall or open
doorways, avoid positioning them so that their signal must pass through metallic materials.
Poured concrete walls are reinforced with steel while cinderblock walls may have little or no
structural steel.

4. Keep the Wireless Broadband Router away (at least 1-2 meters) from electrical devices:

Position wireless devices away from electrical devices that generate RF noise such as micro-
wave ovens, monitors, electric motors, etc.
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5. Position antenna for best reception:

Adjust the antenna position to see if the signal strength improves. Some adapters or access
points allow the user to judge the strength of the signal. Use this method, if available, to test
signal strength.

WAN Connection

Use a LAN Cable to connect the C300BRS4A to your Broadband Gateway (Cable Modem, DSL Modem,
Fiber Gateway, etc.)

The WAN LED on the front side of the C300BRS4A will turn on.

Note: If the WAN LED on the front side does not turn on, make sure that:
- The C300BRS4A is powered (the Power LED should burn).
- The Broadband Gateway is turned on.
- The LAN cable between both devices is connected correctly.

LAN / Wireless LAN Connection

For LAN Cable Users:

Connect the LAN Cable to 1 of the 4 LAN ports on the back panel of the C300BRS4A and to the
Network Card in your computer.

The LAN LED of the used LAN port will turn on, indicating that the computer is connected. (Your
LAN Connection must be enabled and your computer turned ON).

For Wireless Users:

You can connect wireless to the C300BRS4A in 2 different ways:
- Manually, without encryption.
- Automatically with the WPS feature, with encryption.

If you have 1 or more clients which do not support WPS, it is advised to manually connect to the
C300BRS4A, or secure the wireless connection manually before you connect to the C300BRS4A.

You can secure your connection manually with the configuration wizard, explained in the chapter
‘Configuring Router Settings’.

In this chapter you will find the steps how to connect manually to your unsecured network.
For more information about the WPS feature and the configuration steps, see the chapter
‘Configuring Router Settings’ of this Manual.
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A.

Right click the Wireless
Network Icon in your
System tray and select
“View Available Wireless
Networks”.

Select the Network
“C300BRS4A” from the
list of available wireless
networks and click
“Connect”.

You will receive a warning
about connecting to an
unsecured wireless
network. Click “Connect
anyway” to proceed with
the connection.

When the connection is
built, you will see the
active wireless icon in the
system tray. If you move
your mouse over the icon
you will receive an
information popup (about
the speed, signal strength
and status of your
connection).

802.11n Wireless Broadband Router

Change Windows Firevall settings

Open Metwork Connections

Repair /
Yiew Available Wireless Networks

® LG Y, 14

Wiraless Metwork Connection

Choose a wireless network

etwork Tasks

2 W

N range or tn get morn

b Set up & wheless netwark
For 3 home or small offcs

Related Tasks

Jy Learn sbout wirsless.
fttweking

i Changs the onder of
peeferred networks

g Changs sdvancad
sertings

Wireless Network Connection

‘You are connecting to the unsecured netwark "C300BRS4", Infarmation
! sent aver this network is not encrypted and might be visible to other
people.

Cancel

onnect Anywax;' 7

Wireless Metwork Connection
Speed: 300.0 Mbps

Signal Strength: Excellent
Skatus: Connected

(C300BRS4)
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Computer Configuration

Configure your IP address

The C300BRS4A is equipped with a build-in DHCP Server. The DHCP Server will automatically assign
an IP address to a connected computer if the connected computer is set to “obtain an IP address

automatically”.

802.11n Wireless Broadband Router

To configure your computer for Automatic IP follow the instructions below:

A. Click “Start” - “Run”.

B. Enter the command “NCPA.CPL”
and press “OK”.

_ Type the name of a program, folder, document, or
2 Internet resource, and Windows will open it for you,

/7 \
Open: |ncpa.cpl q B ) v|
NS

|; &) [ ot ] [ oroween |

The Network Connections window will appear.

C. Right click your “Local Area Connection”
(Wired or Wireless, depending on the

connection you use) and select
“Properties”.

Disable
Status
Repair

Bridge Connections

Create Shorbeut

Rename

Properties
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802.11n Wireless Broadband Router

The Properties window of your Local Area Connection will appear.

D. Select the “Internet Protocol
(TCP/IP)” and click

“Properties”.

©

- Local Area Connection Properties

General | Authentication | &dvanced

Connect uging:

| B Marvel Yukon 88E8053 POIE Gigabi |

Thiz connection uses the following items:
% Client for Microzoft Metworks

.@ File and Printer Sharing for Microsoft Mebwor
SQDS Packet Scheduler

Uninztall

Inztall...

The Properties window of the Internet Protocol (TCP/IP) will appear.

E. Set the properties to “Obtain
an IP address automatically”
and press “OK” to save the
settings.

F. Press “OK” in the properties

window of the Local Area
Connection to save the settings.

Internet Protocol (TCPIP) Properties

General | Alternate Configuration

“fiou can get IP settings aszigned automatically if your network, supparts
thiz capability. Othenwize, vou need to ask your network, administrator for

the appropriate [P settings.

[
]
[

() Obtain DNS server addiess automaticaly

() Obtain an P address automaticaly
() Uze the following |P address:

(0) Use the following DMS server addresses:

/T
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Checking your connection with the C300BRS4A

With the Command prompt of Windows you can verify if you have received a correct IP address on
your Local Area Connection:

A. Click “Start” - “Run”.
B. Enter the command “CMD” and press “OK”.

The Command Prompt will appear.

C. Enter the command “IPCONFIG” and press ENTER.

WINDOWS\system 32\cmd. exe

C:“Documents and Settings“All USEPS)ipcunfi;-e

Mindows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

IP Address. . . . . . . . . . . . = 192.168.0.180
Subnet Mask = 265.255.255.8
Default Gateway : 192.168.8.1

IC:“Documents and Settings“All Users>

You should see the following information
IP_Address 1 192.168.0.xxx (Where xxx can vary between 100 ~ 199).

Subnet Mask : 255.255.255.0
Default Gateway :192.168.0.1

If the information shown above matches your configuration you can continue the configuration of
the device in Chapter 5.

If the shown information above does not match your configuration (i.e. your IP address is
169.254.xxx.xxx) please check the options below:

1. Power OFF and Power ON the device.

2. Reconnect the LAN Cable to the device and to your computer.

3. Renew the IP address of your computer with the following commands:
- “IPCONFIG /RELEASE” to release the wrong IP address.
- “IPCONFIG /RENEW” to receive a new IP address from the device.

15
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WINDOWS\system32icmd.exe

IC:~Documents and Settings~All Userszripconfig ~release -e

Mindows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H
IP Addpess. . . . . . . . . . . .=
Subnet Mask . . . . . . . . . . .2
Default Gateway . . . . . H

IC:“Documents and Settings~All Usersz>ipconfig ~renew -e

Mindows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Buffix

IP Addeess. . . . . . . P 192 _168.0.16808
Subnet Mask . . . . . - e . 255.255.255.8
Default Gateway . . . . . - 192 _168.68.1

IC:“Documents and Settings~All Users>

If above steps do not solve the IP address problem, you can reset the device to the factory default
settings with the Reset Button on the back of the device.

Press and hold the Reset Button for +/- 15 seconds to load the Factory Default Settings. When the
Status LED is active again, repeat step C to renew your IP address.
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Configuring Router Settings

This chapter describes how to configure the Wireless Broadband Router the first time you use it or if
you are configuring it after resetting the device to the factory default settings. The following
sections describe how to configure the router through the Web based configuration.

The configuration of your C300BRS4A is web based. You will need a web browser for the
configuration of the device.

Note: For configuration of the router it is advised to use a LAN Cable connection to the device
instead of a Wireless connection.

A. Start your web browser (like: Internet Explorer, FireFox or Safari).

B. Enter the IP address of the device in the address bar of your web browser (By default:
http://192.168.0.1/).

The Login page of the C300BRS4A will be shown.

[ Submit ] | Cancel |

C. Enter the Username and Password (Default: ‘admin’ & ‘admin’) and click “Submit” to enter
the configuration pages.

When the Username and Password are correct the router will display the “Device Settings”

overview.

The “Device Settings” overview shows all configured settings for the LAN, WAN and Wireless part of
the router.

17



Conceptronic C300BRS4A 802.11n Wireless Broadband Router

The “Home” menu of the configuration contains the following configuration options: Wizard,
Wireless, WAN, LAN and DHCP.

- CONCEPTRONIC

The Concept of Glebed Communicason

Device Settings

System Time: 15:17:37 04408/2007
Firmusare Wersion : 1.00

LAN
WAC Address : 00:80:5a:0bid21a1
P Address : 192.168.0.1
Subriet Mask :  255.255,285.0
DHCF Server : Enabled
Stark 1P Address : 192.168.0,100
End TP Address :  192.168.0.199
WAN
Current Device Mode @ Router Mode
MAC Address : 00:80:5a:0bidR:aZ
HostHame : c300brsé
Connection Type :  DHCP
Connacion st ppcomecte | ITEOTRERERE] [ SRCRRRER
P Addess s 0.0.0.0
Subnet Mask s 0.0.0L0
Defaul Gateway 1 0.0.0.0
DHS 1 0.0.0.0
OS2 0.0.0.0
Wireless
WAC Address : 00:80:5a:0bid21a1
Pode : Mied(bfgfn)
S5I0:  C300ERS4
Charnel 1 6
Encryption : Disabled
510 Broadcast : Enabled

Device Settings Overview
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HOME - WIZARD

You can setup the C300BRS4A through the build-in Wizard. This Wizard will help you configuring the
basic settings of the C300BRS4A step by step.

To use the Setup Wizard, click the Run Wizard button.

Setup Wizard:
The Conceptranic C300BRS4 router is a Wireless Broadband Router ideal for home netwarking and small business networking. The Setup Wizard will guide you ta
configure the C300BRS4 router ko connect ko your ISP (Internet Service Provider).

The C300BRS4 router's easy setup wil allow you to have Internet access within minutes. Please follow the setup wizard step by step to configure the Conceptranic

DHe C300BRS4 router.

- o

Setup Wizard window

Note: Before you begin with the Wizard Configuration, make sure you have all information for your
internet settings available. (For example: Account information, connection type, etc.)

A. The welcome screen lists five steps of C300BRS4 Setup Wizard
the wizard. Click “Next” to continue.

Next

B. You are recommended to set an C300BRS4 Setup Wizard
admin password here. Enter the new
password and re-enter it for Set Password
confirmation.

When completed, click “Next”.

Back [Next |Exit
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C. For system management purpose, a
correct time setting is critical to have
accurate time stamps on the system
logs.

Set an appropriate Time Zone in this
step.

When completed, click “Next”.

D. Select the Internet Connection

method which corresponds with your
provider settings.
If you don’t know which option you
need for your internet connection,
please check the documentation of
your provider or contact your
provider helpdesk.

When completed, click “Next”.

E. When your provider requires a Static
IP connection, select the “Static IP”
option.

Enter the requested information:
e |P Address

e  Subnet Mask

° ISP Gateway Address

e  Primary DNS

e  Secondary DNS (Optional)

When completed, click “Next”.

802.11n Wireless Broadband Router
C300BRS4 Setup Wizard

Choose Time Zone:

ct the app

(GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockhalm, Wierna

Back Mext |EKit

C300BRS4 Setup Wizard

Set Internet Connection

ick Next to

Back Mext Exit

Connection - Static IP
C300BRS4 Setup Wizard

Set Static IP Settings

Back Next |Exit
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F.  When your provider requires a
Dynamic IP connection, select the
“Dynamic IP”” option.

Some providers require a specific
Hostname for their connections. If
your provider requires a specific
Hostname, enter the Host Name in
the field.

Some providers only allow 1 specific
MAC address to connect to the
internet. If your PC Network Card
works with the specific required MAC
address, press the “Clone MAC
Address” button or enter the MAC
Address manually.

When completed, click “Next”.

G. When your provider requires a PPPoE
connection, select the “PPPoE”
option.

Enter the requested information:
. User Name
e  Password

e  Retype Password

When completed, click “Next”.

802.11n Wireless Broadband Router

Connection - Dynamic IP
C300BRS4 Setup Wizard

Set Dynamic IP Settings

EEEEEE

Back Mext  Exit

Connection - PPPoE
C300BRS4 Setup Wizard

Set PPPOE Settings

Back Mext Exit
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H.  When your provider requires a PPTP Connection - PPTP
connection, select the “PPTP” CEUERES Sy p Wi
option.

Set PPtP Settings:

Enter the requested information:
e  Server IP

° PPTP Account

e  PPTP Password

MNext  Exit

e  Retype Password

When completed, click “Next”.

I. When your provider requires a L2TP Connection - L2TP
connection, select the “L2TP” C300BRS4 Setup Wizard
option.
Set L2tp Settings:
Enter the requested information:
e  Server IP

. L2TP Account

. L2TP Password

Back Mext  Exit

e  Retype Password

When completed, click “Next”.

When the WAN configuration is complete, the Wizard will continue with the Wireless
configuration:
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J.  You can change the SSID of the
router. The SSID is the name which
will be broadcasted through the Sat wireless LAN Connection Type
Wireless part.

You can change the channel betyveen
channel 1 and 13. If you experience .
slow connections or break-downs,
there can be another accesspoint in
your area which can interfere with
your wireless channel. In that case,
you can try another channel.

When completed, click “Next”.

You can secure your Wireless Connection with encryption. By default, the Wireless Connection is not
secured. To prevent unauthorized access to your network, set a security level through the Setup
Wizard.

If you want to use the WPS feature of the C300BRS4A, you can skip the wireless configuration and
continue the Setup Wizard without encryption. To setup your WPS security, please proceed to the
section ‘HOME - WIRELESS’ of this chapter.

Note: All security options of the Setup Wizard are explained, but it is advised to secure your
network with “WPA-PSK/WPA2-PSK” security if your Clients do not support WPS. This is the
highest WPA2 security level, with backwards compatibility to WPA only clients.

Note: Remember or write down the entered wireless security information. You will need it when
you want to configure a Wireless Client to connect to the C300BRS4A!

K. Select a security level for your
Wireless Network.

Set Wireless LAN Connection Type

When a security level is chosen, the
Wizard will show fields for the
required information.

WP-PSH WP AZ-PSK.
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Security - WEP Encryption

L. If you want to secure your network

with WEP encryption, select “WEP” e
from the drop-down list. Enter the L ———
WEP key in ASCII format (input: A-Z, (5 ASCIL characters)

0-9).

Note:

Through the Wizard you can only
configure WEP 64Bits.

Security - WPA / WPA2 Encryption

M. If you want so secure your network

with WPA or WPA2 (with Radius :
Server), select “WPA” or “WPA2” e I
from the drop-down list. prep—— |

(54 digits or characters)
Enter the IP Address of the Radius
Server, the Shared Key and confirm
the Shared Key in the second field.

N. If you want to secure your network Security - WPA-PSK / WPA2-PSK

with WPA-PSK or WPA2-PSK, select
“WPA-PSK”, “WPA2-PSK” or “WPA-
PSK/WPA2-PSK” from the drop-down
list.

Enter the Passphrase for your

encryption and confirm the
Passphrase in the second field.

O. When all Wireless settings are made, click “Next” to continue.
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P.  The Setup Wizard is now complete. If
you want to apply your settings, click
“Save & Take Effect”. el s el

If you want to change any setting,
click “Back” to return to the previous
screen.

If you want to close the Setup Wizard
without any changes, click “Exit”.

When you select “Save & Take Effect”, the router will apply the configured settings. Please wait
for the message “Save Complete”.

Q. The configuration is now complete. Click “Close” to exit the Setup Wizard.

You will return to the “Device Settings” overview which will show you the configured settings for
your WAN and Wireless connection.
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HOME - WIRELESS

To configure the Router’s basic configuration settings without running the Setup Wizard, you can
access the windows used to configure Wireless, WAN, LAN, and DHCP settings directly from the
Setup directory. To access the Wireless Settings window, click on the Wireless link button on the
left side of the first window that appears when you successfully access the web manager.

| Logout
Set your router's wireless options.

Opisable Q1ibonly O 1igonly O 1inonly O Mixed(gib) ® Mixed(nja/b)

s [C300BRS4

Charnel : [6-2.437TMHz  »

5310 Broadeast - @ Enatled O Disabled

Band width: Q20 MHz & 40 MHz

short Guard Interval 1 @ Enabled O Disabled

@® Disable O wep Owra Quwrarsk Owraz Ouwraz-psk OWPA-PSK[WRAZ-PSK

Wi-Fi Protected Function : () Enabled O Disabled

Current PIN 42097372

[ GenerateMewPIN || Reset PIN to Default

Wi-F Protected Status :  EnablediNot Configured

I Reselto unconfigured || Add Wireless Device Wizard |

I

d

Click the Set Wireless Radio radio-button to allow the router to operate in the wireless
environment.

Wireless Settings window

The SSID identifies members of the Service Set. Accept the default name or change it to something
else. If the default SSID is changed, all other devices on the wireless network must use the same
SSID.

Enable SSID Broadcast if you want users to be able to join your wireless network based on the SSID
information broadcast by the Router. If this is disabled, each new user will have to be manually
configured.

What channels are available for use by the access point depends on the local regulatory
environment. Remember that all devices communicating with the device must use the same channel
(and use the same SSID). Use the drop-down menu to select the Channel used for your 802.11n
wireless LAN. Click Apply.
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WEP Encryption

WEP (Wireless Encryption Protocol) encryption can be enabled for security and privacy. WEP
encrypts the data portion of each frame transmitted from the wireless adapter using one of the
predefined keys. The router offers 64- or 128-bit encryption with four keys available.

To bring up the Wireless Settings window for WEP, select WEP from the Set Wireless Security
Mode radio-buttons.

O Disable ®wep Oriea Owea-psk Oweaz Oweazpae O wPa-PsKWPAZ-PSK

Authentication Type @Opan Syskem (rshared ey
Encypt Lenath (@ edits O 128Bits

key Type . (OASCIT (BHEY

i ol |
ez O |
ks O |
BN |

T T

Wireless Settings window for WEP

Select an Authentication type, Open System or Shared Key.
Select the desired level of WEP Encryption, 64Bit or 128Bit.
Select the desired key input format, HEX (hexadecimal) or ASCII.

Select a key by clicking a radio button on the left and then enter the proper-length key.

ok Lne

Click Apply.

Note: If encryption of any kind, at any level is applied to the Wireless network, all devices on
the network must comply with all security measures.

27



Conceptronic C300BRS4A 802.11n Wireless Broadband Router

WPA Encryption

WiFi Protected Access was designed to provide improved data encryption, perceived as weak in
WEP, and to provide user authentication, largely nonexistent in WEP. There are two versions, WPA
and WPA2; both are supported by the Access Point. WPA includes the option of using a Pre-Shared
Key similar to WEP, or a RADIUS server can be used for verification. In addition, WPA2-Auto is
offered for user convenience.

WPA/WPA2 Encryption with Radius Server

QO Disable Ower ®vipa Ouwea-psk  Oweaz Ouweazpsk O wPa-PsKwPAZ-PIK

Cipher Type: @RI O AES
RADIUS Server

RADILS Port 1812

Shared Key : 164 digits or characters)
Shared Key Confirm 164 digits or charackers)
fey Renewal | 1500 k3nq .. 1800 Seconds)

T T

Wireless Settings window for WPA and WPA2

Select the type of WPA encryption for your Radius Server, WPA or WPA2.

Select the desired Cipher Type, TKIP, AES, or TKIP/AES.

Enter the RADIUS Server IP Address and the RADIUS Port for your Radius Server.

Enter the Shared Key (between 1 and 63 characters) which is needed for the Radius server.

Re-enter the Shared Key in the second field.

o o M wbdPF

Click Apply.

Note: The values needed for RADIUS authentication can be obtained from your Internet Service
Provider (ISP).
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WPA/WPA2-PSK With Passphrase Encryption

O Disable Owep Qwra @wra-rsk Owpaz Owpaz-rsk O wPaA-PSKWPAZ-PSK

Cipher Type: @ TRIP O AES

Koy Type (@ asc OHEX

Passphrase : | kﬁ ~ 63 characters, or 64 HEX characters)

Passphirase Confirm | | l(s ~ 63 characters, or 64 HEX characters)

ke Renewal 300 ~ 1800 Seconds)

Wireless Settings window for WPA-PSK, WPA2-PSK and WPA-PSK/WPA2-PSK

1. Select the type of WPA encryption for use with your Passphrase, WPA-PSK, WPA2-PSK or
WPA-PSK/WPA2-PSK.

Note: If you select WPA-PSK/WPA2-PSK, the router will work with the highest WPA2-PSK
encryption. If clients try to connect which do not support WPA2-PSK, the router will
automatically authorize the client on WPA-PSK Level.

2. Select the desired Cipher Type, TKIP or AES.
3. Select the Key Type, ASCII or HEX (Hexadecimal).

4. Enter the Passphrase you want to use for your WPA-PSK encryption (8 ~ 63 characters ASCII,
or 64 characters HEX).

5. Re-enter the Passphrase in the second field.

6. Click Apply.
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WPS Security

The Conceptronic C300BRS4A supports WPS (Wi-Fi Protected Setup). WPS is a standard for easy and
secure establishment of a wireless network. With WPS you can setup and protect your wireless
network in just a few easy steps.

Note: To use WPS with the C300BRS4A, you need to have Wireless Clients which supports WPS. If
you have 1 or more Wireless Clients without WPS support, it is advised to secure your
network manually using the Setup Wizard.

Note: For more (technical) information about WPS, you can visit the following website:
http://en.wikipedia.org/wiki/Wi-Fi_Protected Setup

The C300BRS4A supports 2 ways to activate and establish a WPS connection:
- Push Button technology
- Pin Code technology

WPS - Push Button technology

The WPS Push Button technology requires a (virtual) button on your Wireless Client to establish a
connection between the C300BRS4A and your Wireless Client.

Some Wireless Clients work with a real button to activate the WPS Push Button technology; some
Wireless Clients use a software-based virtual button.

Follow the steps below to activate and establish a WPS connection with the Push Button technology:
A. Press the WPS Button at the front of the C300BRS4A until the WPS LED blinks.

B. Press the WPS Button at your Wireless Client. This can be a hardware button or a virtual
button in the software of your Wireless Client.

The C300BRS4A will activate WPA security over your wireless network and accepts the wireless
connection of your Wireless Client.

Note: The C300BRS4A will keep the WPS authentication active for 120 seconds. During this process,
the WPS LED will blink. If there is no connection in these 120 seconds, the LED will turn off
and the WPS authentication process is stopped.

If the WPS feature is not used earlier, the wireless network will still be unencrypted.

If the authentication of the Wireless Client is succeeded, the WPS LED will burn steady blue for 5
minutes. After these 5 minutes, the LED will turn off.

Your Wireless Client is now connected to the C300BRS4A and your network is secured with WPA
Encryption.

You can add more Wireless WPS Clients without loosing the connection to previous Wireless WPS
Clients.

If you want to add more Wireless WPS clients, repeat step A & B.

Note: The WPA Key generated by the C300BRS4A is random.
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WPS - Pin Code technology

A