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Chapter I: Producti nformation

1-1. Introduction and safety information

Thank you for purchasing this wireless broadband router! This high cost -efficiency router is the best choice for
Small office / Home office  users, all computers and network devices can share a single xDSL / cable modem
internet connection at high speed. Easy install procedures all ows any computer users to setup a network
environment in very short time - within minutes, even inexperienced. When the number of your computers and
network -enabled devices grow, you can also expand the number of network slot by simple attach a hub or swit ch,

to extend the scope of your network!

All computers and IEEE 802.11b/gDraft -N wireless-enabled network devices (including PDA, cellular phone,
game console, and more!) can connect to this wireless router without additional cabling. With a compatible

wireless card installed in your PC, you can transfer file for up to  150Mbps (transfer data rate) .

Other features of this router including:

High Internet Access throughput

Allow multiple users to share a single Internet line

Supports up to 253 users

Share a single Cable or xDSL internet connection

Access private LAN servers from the internet

Four wired LAN ports (10/100M) and one WAN port (10/100M)
Work with IEEE 802.11b/dDraft -N wireless LAN devices
Support DHCP (Server/Client) for easy IP-address setup

Support multiple wireless modes like: AP, Station -Infrastructure, Wireless Bridge and Universal Repeater.

= =4 4 -4 -4 -4 A -8 -2 -9

Advanced network and security features like: Special Applications, QoS,DMZ, Virtual Servers, Access Control,

Firewall.

1 Allowyouto monitortherout er 6s st atus | i ke: DHCP Client Log, Systen
Status

Easy to use Webbased GUI for network configuration and management purposes

Remote management function allows configuration and upgrades from a remote computer (over the Internet)

Auto MDI / MDI-X function for all wired Ethernet ports.



1-2. Safety i nformation

In order to keep the safety of users and your properties, please follow the following safety instructions:

This router is designed for indoor use only; DO NOT place this router outdoor .

DO NOT put this router at or near hot or humid places, like kitchen or bathroom.  Also, do not left this router

in the car in summer.

DO NOT pull any connected cable with force; disconnect it from the router first.

If you want to place this router at high places or hang on the wall, please make sure the router is firmly
secured. Falling from high places would damage the router and its accessories, and warranty will be void.
Accessories of this router, like antenna and power supply , are danger to small children under 3 years old. They
may put the small parts in their nose or month and it could cause serious damage to them. KEEP THIS ROUTER
OUT THE REACH OF CHILDREN!

The router will become hot when being used for long time ( This is n ormal and is not a malfunction) . DO NOT
put this router on paper, cloth, or other flammable materials.

T her e 6s -servceabls pant inside the router. If you found that the router is not working properly, please
contact your dealer of purchase and ask for help. DO NOT disassemble the router, warranty will be void.

I f the router falls into water when itds powered, DO
power off before you do anything, or contact an experienced technician for help.

If you smell something strange, or even see some smoke coming out from the router or power supply, remove

the power supply or switch the electrical power off immediately, and call dealer of purchase for help.

1-3. Package contents

The following items are p resent in the package of the Conceptronic 150N Wireless Router:

= =4 =4 -4 A -2

Conceptronic C150BRS4 150N Wireless Router
Power supply 12V DC,0.5A

Network (LAN) cable

Product CD-ROM

Multi language quick installation guide

Warranty card & CE declaration booklet



1-4. Familiar with your new wireless broadband router

Front Panel

Power WLAN WAN

LED Name Light Status Description

PWR On Router is switched on and correctly powered .
On Wireless WPSfunction is enabled .

WLAN Off Wireless network is switched off .
Flashing Wireless LAN activity (transferring or receiving data).
On WAN port is connected.

WAN :
Off WAN port is not connected.

LNK/ACT
Flashing WAN activity (transferring or receiving data).
On LAN port is connected.

LAN1-4 .
Off LAN port is not connected.

LNK/ACT
Flashing LAN activity (transferring or receiving data).

Back Panel

Iltem Name Description

Antenna Itis 3dBi dipole antenna.

Radio ON/OFF Switch the button to activate or deactivate the wireless functions.

Reset / WPS Reset the router to factory defau It settings (clear all settings) or start
WPS function. Press this button and hold for 10 seconds to restore all
settings to factory defaults , and press this button for less than 5
seconds to start WPS function.

1-4 Local Area Network (LAN) ports 1 to 4.

WAN Wide Area Network (WAN / Internet) port .

Power Power connector, connects to A/C power adapter.

3




Chapter Il: System and network s etup

2-1. Build network connection

Please follow the following instruction to build the network connection between yo  ur new WIRELES®uter and

your computers, network devices:

A. Connect your xDSL / cable modem to the WAN port of router by Ethernet cable.

B. Connect all your computers, network devices (network -enabled consumer devices other than computers,

like game console, or switch / hub) to the LAN port of the router.
C. Connect the A/ C power adapter to the wall socket, and

D. Pl ease check alll LEDs on the front panel. O6PWRBR&onfED sh
the computer / network device connected to the respective port of the router is powered on and correctly
connected. If PWD LED is not on, or any LED you expected is not on, please recheck the cabling, or jump to

642 Tr oubl e donpossiblé neapdns and solution.

2-2. Connecting to wireless broadband router by web browser

After the network connection is built, the next step you should do is setup the router with proper network

parameters, so it can work properly in your network environment.

Before you can connect to the router and start configuration procedures, your computer must be able to get an IP
address automatically (use dynamic | P address). I f itéds

the following instructi ons to configure your computer to use dynamic IP address:



2-2-1. Windows XP IP address setup:

AL Cl i Stat66button (it
lower -left corner of your computer), then
click control panel. Double -click Network
and Internet Connecti ons icon, click
Network Connections , then double -click
Local Area Connection , Local Area
Connection Statu s window will appear, and

then ¢ | i Rrdperties &

B. S el eObthinah IP address automatically 6
a n dbtéin DNS server address

automatically 6, t he ©OKdc.l i ¢k

SN L | ocal Area Connection Properties

General | Authentication | Advanced

Connect using:

ES AMD PCMET Farmily PCI Ethemet Ad

Thiz connection uses the following items:

% Cliert for Microsoft Metworks
.@. File -EII‘_'IEIJ:'_TmtﬁL haring for Microzoft Networks
@‘GES Packet Scheduler .

*

*
-
L
L4
... o* ““--......'.
hLLTT amnanst®t oF v\
[ Irnstall... ]- B [ Froperties s
* o4
* *

“

Drezcription

« .
LT A

Tranzmizzion Contral Protocal/ nternet Pratacal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarkz.

[ 5how icon in notification area when connected
I atify me when this connection has limited or no connectivity

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get IP zettings assigned automatically if your network, supports
thiz capability, Othenwize, you need to azk wour network. administrator for
the appropriate |P settings.

TEEAAAAA AR AN AN AN AN ARSI I NN NS NN NN RN R RN

= (=yillbtain an IP address automatically =

:O ze the following IF address: .

1 () Obtain DNS server address autornatically 0
;Q I;IEEI tlhlell:E"PII:”InlngIrqlsl EEII"‘.IIIEIr Ialdgrle§$IEI$I EEEEEEEEEEEER IE

mEEEy
P .'._

. B
Fast

S ok |

& *

Cancel ]




2-2-2. Windows Vista IP address setup:

A Clisatéobutton (it shou iiscalAreaConnection Properties x |
lower -left corner of your computer), then Networking |
click control panel. Click View Network
Connect using:

Status and Tasks , and then click Manage

| ¥ Intel(R) PRO/1000 MT Network Connection
Network Connections . Right-click Local

Area Network , then select ©

This connection uses the following items:

9% Client for Microsoft Networks

will appear, s e | dntetnet @rotocol 31 005 Packet Scheduler

Version 4 (TCP / IPv4) & and then click gﬁle and Printer Sharing for Microsoft Networks

- Iotamet ProtecsaiWersion=6 FFGR4y5

%3899 irtemet Protocol Version 4 (TCP/IPv4) Jid
“£*ifi dmyes TopelogysDiecovens Mebber 1/0 Driver
«&. Link-Layer Topology Discovery Regonder

Local Area Connection Properties window

@Properties @

.-“"""""'-.
Install.... I 15t Properties o
O... -‘,
i~ Description CTT T

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK | Cancel |
S e | eQbthin a IP address automatically & Internet Protocol Version 4 (TCP/IPw4) Properties 7 | %
a n dbtéin DNS server address General | Alternate Configuration |
automatically 6, t he ©Kéc.l i ck 6

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

‘III.IIIIIIIIIIIIIIIIIIIIIIlIIIIIIIIIIIIIIIIII.

= * Dbtain an IP address automatically: :

L "

; Use the follawing IP address: =
[ o EEEENE

-

% ¢ Obtain DNS server address automatically 0
L ] L]
= lUse the following DMS server addresses: -
‘IlllIIIIIIIIIIIIIlllllllllllIIIIIIIIIIIIIII.

Advanced...

29
\d




2-2-3. Router IP address lookup

Afterthe IPaddressset up i s compl et3antd-p Rénd sa&t ctl lindowdr dtner of your desktop:

home user

Internet Explorer

] b My Recent Documents #
f vl E-mail

Cuatlook E
HHOOR ERprEss ﬂ My Pictures

é Internet ) My Docunients

o .
Command Prompk __J My Music

Windows Media Playver
Set Program Access and

Cefaults

Windowis Messenger .Q'é Printers and Faxes

I,@ Tour Windows <P 9) Help and Suppart

. Files and Settings Transfer r) Search

Wizard
all Programs D v
Frog 0\

I npamdé p t he®WKdc | i ck &

- Type the name of a program, folder, docurment, ar
e Internet resource, and Windows will open it For you,

Cpen: | cmnd| " |

[ Ok ][ Cancel H Erowse. .. ]




| npipeonfigdt hen [Eneae8skédy. Please check

t hDefault Bateavalydfinghiss f ol | o

example, the IP address of router is 192.168.0.1, please note that this value may be different. )
BEA Administrator: Command Prompt |ﬂ|—2_3—J

C=s“Windows™system32»ipconf ig

indows IP Configuration

Link—-local IPvb Address .
IPv4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

Media State . .

Media State . .

C:~Windows“systemdZ>

Cunnectiun—speciiié ﬁNé éuifix-

Cnnnectinn—opecii-‘it-: DNS éul-‘f:-ix- .

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

- feBB::414e:2c26:6398
. 192.168.8.168

255.255.255.8
192.168.8.1

Tunnel adapter Local Area Connection®* 6:

disconnected

Tunnel adapter Local Area Connection® 7:

Media disconnected

ta?7f8x8

Note: If the IP address of Gateway is not

this chapter, to recheck every step

2-2-4. Connect the rout

displayed, orthead d r e s s

of network setup procedure.

dnteffaxe hyweb brgnsene n t

f ollPAddressd by gb nl€96wi t h

please recheck network connection between your computer and router, and / or go to the beginning of

After your computer obtained an |P address from router, please s tart your web browser, and input the IP address

of route r in address bar. The following message should be shown:

Windows Security

=)

password.

connection).

-1

The server 192.168.0.1 at Default: admin/admin requires a username and

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure

| admin |

Remember my credentials

| 0K || Cancel |

"

o

Please input user name and password inthe fieldrespect i vel y,

pass woadehind ,s tbh e rOKgbuttens and ydu can see the web management interface of this router:

d e f adlmin ot ,

uasnedr

dneaf naeu lits



CSNCEPTRSNIC
\Wireless Broadband Reuter;

NetworkinoCollection

Note:

Quick Setup
The Quick Setup provides only the necessary configurations to connect
your Wireless Router to your Internet Service Provider (ISP) through an
external cable or a DSL modem.

General Setup

The Wireless Router supports advanced functions like Virtual Server,
Access Control, Hacker Attack Detection and DMZ. We highly
recommend you keep the default settings.

Status

The Wireless Router's status information provides the following information
about your Wireless Router: Hardware/Firmware version, Serial Number,
and its current operating status.

Tools

Wireless Router Tools - Tools include Configuration tools, Firmware
upgrade and Reset.Configuration tools allow you to Backup, Restore, or
Restore to Factory Default setting for your Wireless Router. The Firmware
upgrade tool allows you to upgrade your Wireless Router's firmware. The
RESET tool allows you to reset your Wireless Router.

I f you candt see the web management i nt eerrfammecand and vy
password again, it means you didndt input wusername a
and password again. | f youdre certain about the wuser

t 0-204Troubl eshoot i n goby resed, to petthefpasswaord backfteadefault value.

This page shows the four major setting categories: Quick Setup, General Setup, Status, and Tools. You
can find the shortcut which leads to these setting categories at the upper -right corner of ev ery page, and
you can jump to another category directly by clickin

page.



2-3. Using 06Quick Setupd

This rout erQuipkiSetupd dpsoaedur e, which wi | fequireédetfing g ywwnedadéto c o mp
P1 e aQuiek Sktopld I: o w

access the Internet in very short ti

CSNCEPTRSNIC
\Wireless Broadband Reuter;

NetworkinoCollection

Quick Setup
The Quick Setup provides only the necessary configurations to connect
your Wireless Router to your Internet Service Provider (ISP) through an
external cable or a DSL modem.

General Setup

The Wireless Router supports advanced functions like Virtual Server,
Access Control, Hacker Attack Detection and DMZ. We highly
recommend you keep the default settings.

Status

The Wireless Router's status information provides the following information
about your Wireless Router: Hardware/Firmware version, Serial Number,
and its current operating status.

Tools

Wireless Router Tools - Tools include Configuration tools, Firmware
upgrade and Reset.Configuration tools allow you to Backup, Restore, or
Restore to Factory Default setting for your Wireless Router. The Firmware
upgrade tool allows you to upgrade your Wireless Router’s firmware. The
RESET tool allows you to reset your Wireless Router.

me .

Pleasego to QuickSetup menu by clicking &Quick Setupd butt on.

And the following message will be displayed:

A. SetTime Zone

CSNCEPTRSNIC
Wireless BroadbandiRouter;

NetworkingCollection

Time Zone ®

Set the time zone of the Wireless Router. This information is used for log entries and firewall settings.

Time Zone : (GMT+01:00)Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna v
Time Server Address : 194.171.15.24
Enable

Time From [Jamsry =] [1_~]ToJanay ][ -]

Daylight Savings :

Here are descriptions of every setup items:

Time Zone Select a timezone location from the drop -down list.
Time Server Address Input the IP address / host name of time server here
Daylight Savings

choose the duration of daylight saving.

If the country you live uses daylight saving, pleasec he Enad | e Funct

10
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After you finish withAppldbuttenet ti ngs, please click 6
B. Broadband Type

CSNCEPTRSNIC
\WirelessiBroadbandiRouter;

NetworkinoCollection

WAN Type @
© Dynamic IP

A connection through a cable modem requires minimal configuration. When you set up an account with your Cable provider, the Cable provider and your Wireless Router
will automatically establish a connection, so you probably do not need to enter anything more.

© Static IP
Some xDSL Internet Service Providers may assign a Fixed IP Address for your Wireless Router. If you have been provided with this information, choose this option and
enter the assigned IP Address, Subnet Mask, Gateway IP Address and DNS IP Address for your Wireless Router.

© PPPoOE
If you connect to the Internet using an xDSL Modem and your ISP has provided you with a Password and a Service Mame, then your ISP uses PPPoE to establish a
connection. You must choose this option and enter the required information.

o PPTP

If you connect to the Internet using an xDSL Modem and your ISP has provided you with a Password, Local IP Address, Remote IP Address and a Connection ID, then
your ISP uses PPTP to establish a connection. You must choose this option and enter the required information.

o L2TP

Layer Two Tunneling Protocol is a common connection method used in xDSL connections.

C Telstra Big Pond

If your Internet service is provided by Telstra Big Pond in Australia, you will need to enter your information below, This information is provided by Teistra BigPond.

Pl ease choose the broadband (1 ntnghispage. There aren sxdypes aof mferngdt y pe y

connection, they are:

Dynamic IP - Please go to section 2-3-1
Static IP - Please go to section 2 -3-2
PPPoE - Please go to section 2 -3-3
PPTP - Please go to section 2 -3-4
L2TP - Please go to section 2 -3-5
Telstra Big Pond - Please go to section 2 -3-6
I f youdre not sure, please contact your | nternet service

connection problem, and you will not be able to connect to internet.

If you want to go back to previous step, please press @ackdbutton on t he bottom of this page.

Note: Some service DPHCBV i(Dgmsamixse Host Configuration Protoco

this case, y®OyanicdPd &Bbeseed connection type, even yo
connection type, like xDSL. Al so, some cabl e modem us eBRPPJEP PfodEr, sswc hy c
cable modem connection, even youl6re using a cable mo

11



2-3-1. Setup procedurefor @y nami c | Pd

CSINCEPTRSNIC

\Wireless BroadbandRouter;

NetworkingCollection

IP Address Info ®
Dynamic IP

Host Name :

MAC Address : 000000000000 | Clone MAC |

Here are descriptions of every setup items:

Host Name Please input the host name of your computer, this is optional, and only required if your

service provider asks you to do so.

MAC address Please input MAC address of your computer here, if your service provider only permits
computer with certain MAC address to access internet. If youdr e using the c¢om
used to connect to Internet vi aClenaMACE lnotdteonn tya

fill the MAC address field with the MAC address of your computer .

After you finish wit hOKbutton;s feyoutwanhtggo backptd peesicue mead, dliok kéBadkad

12



2-3-2. Setup procedurefor 6 St ati c | P9

CSNCEPTRSNIC

\Wireless BroadbandiRouter;

NetworkingCollection

IP Address Info @
Static IP

Enter the IP Address, Subnet Mask, Gateway IP Address and DNS IP Address provided to you by your ISP in the appropriate fields.

IP Address : 172.1.1.1
SubnetMask: 26525500
DNS Address :

Default Gateway : 17211258

Here are descriptions of every setup items:

IP address
Subnet Mask
DNS address

Gateway Address

Please input IP address assignedby your service provider.
Please input subnet mask assigned by your service provider
Please input the IP address of DNS server provided by your service provider.

Please input the IP address of the Gateway provided by your service provider.

You must use the addresses provided by your Internet service provider, wrong setting value will cause connection

problem.

When you finish with all settings, pr@g§s id you want to go bad®@&kdét.o previ ous

Note: You can choose this Internet connection method if your service provi der assigns a fixed IP address (also

know as static address) to you, and not using DHCP or PPPoE protocol. Please contact your service

provider for further information.

13



2-3-3. Setup procedure for 6 PPoES

CSINCEPTRSNIC

\Wireless BroadbandiRouter;

NetworkingCollection

IP Address Info ®
PPPOE

Enter the User Name and Password required by your ISP in the appropriate fields. If your ISP has provided you with a "Service Name" enter it in the Service Name field,
otherwise, leave it blank.

User Name :
Password :
Service Name :

MTU: 1392 (512<=MTU<=1492)

C ion Type :  Conti v Dizcannzct
Idle Time Out: |10 (1-1000 Minute)

Here are descriptions of every setup items:

User Name Please input user name assigned by your Internet service provider here.

Password Please input the password assigned by your Internet service provider here.

Service Name Please give a nameto this Internet service, this is optional

MTU Pleaseinputthe MTUv al ue of your network connection here

default value.

Connection Type Please select the connection type of Internet connection you wish to use. There are 3

options:
&Continuousd Keep internet connection alive , do not disconnect.
ConnectonDemandd Only connects to Internet when ther
Manuald Only connects to Internet when 6Con
pressed, and disconnects when 6Di sc
Idle Time Out Pleaseinput idle time out. Specify the time to shutdown internet connect after no internet

activity is detected by minute. This option is only available when connection type is

&Connect on Demand .

When you finish with all settings, please click €OK8 |f you want to go back to previous menu, click &acka

14



2-3-4. Setup procedure for PPTFS

PPTP requires two kinds of setting: WAN interface setting (setup IP address) and PPTP setting (PPTP user name

and password).

CSNCEPTRSNIC

WirelessiBroadbandiRouter;

NetworkinoCollection

IP Address Info @
PPTP

Point-to-Point Tunneling Protocol is a commen connection method used in xDSL connections.

@ Obtain an IP Address Automatically
Host Name :

MAC Address: 000000000000 ||\ Clana MAG|

20 Use The Following IP Address
IP Address :

Subnet Mask : (0000
Default Gateway : 0000

User Name ;

EIERE
=3
=3
o

Password :
PPTP Gateway :
Connection ID : {Optional)

b=
b=
b=
o

MTU: 1392 (512<=MTU<=1492)
BEZEQ-ISRAEL : Enable (For BEZEQ network in ISRAEL use only)

Connection Type : Continuous Connzci
Idle Time Out : {1-1000 Minute)

Here we start from WAN interface settin g:

Select the type of how you obtain | P addr es@btaihandm your s
address automatically 6 equalto DHCP, p | e a sDgnamielPée rs etcot ibon above), or ©6Use
addr d.e. stdtic IP address).

WAN interface settings must be correctly set, or the Internet connection will fail even those settings of PPTP

settings are correct. Please contact your I nternet servi
fields.

15



Next, the PPTP settings section:

Here are descriptions of every setup items:

User Name
Password

PPTPGateway

Connection ID

MTU

BEZEQISRAEL

Connection Type

Please input user ID (user name) assigned by your Internet service provider here.

Please input the password assigned by your Internet service provider here.

Pleaseinput the IP address of PPTP gateway assigned by your Internet service provider

here.

Please input the connection ID here, this is optional and you can leave it blank.

Please input the MTU value of your network connection here. Ifyoud on &t

use default value.

Setting i tleSR AGEBBZ E Q@

by BEZEQ network in Israel.

omrH egc k eiqfuiyewWdrte usi

Please select the connection type of Internet connection you wish t o use, please refer to

last section for detailed descriptions.

know,

ng

Idle Time Out Please input the idle time out of Internet  connection you wish to use, and refer to last
section for detailed descriptions.
When you finish with all settings , pleasec | i @KR if ou want to go back to previous menu, click @ackd
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2-3-5. Setup procedurefor 6 L2 TP O

L2TP is another popular connection method for xDSL and other Internet connection types, and all required

setting items are the same with PPTP connection.

CSNCEPTRSNIC

WirelessiBroadbandiRouter;

NetworkingCollectiaon

IP Address Info @
L2TP

Layer Two Tunneling Protocol is a common connection method used in xDSL connections.

@ Obtain an IP Address Automatically
Host Name :

MAC Address: 000000000000 |\ Clone MAG |

2 Use The Following IP Address
IP Address :

Subnet Mask : (0000
Default Gateway : 0000

User Name :

EIERE
=3
=3
o

Password :

L2TP Gateway :
MTU: 1332 (512<=MTU<=1492)

Connection Type : m

Idle Time Out : {1-1000 Minute)

Like PPTP, there are two kinds of required setting.

Wedll start from 6WAN Interface Settings?o:
Pl ease select the type of how you obtain | P adbteiranE fr om
address automatically 8 ( equal t o DHtCdDydampit P tri @fnerabove), or ©6Use

addressodo (equalestso sptlaetaidePPdER: fsaedodtrt @ nd above) .

WAN interface settings must be correctly set, or the Internet connection will fail even those settings of PPTP

setingsar e correct. Please contact your Internet service pr
fields.

17



Next, the L2TP settings section:

Here are descriptions of every setup items:

User Name Please input user ID (user name) assigned by you Internet service provider here.
Password Please input the password assigned by your Internet service provider here.
L2TP Gateway Please input the IP address of PPTP gateway assigned by your Internet service provider
here.
MTU Please inputthe MTUvalueof your network connection here.

use default value.

Connection Type Please select the connection type of Internet connection you wish to use, please refer to

last section for detailed descriptions.

Idle Time Out Please input the idle time out of Internet connection you wish to use, and refer to last

section for detailed descriptions.

When you finish with al | settings,OK|éagyeuclwaak 60 go backBatkd. previo
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2-3-6. Setup procedurefor 6 TedaBig Pond?d

CSINCEPTRSNIC

\Wireless BroadbandRouter;

NetworkingCollection

IP Address Info ®
Telstra Big Pond

If your Internet senvice is provided by Telstra Big Pond in Australia, you will need to enter your inf ion below, This infi ion is provided by Teistra BigPond.

User Name :
Password :

Assign login server manually

Server IP Address: |0000

This setting only works when youdre using Telstra big po

User Name Please input the user name assigned by Telstra.
Password Please input the password assigned by Telstra.

Assignlogin server manually Check this box to choose login server by yourself.

Server IP Address Please input the IP address of login server here.
When you finish with all settings , ¢ | OK& ikyowwant to go back to previous menu, click acka
When all settings ar e finished, youdll see the following message

Save settings successfully!

Please press APPLY button to restart the system to make the changes take effect.

Pl eas eApplyd cbku tbtprepare to gestarttherouter, and youdl |l see this message:

System Restarting! Please wait for a while !

Or(29)

Please wait forabout 30s e conds, tOK& nb uctltiocnk. &Y o u 0terimanagemdntantelacet againy o u

and the router is ready with new settings.
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2-4. Basic Setup

In this chapter, youdll know how to change the time zone
start your web browser and log onto router web manageme nt i nt er f a c &enerdl Betupdbuttbniorcthe 6
Il eft, denerallSetup®& 16i nk a tright domer af prgb enanagement interface.

CSNCEPTRSNIC

\Wireless Broadband Reuter;

NetworkinoCollection

Quick Setup

The Quick Setup provides only the necessary configurations to connect
your Wireless Router to your Internet Service Provider (ISP) through an
external cable or a DSL modem.

General Setup

The Wireless Router supports advanced functions like Virtual Server,
Access Control, Hacker Attack Detection and DMZ. We highly
recommend you keep the default settings.

Status

The Wireless Router's status information provides the following information
about your Wireless Router: Hardware/Firmware version, Serial Number,
and its current operating status.

Tools

Wireless Router Tools - Tools include Configuration tools, Firmware
upgrade and Reset.Configuration tools allow you to Backup, Restore, or
Restore to Factory Default setting for your Wireless Router. The Firmware
upgrade tool allows you to upgrade your Wireless Router’s firmware. The
RESET tool allows you to reset your Wireless Router.

2-4-1. Time zone and time auto -synchronization

Please follow the following instructions to set time zone and time auto -synchronization parameters:

CSNCEPTRSNIC
\Wireless BroadbandRouter;

NetworkingCollection

Time Zone ®

Set the time zone of the Wireless Router. This information is used for log entries and firewall settings.

Time Zone : (GMT+01:00)Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna v
Time Server Address : 194.171.15.24
Enable

Time From | January |T° [January -]

Daylight Savings :

Pl eas eSysténibc knedmu on the | eft of web maTimegene®,ntandcttehrd afccel,
message will be displayed on your web browser: Pl eas e s el e c tSetttiinezene d o d-eawp list, ahd
input the IP address or host name of time server. If you want to enable daylight savings setting, please check

GEnable Functond box, and set the duration of dbapplyd ght setting.

20



Youdll see the f olajedbonivebrowser:ssage di spl

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Press@Continue dto save the settings made and back to web management interface; press @Apply 6to save the

settings made and restart the router so the settings will take effect after it reboots.

Note: You can refertotheinstructi ons gi ven i n Uding®@uick Qetu@adp,t efro:r 6det ai | ed des

time zone settings.

2-4-2. Change management password

Default password of this routeris éadmind and it ds displayed on the | ogin pro
browser.aTédecedsty risk if you dondt change the default
important when you have wireless function enabled. To change password, please follow the following

instructions:

Pl eas eSysttmdc imed u on tehbe nhaenfatg eonie 't i nt ePasbwomr Settingsth,e na rcd i tckke

following message will be displayed on your web browser:

CSNCEPTRSNIC
\WirelessiBroadbandiRouter;

NetworkinoCollection

Password Settings @

You can change the password required while logging into the wireless router's web-based management system. By default, the password is admin. So please assign a
password to the Administrator as soon as possible, and store it in a safe place. Passwords can contain 0 to 30 alphanumeric characters, and are case sensitive.

Current Password :
New Password :

Confirm Password :

Here are descriptions of every setup items:

Current Password Please input current password here.
New Password Please input new password here.
Confirm Password Please input new password here again.

When you finish, click 8Apply & If you want to keep original password unchanged, click &ancel@
21



I f t he pass worNewRasswordbey pEahdirm Passévordd f i el d ar e, nydudlhle seaanet

following message:

Meszage from webpage Iﬁ

l . New passwords do not match.

“ ’

Please retype the new password again when you see above message.

If you see the following message:

OK

I't means t h €urremRPasswandtd ifn ed d i s wr ®Kdg ,t op I geoa sbea cckl itcok pbr evi o

to input current password again.

If the current and new passwords arecorrectly entered, after you click &Apply8@ youdl | be prompted
new password:
( Windows Security @‘
The server 192.168.0.1 at Default: admin/admin requires a username and
password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

| admin |

[7] Remember my credentials

| QK H Cancel l

LS A

Please use new password to enter web management interface again, and you should be able to | ogin with new

password.
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2-4-3. Remote Management

This router does not allow management access from Internet, to prevent possible security risks (especially when

you defined a weak password, or didn6t changgmentdhesfoatarl t pa
from a specific | P aRédotedMarmageimgntde ramicitn g nt. he 6

To do so, please follow the following instructions:

Pl eas eSysttmdc lmedu on the |l eft of web maRengteMaeagemeritih,t earfdc e,

the f ollowing message will be displayed on your web browser:

CSONCEPTRSHNIC

\WirelessiBroadbandiRouter;

NetworkinoCollection

Remote Management @

The remote management function allows you to designate a host in the Intemet to have management/configuration access to the Wireless Router from a remote site. Enter
the designated host IP Address in the Host IP Address field.

Here are descriptions of every setup items:

Host Address Input the IP address of the remote host you wish to initiate a management access.

Port You can define the port number this router should e xpectanincomingrequest. | f youdr
providing a web service (default port number is 80), you should try to use other port
numberYou can use the default port setting 6808
(Any integer between 1 and 65534)

Enable Sdect the field to start the configuration.

When you finish with all settings , click Applyd andyoudl | see the foll owing message

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Press@Continue 6to save the settings made and back to web management interface; press GApplydto save the
settings made and restart the router so the settings will take effect after it reboots.
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Note: When you want to manage this router from another computer on internet, you have to input the IP
address and port number of this router. If your Interne t service provider assigns you with a static IP
address, it will not be a problem; but if the IP address your service provider assigns to you will vary every

time you establish an internet connection, this will be a problem.

Please either asks your service provider to give you a static IP address, or use dynamic IP to host name mapping

services like DDNS. Please refer to chapter2-5-8 6 DDNS <c¢cl i ent d for detail s.

Note: Default port number the web browser willsuseti 680680506
have to assign the port number in the address bar of web browser manually. For example, if the IP
address of this router is 1.2.3.4, and the port number you set is 8888, you have to input following address
in the address bar of web browser:
http://1.2.3.4:8888
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2-5. Setup Internet Connection (WAN Setup)

I nternet connections s &uickpetupanmbdru doeec biy b3 dowever, ydulcamp t er
setup WAN connections up by using WAN configuration menu. You can also set adwanced functions like DDNS
(Dynamic DNS) here.

To start configuration, please follow the following instructions:

Pl easeWANOi mkndéd on the |l eft of web management interface,

on your web browser:

Pleaseselect an I nternet connection method depend on the type
the connection method on the left orright. | f you select the connection Moet hod

Configuration 8 butt on afteflctetd met hod is se

CSNCEPTRSNIC

WirelessiBroadbandiRouter:

NetworkingCollection
WAN®
The Wireless Router can connect to your Internet Service Provider with the following methods.
@  Dynamic IP Obtains an IP Address automatically from your Service Provider.
©  Static IP Uses a Static IP Address. Your Senice Provider gives a Static IP Address to access Intemet senvices.
) PPPoE PPP over Ethernet is a common connection method used in xDSL connections.
@  PPTP Point-to-Point Tunneling Protocol is a common connection method used in xDSL connections.
@ L2TP Layer Two Tunneling Protacol is a common connection method used in xDSL connections.
@ Telstra Big Pond Telstra Big Pond is a Internet senvice is provided in Australia.
__ Mors Coniguraion_|

Dynamic IP - Please go to section 2 -5-1

Static IP - Please go to section 2 -5-2

PPPoE - Please go to section 2 -5-3

PPTP - Please go to section 2 -5-4

L2TP - Please go to section 2 -5-5

Telstra Big Pond - Please go to section 2 -5-6

DNS - Please go to section 2 -5-7

DDNS - Please go to section 2 -5-8

25



2-5-1. Setup procedurefor 6 Dynami c | P&:

CSINCEPTRSNIC

\Wireless BroadbandiRouter;

NectworkingCollection

Dynamic IP®

Host Name :
MAC Address : 000000000000 | Clone MAC |

Here are descriptions of every setup items:

Host Name Please input host name of your computer, this is optional, and only required if your

service provider asks you to do so.

MACAddress Please input MAC address of your computer, if your service provider only permits
computer with certain MAC address to access
which used to connect to Internet via cable modem, youcans i mply press 6CIl o

f

addressd® button to fil | hetMA@ adiilegs<of yout dompeuters i el

After you finish with all settings, please c | i Apgly§afyou want to remove and value you entered, please click

&Cancela

Af ter y Applyd the falldwing message will be displayed on your web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCotinuedk t® back to previous setup menu;MApplydtoelmatt i nu e

the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).
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2-5-2. Setup procedurefor 6 St ati c | Pd:

CSINCEPTRSNIC

Wireless BroadbandiRouter;

NectworkingCollection

StaticIP®

If your Service Provider has assigned a Fixed IP address; enter the assigned IP Address, Subnet Mask and the Gateway IP Address provided.

IP Address : 172111
Subnet Mask : 255 255 0.0
Default Gateway : 172.1.1.254

Here are descriptions of every setup items:

IP Address Please input IP address assignedby your service provider.
Subnet Mask Please input subnet mask assigned by your service provider
Default Gateway Please input the IP address of DNSserver provided by your service provider.

After you finish withAppYydl bsuettttoinn gasn,d ptlheea sfeo lclloiwikn gd mes s a

web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCotinuedk t®d® back to previous setup menu

; to cApplyBi nue

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page b ack to previously-s aved val ue, Capdeldé abet tbhck 0
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2-5-3. Setup procedurefor 6 PPP o0 EG :

CSNCEPTRSNIC

WirelessiBroadbandiRouter:

NetworkinoCollection

PPPoE®

Enter the PPPoE User Name and Password assigned by your Service Provider. The Service Name is normally optional, but may be required by some Semvice Providers.
Enter a Idle Time (in minutes) to define a maximum period of time for which the Internet connection is maintained during inactivity. If the connection is inactive for longer
than the Maximum Idle Time, then the connection will be dropped. You can enable the Connect on Demand option to automatically re-establish the connection as soon as
you attempt to access the Intemet again. If your Internet Service Provider requires the use of PPPoE, enter the information below.

User Name :
Password :
Service Name :

MTU: 1392 (512==MTU=<=1492)

Connection Type :  Continuous - Disconnact
Idle Time Out : (1-1000 Minute)

Here are descriptions of every setup items:

User Name
Password
Service Name

MTU

Connection Type

Idle Time Out

Please input user name assigned by your Internet service provider here.
Please input the password assigned by your Internet service provider here.

Please give a hame to this Internet service, this is optional

Pl ease input the MTU value of your network

use default value.
Please select the connection type of Internet connection you wish to use.

Continuous & The connection will be kept always on. If the connection is

interrupted, the router will re  -connect automatically.

CC

Connect OnDemandd Only connect whenyouwantto sur f t heldedTimeer net

Out6 is set to stop the connection
not sending or receiving after an idle time.
Manual & After you have selected tChnhestéopt i o

butt onDistonmkectd butt ond,Owoedtd cknd t he

router will connect to the ISP. If you want to stop the

connection, [pdcoresteé kUt cd&n o

I f you have selected CQornect-@GnedDemarddt | ph etagpere i N u

idle time out.
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Afteryou finishwithall set ti ngs, Ppplgda skeutctiamckamd the following messa

web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCotinuebk t®d® back to previous setup menu

7 t o cApplybi nue

to reboot the router so the settings w ill take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeléabet cbnck 6

2-5-4. Setup procedurefor 6 PP TP G :

PPTP requires two kinds of setting: WAN interface setting (setup IP address) and PPTP setting (PPTP user name

and password).

CSNCEPTRSNIC

WirelessiBroadbandiRouter;

NetworkinoCollection

PPTP®

Point-to-Point Tunneling Protocol is a common connection method used in xDSL connections.

@ Obtain an IP Address Automatically
Host Name :

MAC Address: 000000000000 | \/Clone AT

) Use The Following IP Address
IP Address :

Subnet Mask : |0.000
Default Gateway : |0.0.0.0

User Name :

=IEIE
=)
=)
=)

Password :

PPTP Gateway :

=)
=3
=3
=1

ConnectioniD: {Optional)
MTU: 1352 (512<=MTU<=1432)
BEZEQ-ISRAEL : Enable (For BEZEQ network in ISRAEL use only)
Connection Type :  Continuous - Cunnzet
Idle Time Out : (1-1000 Minute)
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Here we start from WAN interface setting:
Select the type of how you obtain | P addr es@btainandfn your s
address automatically 6 ( equal pt ea ®é&l CignamrialP6t os edct i 0o n Usdtloedolowing I r 06

addressd6 (i .e. static | P address)

WAN interface settings must be correctly set, or the Internet connection will fail even those settings of PPTP
settngsar e correct. Please contact your I nternet service pr
fields.

Now we go to PPTP settings section.

Here are descriptions of every setup items:

User Name Please input user ID (user name) assigned by yourlnternet service provider here.
Password Please input the password assigned by your Internet service provider here.
PPTP Gateway Please input the IP address of PPTP gateway assigned by your Internet service provider
here.
Connection ID Please input the connection ID here, this is optional and you can leave it blank.
MTU Pl ease input the MTU value of your network cc

use default value.
BEZEQISRAEL If you are connecting to the BEZEQ network in Israel. Please enable th is function.

Connection type Please select the connection type of Internet connection you wish to use, please refer

to section 2-5-3 for detailed descriptions.

Idle Time Out Please input the idle time out of Internet connection you wish to use, and refert o

section 2-5-3 for detailed descriptions.

When you finish with @&pplyd skeutttiargsand |tetaes ef clllicvki g mes s a

web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE APPLY

Pl easeCotinuek td® back to previous setuppmpnacetdor eAppybonuel

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeléabet cbnck ©
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2-5-5. Setup procedure for O6L2TPOS:

CSNCEPTRSNIC

WirelessiBroadbandiRouter;

NetworkinogCollection

L2TP @

Layer Two Tunneling Protocol is a common connection method used in xDSL connections.

@ Obtain an IP Address Automatically
Host Name :

MAC Address: 000000000000 |JICIGneIMAGTY|

20 Use The Following IP Address
IP Address: (0000

Subnet Mask : (0000
Default Gateway : 0000

User Name :

Password :
L2TP Gateway :
MTU: 1382 (512<=MTU<=1492)
Connection Type : Continuous ~~ ~
Idle Time Out : (1-1000 Minute)
| APPLY | cAncEL |

Here are descriptions of every setup items:

User ID Please input user ID (user name) assigned by your Internet service provider here.
Password Please input the password assigned by your Internet service provider h ere.
L2TP Gateway Please input the IP address of PPTP gatewayassigned by your Internet service provider
here.
MTU Pl ease input the MTU value of your network coc

use default value.

Connection Type Please select the connection type of Internet connection you wish to use, please refer

to section 2-5-3 for detailed descriptions.

Idle Time Out Please input the idle time out of Internet connection you wish to use, and refer to

section 2-5-3 for detailed descriptions.

When you finish with aApplydbuddnand thegfalowing message will be Hisplayled od your

web browser:

31



Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCotinuek td® back to previous setup menu; to cAppiybi nue

to reboot the ro uter so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeldéabet cbnck 6
2-5-6. Setup procedurefor 6 Tel stra 6Bi g Pond
CSNCEPTRONIC
\WirelessiBroadband ROUter:
NetworkingCollection
Telstra Big Pond @
If your Internet semvice is provided by Telstra Big Pond in Australia, you will need to enter your i ion below, This infi ion is provided by Teistra BigPond.
User Name :
Password :
Assign login server manually
Server IP Address: 0000
_aeRLy | canceL |
This setting only works when youdre using Telstra big po
User Name Please input the user name assigned by Telstra.
Password Please input the password assigned by Telstra.
Assignlogin server manu ally Check this box to choose login server by yourself.
Server IP Address Please input the IP address of login server here.
When you finish wi Agply@ | Hutstedant ianmgds ,t ttd ifckl [bowi ng message
browser:
Save settings successfully!
You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.
Pleasec | i Coktinued t o back to previous setup menu; to cApplybBi nue
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to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously-s aved val ue, Capdelé abet cbnck ©
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2-5-7. Setup procedurefor 6 DNS 0 :

| f 'y ou DgnenlicdROb rRPPOE® as | nternet connection method, at | ea:
be assigned automatically. Howeve r , i f you have preferred DNS server, or

IP address of DNS server because of any reason, you can input the IP address of DNS server here.

CSNCEPTRSNIC

WirelessiBroadbandiRouter:

NetworkinoCollection

DNS ®

A DNS (Domain Name System) server is like an index of IP Addresses and Web Addresses. If you type a Web address into your browser. such as
www_broadbandrouter.com, a DMS server will find that name in its index and find the matching IP address. Most ISPs provide a DNS server for speed and convenience.
Since your Service Provider may connect you to the Internet through dynamic IP settings, it is likely that the DNS server IP Address is also provided dynamically. However,
if there is a DNS server that you would rather use, you need to specify the IP Address of that DNS server. The primary DNS will be used for domain name access first, in
case the primary DNS access failures, the secondary DNS will be used.

Primary DNS :
Secondary DNS :

Here are descriptions of every setup items:

Primary DNS Please input the IP address of DNS server provided by your service provider.
Secondary DNS Please input the IP address of another DNS server provided by your service provider, this
is optional.

Note: Only IP address can be entered here; DO NOTuse the hostname of DNS servet (i.e. only numeric
characters and dots are accepted)
10.20.30.40¢é6ééééééeeéé
dns.serviceprovider. co céééé. .. Ilncorr
After you finish wit hApalydbuttenandthe follgvang messageavdl ke displ ayedwon your

web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCatiniedk t® back to previous setup menu; to cApplybBi nue

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeldabet cbnck ©
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2-5-8. Setup procedurefor 6 DDNSG :

DDNS (Dynamic DNS) isralP-to-Ho st name mapping service for those led)t er ne
IP address. It will be a problem when such user wants to provide services to other users on Internet, because
their IP address will vary every time when connected to Internet, and other user will not be able to know the IP

address theyOrantmesi ng at a ce

This router supports DDNS serviceof several service providers, for example :

DynDNS ffttp://www.dyndns.org )

TZO (ttp://www.tzo.com )

Please gotoone of DDNS servicep ovi der 86s webpage | isted above, and get

instructions given on their webpage.

CSNCEPTRSNIC
\Wireless BroadbandiRouter;

NectworkingCollection

DDNS ®

DDNS (DynamicDNS) allows users to map the static domain name to a dynamic IP address. You must get a account, password and your static domain name from the
DDNS sevice providers. Our products have DDNS support for www.dyndns_org and www.tzo.com now.

Dynamic DNS : ) Enable @ Disable

Provider : [ DynDNS  ~

Domain Name : l |

Password / Key : j \

Here are descriptions of every setup items:

Dynamic DNS I f you want to enabl e DDONébleddyn ottihenm wi mlee pd & a
@Disabledd .

Provider Select your DDNS service provider here.

Domain Name Input the domain name youdve obtained from DD

Account Input account or email of DDNS registration.

Password / Key Input DDNS service password or key
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http://www.dyndns.org/
http://www.tzo.com/

Afteryoufinish wi t h al |l settiApphyd, bpltd amne amldi ckhed f ol l owi ng messa

web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE APPLY |

Pl easeCotinuek td® back to previous setup menu; to cAppiybi nue

to reboot the router so the s ettings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeldabet cbnck ©
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2-6. Wired LAN Configuration s

Before all computersusing wi red Et hernet connection (i.e. those comp

to 4 by Ethernet cable) can communicate with each other and access internet, they must have a valid IP address.

There are two ways to assign IP addresses to computers: static IP address (set the IP address for every computer
manually), and dynamic | P address (I P address of compute
recommended for most of computers to use dynamic IP address, it will save a lot of time on set ting IP addresses

for every computer, especially when there are a lot of computers in your network; for servers and network

devices which will provide services to other computer and users that come from Internet,  static IP address should

be used, so other computes can locate the server.

Please follow the following instructions to set wired LAN parameters:

Pl easelAMd im&kn®w on the |l eft of wodkrmamagemédmtei sNiFPage OoU
OHCP Served , &tatic DECP Leases Talled .

CSINCEPTRSGNIC

\Wireless Broadband ROULeY;

NetworkinoCollection

LAN ®

You can enable the Wireless Router's DHCP server to dynamically allocate IP Addresses to your LAN client PCs. The Wireless Router must have an IP Address in the
Local Area Netwaork.

IP Address: 192.168.0.1
SubnetMask : 2552552650

802.1d Spanning Tree : ‘Disable

DHCP Server: Enable ~

Lease Time : One hour -
DHCP Pool Start IP :  192.168.0.100
DHCP Pool End IP :  1392.168.0.199

Domain Name :

(I

A maximum of 16 Static DHCP Leases can be entered to the Static DHCP Lease Table.

Enable Static DHCP Leases

Dzlziz Dizlzt= Al

Here are setup instructions for each of them:
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2-6-1. LAN IPsection :

Here are descriptions of every setup items:

IP address Please input the IP address of this router.
Subnet Mask Please input subnet mask for this network .

802.1d Spanning Tree If you wish to activate 802.1d spanningtree f unct i o nEnabte@ddl efcotr 6set up i
®02.1d Spanning Tree 6, o r sDesabled6t t o 06

DHCP Server f you want to activate DHCP s eEnabkkdd ,fsantdot i on
@isabledd .

Recommended Value if you dondt know what to fill

IP Address: 192.168.0 .1

Subnet Mask: 255.255.255.0

802.1d Spanning Tree: Disabled

DHCP Server: Enabled
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2-6-2. DHCP Server:

These

setti

ngs are onlryeavai hadl ANVENERD |SeBOCIPoathed sher e ar
every setup items:
Lease Time Please choose a lease time (the duration that every computer can keep a specific IP
address) of every IP address assigned by this router from dropdown menu.
Start IP Pleaseinput the s tart IP address of the IP range.
End IP Please input the end IP address of the IP range.
Domain Name If you wish, you can also optionally input the domain name for your network. This is
optional.
Recommended Value i f you dono6ét know what to fill
Lease Time: Two Weeks ( o Forederd , if you have |l ess than 20 compu
Start IP: 192.168.0 .100
End IP: 192.168.0 .200
Domain Name: (leave it blank)
Note: 1.The number of the | ast field (mentioned 6dd fcanel d)
not the same with routerds | P address.
2.The former three fields of | P address of ©6Start | P&
(mentioned 6ad, 06bd, and 6cd6 field) should be the s

3. These settings will affect wireless clients too.

39

€



2-6-3. Static DHCP Leases Table:

This function allows you to assign a static I P address t
the IP address for a computer, and still enjoy the benefit of  using DHCP serverMaximum 16 static IP addresses

can be assigned here.
(I'f yde aset ©oFoaevérdi nDHEP Serve® secti on, you IPaddresatb@sspecifics si gn
computer permanently , however, you will not be able to assign a certain IP address to a specific computer,

since IP addresses will be assigned in random order by this way).

Here are descriptions of every setup items:

Enable Static DHCP Leases Check this box to enable this function, otherwise uncheck it to disable this

function.
MAC Address Input the MAC address of the computer or network device (total 12 characters,

with character from 0 to 9, and from a to
IP address Input the IP address you want to assign to this computer or network device
6Addd After you inputted MAC address and IP address pair, click this button to add the

pair to static DHCP leases table.

If you want to remove al/l ch&Llaact ers you just entered, (o

After yowWwrdddl, i thkedMBAC address and | P adSthic®OHGP LeasepTabled g wi | |

section.

I f you want to delete a s pelectbf boxi b € dngss apid€aldress ntappeng k t h e

t hen O¢dletecSklectedd butt on; i f you want t @eldeAll@.t el faly oumawan tn gt
deselect alll Res@d®d i ngs, click ©
After you finish all AppW sheauttttiomg so,n plheea sheo t dloinc ko Agplydh,i s p

the following message will be displayed on your web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE APPLY

Pl easeCatinuedk t® back to previous gatersqup,rcick Applydto relmoatt i nu e

the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).
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2-7. Wireless LAN Configurations

If your computer, PDA, game console, or other network devices which is eq uipped with wireless network
interface, you can use the wireless function of this router to let them connect to Internet and share resources
with other computers with wired -LAN connection. You can also use the built-in security functions to protect

your network from being intruded by malicious intruders.

Please follow the following instructions to set wireless parameters:

Pl eas e Wielesst kménu on the | eft of web management interface

displayed on your web browser. You must enable wireless function of this router, or the wireless interface of this
router will not f uBnabled pnt h e ppled elc ktetbeerc.t 6

I f youdre coming here because you want DisableGdherscichk | e wi

®Apply dbutton.

CSNCEPTRSNIC
\Wireless BroadbandiRouter;

NetworkingCollection

Wireless @

The Wireless Router can be quickly configured as a wireless access point for roaming clients by setting the access identifier and channel number. It also supports data
encryption and client filtering.

Wireless Module : @ Enable © Disable

After yddpplyg) ichkhe 6fol |l owing message wil|l be displayed

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCatinieék td® back t o pr etowcdontinuson steet setpp proeedutes , or click GApplyd

to reboot the router so t he settings will take effect (Please wait for about 30 seconds while router is rebooting).
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2-7-1. Basic Wireless Settings

Pl eas eWielesst§ kmé&énu on the |l eft of web management interface

following message will be displayed on your web browser:

CSINCEPTRSNIC

\Wireless BroadbandiRouter;

NetworkingCollection

Basic Settings @

This page allows you to define ESSID, and Channel for the wirel ion. These p are used for the wireless stations to connect to the Access Point.

Mode : Access Point -
Band: 24 GHz (B+G+N) v
SSID: C150BRS4

Channel Number: 6 ~

This wireless router can work in 6 modes:

Access Point Standard wireless AP.

Station -Infrastructure Configure the router to Ethernet device such us TV, Game player,

HDD&DV[io enable the Ethernet device be a wireless s tation.

AP Bridge-Point to Point Connect this router with another wireless router, to expand the scope of
network.
AP Bridge-Point to Multi -Point Connect this router with up to four other wireless routers, to expand the

scope of network.

AP Bridge-WDS Comect this router with up to four WDS-capable wireless routers, to

expand the scope of network.

Universal Repeate r The router can act as Station and AP at the same time. It can use Station
function to connect to a Root AP and use AP function to service all wireless

stations within its coverage.

Note: F o AP Eridge-Pointto Point 8 a ARIBridge-Pointto Multi -Pointd mode, wireless route
wireless bridge dedicated mode dwireless router is only used to expand the scope of network, and no
wireless clients will be accepted. If you want to use your wireless router to expand the scope of network,

and also accept wir el eAP BridgetWD&n tdmiveidpl Repeatered sneol deec.t 6
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Please select a proper operation mode youwanttousefr onModed dr opdown menu, and cont
operation mode specific settings:

Access Point - Please go to section 2 -7-1-1
Station -Infrastructure - Please go to section 2 -7-1-2
AP Bridge-Point to Point - Please go to section 2 -7-1-3
AP Bridge-Point to Multi -Point - Please go to section 2 -7-1-4
AP Bridge-WDS - Please go to section 2 -7-1-5
Universal Repeater - Please go to section 2 -7-1-6

2-7-1-1. Setup procedure for 6 écessPointd :

Please select the radio band youwantto u s e fBawmdin @ r o pnebrmunwand the following message will be

displayed:

CSNCEPTRSNIC

\Wireless BroadbandiRouter;

NetworkingCollection

Basic Settings ®

This page allows you to define ESSID, and Channel for the wirel ion. These are used for the wireless stations to connect to the Access Point.

Mode : Access Point v

Band: 24 GHz (B+G+N) +

ssID: C150BRS4
Channel Number: 6 ~

Here are descriptions of every setup items:

Band Please select the radio band from one of following options:
2.4 GHz (B) 2.4GHz band, only allows 802.11b wireless network client to

connect this router (maximum transfer rate 11Mbps).

2.4 GHz (N) 2.4GHz band, only allows 802.11n wireless network client to

connect this router (maximum transfer rate 150Mbps).

2.4 GHz (B+G) 2.4GHz band, only allows 802.11b and 802.11g wireless network
client to connect this router (maximum transfer rate 11Mbps for
802.11b clients, and maximum 54Mbps for 802.11g clients).
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SSID

Channel Number

Associated Clients

2.4 GHz (G) 2.4GHz band, only allows 802.11g wireless network client to connect

this router (maximum transfer rate 54Mbps).

2.4 GHz (B+G+N) 2.4GHz band, allows 802.11b, 802.11g, and 802.11n wireless
network client to connect this router (maximum transfer rate

11Mbps for 802.11b clients, maximum 54Mbps for 802.11g clients,

and maximum 150Mbps for 802.11n clients).

Note: For 802.11b and 802.11g mode, the signals can be transmitted only by antenna

1 (The antenna in the right side of the rear panel).

For 802.11n mode: The router is operating in a 1T2R Spatial Multiplexing MIMO
configuration. 1 antenna is for signal transmitting and 2 antennas are for signal

receiving.

This is the name of wireless router. You can type any alphanumerical characters here,

maximum 32 characters. SSID is used to identify your own wireless router from others

when there are other wireless routers in the same area. Default SSID is 6C150APM6, it &8s
recommended to change default SSID value to the one which is meaningful to you, like

myhome, office_rooml1, etc.

Pl ease select a c¢hannel Chame Mumbehte, da vogidloamnl d i cs
numbers are 1 to 13 for European countries, 1 to 11 for USA. You can choose any

channel number you want to use, and almost all wireless clients can locate the channel
youdre using automatically without any probl
the channel number you use, some wireless client supports manual channel number

select, and this would help in certain scenario when there is some radio communication

problem.

Cl i 8hbw Axtive Clients 8 b ut t o n,ActivehWirelesaGlientTable 6 wi I | pop
You can see the status of all active wireless stations that are connecting to the access

point.

Note: | f you

dondt have special reason to |imit the type o

&®.4 GHz (B+G+N)dto maximize wireless client compatibility.

Tips:  You can try to change channel number to another one if you think the data transfer rate is too slow.

There could be some other wireless routers using the same channel, which will disturb the radio

communication between wireless client and the wireless router.
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2-7-1-2. Setup procedur-enfoastBuat uned:

In this mode, you can connect the router to Ethernet device such us TV, Game player, HDD&DVD to enable the

Ethernet device be a wireless station and join to a wireless netwo rk through an access point or AP router.

CSINCEPTRSNIC

\Wireless BroadbandiRouter;

NetworkingCollection

Basic Settings ®

This page allows you to define ESSID, and Channel for the wirel ion. These p are used for the wireless stations to connect to the Access Point.

Mode :  Station (Infrastructure) v
Band: 24 GHz (B+G+N) ~
SSID: C150BRS4

Here are descriptions of every setup items:

Band Select the band you want to us e.

SSID This is the name of wireless network. You can type the SSID of the network you would

like to connect here.

Site Survey When you use this wireless router as a wireless station for Ethernet network device to
have wireless capability, you have to associate it with a working access point. Click
Select Site Survey 8 b ut t o n Wireteds 8ite SuaveyoTable 6 wi | I poptup. |
all available access points near by. You can select one access point in the table and it

will join wireless LAN through this access point.
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2-7-1-3. Setup procedure for 6 AP B fPoird 9 Boint &

In this mode, you can connect your wireless router wit h another, to combine two access points and expand the

scope of wireless network, and all clients ( wired only dAP will not accept wireless clients in this mode ) of two
wirelessrouters wi Il t hink they®r e o nThistretiosiavwerg copvenestiwicea you meedt wo r k
to connect two networks between two buildings. Here are instructions about how to connecttwo  wireless router s

together:

CSNCEPTRSNIC
\Wireless BroadbandiRouter;

NetworkingCollection

Basic Settings @

This page allows you to define ESSID, and Channel for the wirel ion. These p are used for the wireless stations to connect to the Access Point.

Mode : AP Bridge (Point to Point) v
Band: 24 GHz (B+G+N) v
Channel Number: 6 ~
MAC Address 1: 000000000000

Secuy Sxings: SSHSH

Note: Two wireless routers must use the same mode, band, channel number, and security setting!

Here are descriptions of every setup items:

Band Select the band you want to use, two wireless routers must use the same setting.

Channel Number Select the channel you want to use, two wireless routers must use the same setting.

MACAddress 1 Input the MAC address d another wireless router.

Security Settings Click to setting security for this connection ( Pl ease go 2-T-8Wilesst i on 6
Securityd f or detailed instructions).
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2-7-1-4. Setup procedure for 6 AP B Poidtp Bulti -Poi nt 0:

In this mode, you can connect your wireless router with at least four wireless routers to expand the scope of
wireless network, and all clients (wired only dAP will not accept wireless clients in this mode) of the wireless

routers will think theydrke on the same physical networ

CSNCEPTRSNIC
\WirelessiBroadbandiRouter:

NetworkinoCollection

Basic Settings @

This page allows you to define ESSID, and Channel for the wireless connection. These parameters are used for the wireless stations to connect to the Access Point.

Mode : AP Bridge (Point to Multi-Point)
Band : m
Channel Number: 6 ~
MAC Address 1: 000000000000

MAC Address 2 : 000000000000
MAC Address 3 : 000000000000
MAC Address 4 : 000000000000

Security Settings : _

Here are descriptions of every setup items:

Band Select the band you want to use, all the wireless routers must use the same setting.

Channel Number Select the channel you want to use, all the wireless routers must use the same
setting.

MAC address1 ~ 4 Input the MAC address of other wireless router s.

Security Settings Click to set security settings for this connection ( Pl eas e go 2-T-83Wilesst i on
Securityd f or detailed instructions).
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2-7-1-5. Set up

procedur e 83W»S0d 6 AP Bridge

In this mode, you can expand the scope of network by combining up to four other access points together, and

every access point can still accept wireless clients.

Note:

CONCEPTRSNIC
WirelessiBroadbandiRouter;

NetworkinoCollection

Basic Settings @

Mode : AP Bridge (WDS) -
Band: 24 GHz (B+G+N) ~
SSID: C150BRS4

Channel Number: 6 =~

Associated Clients : |[ISREWAGHS Clignts 1|
MAC Address1: 000000000000

000000000000

MAC Address 3: 000000000000

MAC Address 4: 000000000000

Security Settings : _

MAC Address 2 :

This page allows you to define ESSID, and Channel for the wireless connection. These parameters are used for the wireless stations to connect to the Access Point.

For WDS mode, the output signal nature is the same as that of normal AP mode.

Here are descriptions of every setup items:

Band

SSID

Select the band you want to use, all the wireless routers must use the same setting.

Input the SSID of your wireless router, the setting should be the same with other

wireless routers for the convenience of roa ming.

Channel Number

Associated Clients Click 6Show Active

Select the channel you want to use, all the wireless routers must use the same setting.

C |Adtivee Wirede§s ClientfTable ©, wi hén pamp

You can see the status of all active wi reless stations that are connecting to the access

point.
MAC address 1 ~ 4

Security Settings

Security dfor detailed instructions).

Click to set security settings for this connection ( Pl ea s e

Input the MAC address of other wireless routers.

go2-7-8Wirlesst i on

48

(

(



2-7-1-6. Set up

procedure for o6Universal Repeaterd

In this mode, the router can act as a wireless repeater; it can be Station and AP at the same time. It can use

Station function to connect to a Root AP and use AP function to service all

Note:

wireless stations within its coverage.

For Repeater Mode, this router will demodulate the received signal, checking if this signal is noise for the

operating network then have the signal modulated and amplified again. The output power of this mode  is

the same as that of WDS and normal AP mode.

CSINCEPTRSGNIC

Wralzss Hrezielbziel Hetar

NetworkinoCollection

Basic Settings @

This page allows you to define ESSID, and Channel for the wireless connection. These parameters are used for the wireless stations to connect to the Access Point.

Mode : Universal Repeater -
Band : 2.4 GHz (B+G+N) ~
SSID: C150BRS4

Channel Number: 6 ~

Root AP SSID :

Here are descriptions of every setup items:

Band

SSID

Channel Number

Associated Clients

Root AP SSID

Ste Survey

Select the band you want to use, all the wireless routers must use the same setting.

This is the name of wireless router. You can type any alphanumerica | characters here,
maximum 32 characters. SSID is used to identify your own wireless router from others
when there are other wireless routersinthesam e ar ea. De fGL3OARMO SSi DO $
recommended to change default ESSID value to the one which is meaningful to you, like

myhome, office_rooml1, etc.
Select the channel you want to use, all the wireless clients must use the same setting.

a i

You can see the status of all active wireless stations that are connecting to the access

Shkow Active Clients 8 b ut t o n ,ActivenWdiralesaCGlientTable 6 wi | Up. pop

point.

I nUniGersal Repeater 8mode, this device can act as a station to connect to a Root AP.
You should assign the SSID of the Root AP herer click &Select Site Surveyd butt on t

choose a Root AP

Cl i Select Bite Surveyd b ut t on Wirele$s &ite SarveywTable 6 wi | |

pop
will list all available access points near by. You can select one access point in the table

and the router will join wireless LAN through this access point.
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After you finish the wiApgydedstsoint i madApmydl, gashe cdloitdkkd ng
will be displayed on your web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCatiniedk t @ back t opmenugocontinueson eetdr setup, or click &Applydto reboot

the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

2-7-2. Advanced Wireless Settings

This router provides some advanced control of wi reless parameters, if you want to configure these settings,

pl eas eWieleis@ kmédnu on the | eft of web maAdaageedsettngsdi, n taenrdf a che

following message will be displayed on your web browser:

CSONCEPTRSNIC
WirelessiBroadbandiRouter;

NetworkingCollectian

Advanced Settings @

Set the time zone of the Wireless Router. This information is used for log entries and firewall settings.

Fragment Threshold : 2346 {256-2346)
RTS Threshold : 2347  (0-2347)
Beacon Interval : 100 {20-1024 ms)
DTIM Period: 3 (110)

Data Rate : Auto ~
N Data Rate : Auto =~
Channel Width : @ Auto 20/40 MHZ ©) 20 MHZ
Preamble Type : @ Short Preamble ) Long Preamble
Broadcast Essid : @ Enable ) Disable
CTS Protect: () Auto () Always @ None
Tx Power: 100% v
WMM : ) Enable @ Disable
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Here are descriptions of e very setup items:

Fragment Threshold

RTS Threshold

Beacon Interval

DTIM Period

Data Rate

N Data Rate
Channel Width

Preamble Type

Broadcast ESSID

CTS Protect

Tx Power

WMM

Set the Fragment threshold of wireless radio.

Do not

modi fy

Set the RTS threshold of wireless radio.

Do not modify default valueify ou d

Set the beacon interval of wireless radio.

Do not

modi fy

Set the DTIM period of wireless radio.

Donot modifydef aul t

default value if
ondt know what

default value if

value if you donot

you

you

donot kno
t i s, def |
donot kno

know what i

Set the wireless data transfer rate to a certain value. Since most of wireless devices

will negotiate with each other and pick a proper data transfer rate automatically

It 6s

modification.

Same as above, but only for 802.11n clients.

Set channel width of wireless radio.

Do not modify default va
20/ 40 MHz©O.

Set the type of preambl e.

Do not modify default val
Preambl ed.

l ue i f

ue i f

you

n ossaryrioeclbaage this value unless you know what will happen after

gobtuidgnods

donot

B Aa

knov

Decide if the wireless router will broadcast its own ESSID or not. You can hide the ESSID

of your

Wi

reless ro

ut er

ESSID of your wireless router can get connected.

(set the

option to

0 |

Enabling this setting will reduce the chance of radio signal collisions between 802.11b

and 802.11g/n wi r el ess access points. |1 tds recommen (
6Al ways©o. However, if you set to O6Noned6, youl
fine, too.

You can set the output power dthiswirelesslrauters r ad |
in a really big space, you may not have to set output power to 100%.

This will enhance security (malicious / unknown users in distance will not be able to

reach your wireless router).

The short of Wi-Fi MultiMedia, it will en hance the data transfer performance of

mul ti media contents when theydre being trans
I f you don6ét know what it is / not sure if vy
6Enabl ed, however, default value is 0&Disabl e
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Afteryou finish these wirelAppys b 8 tbattonnandthe folowiegamessage wilibe k6
displayed on your web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCatinueédk td® back to previous setup menuApplydtoelmoatt i nu e

the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

2-7-3. Wireless Security

Itds very important to set wirlefl essu skeaxrudti,t yhasekdarisngasndgr

reach your netw ork and valuable data without your consent and this will cause serious security problem.

To set wireless security settings, P1 e a s e Wiceless@ kmé&nu on the |l eft of web manag

c | i SekuritpSettings 6 , tfdlavrhe following inst ructions to set wireless security settings:

Pl ease select an en&ncygidnidon rmeptdloaveh fmreoom , 6t her e are four

2-7-3-1. Disable wireless security

When you select this mode, data e ncryption is disabled, and every wireless device in proximity will be able to
connect your wireless router if no other security measure is enabled (like MAC address access control - see
section 2-7-4, or disable ESSID broadcast).

CSINCEPTRSNIC

\Wireless BroadbandiRouter;

NetworkingCollection

Security Settings @

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption : Disable v
Enable 802.1x Authentication
Only use this option when you really want to allow everyone to use your wireless router, and
care if thereds someone reads the dataconsent. transfer over
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2-7-3-2. WEP- Wired Equivalent Privacy

When you select this mode, the wireless router will use WEP encryption, and the following setu p menu will be

shown on your web browser:

CSNCEPTRSNIC

Wireless Broadband Heljiar

NetworkinoCollection

Security Settings @

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized access to your wireless network.

Enable 802.1x Authentication

(I I

Encryption : wer -
Key Length : Gdbit v
Key Format : m
Default Tx Key : Key 1 =

Encryption Key 1:

Encryption Key 2:  =essees

»»»»»»»»»»

Encryption Key 3 :

**********

Encryption Key 4 :

Here are descriptions of every setup items:

Key Length

Key Format

Default Tx Key

Encryption Key 1~4

There are two types of WEP key length: 64-bitand 128-bi t . Us-bhgd 6il28s af e

than-bdo 6 4, but will reduce some data transfer

There are two types of key format: ASCII and Hex. When you select a key format, the

number of characters of key will bebidi pdaayle
l ength, and O6Hex® as key format, youlat dsiee
6Hex (10 characters), which means the | ength

You can set up to four sets of WEP key, and you can decide which key is being used by

defaulthere. | f you dondt know which one you shoul d

Input WEP key characters here, the number of characters must be the same as the

number displayed at O6Key Formatd field.-9You c
a-z,andA-Zz) i f you select OASCI | 8 Heexyd faosr nkaety, faonrc
can use characters 0-9, a-f, and A-F. You must enter at least one encryption key here,

and if you entered multiple WEP keys, they should not be same with each other.

Enable 802.1x Authentication IEEE 802.1x is an authentication protocol. Every user must use a valid account

to login to this wireless router before accessing the wireless LAN. The
authentication is processed by a RADIUS server. This mode only authenticates
user by IEEE 802.1x, but it does not encryption the data during
communication. If there is a RADIUS server in you environment, please enable

this function. Check this box and another sub-menu will appear:
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¥| Enable 802.1x Authentication
RADIUS Server IP Address :

RADIUS Server Port: 1812
RADIUS Server Password :

APPLY |  CANCEL |
RADIUS Server IP Address Please input the IP address of radius server here
RADIUS Server Port Please input the p ort number of radius server here.
RADIUS Server Password Please input the port number of radiuspassword here.
Tips: Some examples of WEP key (Don6t use those examples; u
ASCII (5 characters): pilot phone 23561 2Hyux #@xmL
ASCII (13 characters): digitalFAMILY 82Jh26xHy3mé&n
Hex (10 characters):  287d2aa732 1152dabc85

Hex (26 characters): 9284bcdaB8427c9e036f7abcd84

To improve security level, do not use those words which can be found in a dictionary or too easy to remember!
(p@lotd aphdne® | i sted above are bad examples; just intended

clients wildl remember the WEP key, so you only have to i

to use complicated WEP key to improve security level.

After you finish WERpplgG thuaanthbe foloWieganessagewillibedisplayed on your web
browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE APPLY

Pl easeCatiniedk t® back t o pr etwdorginuesonsteet setpp proedutes , or click GApply d

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).
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2-7-3-3. Wi-Fi Protected Access (WPA) :

When you select this mode, the wireless router will use WPA encryption, and the following se tup menu will be

shown on your web browser:

CSINCEPTRSNIC

WWiralessiBroadbandiRouter:

=

NetworkingCollection

Security Settings @
This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption :  WPA pre-shared key ~
WPA Unicast Cipher Suite : ©) WPA(TKIP) (O WPA2(AES) @ WPA2 Mixed

Pre-shared Key Format : Passphrase v

Pre-shared Key : ****x=s*

Here are descriptions of every setup items:

WPA Unicast Cipher Suite Please select a type of WPA cipher suite.
Available options are: WPA (TKIP), WPA2 (AES), and WPA2 Mixed. You can select
one of them, but you have to make sure your wireless client support the cipher

you selected.

Pre-shared Key Format Select the type of pre -shared key, you can select Passphrase (8 or more

alphanumerical characters, up to 63), or Hex (64 characters of 0 -9, and a-f).

Pre-shared Key Please input the WPA passphrase here.
It6s not recommended to use a word that c

security reason.

After you finish WPA Pre-sharedkeys et t i ng, pApplyds e udltiomk adhhd the foll owing

displayed on your web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCantiniedk t® back t o pr etowdontinueson steet setpp proedutes , or click GApply 6

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

Note: Some wireless clients (especially those manufactured before year 2003) only support WEP or WPA (TKIP)

cipher. A driver upgrade would be needed for those clients to use WPA and WPA2 encryption.
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2-7-3-4. WPA RADIUS:

If you have a RADIUS server, thisrouter can work with it and provide safer wireless authentication.

CSNCEPTRSNIC
\Wireless BroadbandiRouter;

NetworkingCollection

Security Settings @
This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption : WPARADIUS ~ ~
WPA Unicast Cipher Suite : ©) WPA(TKIP) (O WPA2(AES) @ WPA2 Mixed
RADIUS Server IP Address :
RADIUS Server Port: 1812
RADIUS Server Password :

Here are descriptions of every setup items:

WPA Unicast Cipher Suite Please select a type of WPA cipher suite.
Available options are: WPA (TKIP), WPA2 (AES), and WPA2 Mixed. You can $ect
one of them, but you have to make sure your wireless client support the cipher

you selected.
RADIUS ServerlP Address Please input the IP address of your Radius authentication server here.

RADIUS Server Port Please input the port number of your Radius authentication server here.

Default setting is 1812.

RADIUS ServerPassword Please input the password of your Radius authentication server here.

After you finish withAppYyd bsuettttoinn gasn,d ptlheea sfeo Iclloiwedkongidume s s a

web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCotinuedk t® back t o pr etwdominuson steet setpp proeedutes , or click 6Apply 6

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).
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2-7-4. Wireless Access Control

This function will help you to prevent unauthorized users from connecting to your wireless router; only those
wireless devices who have the MAC address you assigned here can gain access to your wireless router. You can use

this function with other security measures described in previous section, to create a safer wireless environment.

Up to 20 MAC addresses can be assigned by using this functionP | e a s e WicelessG kmé&nu on t he | ef
management interface, then click 6Access Control6, and the foll owing message wil/
browser:

CSNCEPTRSNIC
\Wireless Broadband Reuter;

NetworkingCollectiaon

Access Control @

For security reason. the Wireless Router features MAC Address Filtering that only allows authorized MAC Addresses associating to the Wireless Router.

A maximum of 20 MAC Addersses can be entered to the MAC Address Filtering Table_

Enable Access Control

All all owed MAC addr e sMAE Address Filtering Bableddi.s pl ayed in 6

Here are descriptions of every setup items:

Delete Selected If youwantto delete aspecif i ¢ MAC address entry, check the
address you want to delete, then click &6Del e

than one MAC addresses).
Delete All I f you want to delete all/l MAC addr ebstores | i st

Enable Access Control  To enforce MAC address filtering,
you have to check 6Enable Wireless Access Co

wireless router will not enforce MAC address filtering of wireless clients.

MAC Address Input the MAC address of your wireless devices here, dash ( - ) or colon ( :) are not
required. (i.e. If the MAC address label of your wireless device indicates
Gaa-bb-cc-dd-ee-ff6 @a:bb:éc:dd:ee:ff 8, | u s tabbcedgeefitd . 6
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Comment You can input any text hereasthe c o mment of thi s NRABAVM2Addr es s,
Computer 8 anything. You can input up to 16 alphanumerical characters here. This is
optional and you can |l eave it blank, however,

write a comment for every MAC addresses as a memory aid.

Add Cl i Addd 6butt on to add the MAC address and asso
filtering table.

Clear CliCléard6 t o remove the value you inputted in M

After you finish with all settings, please clic k Agplyd butt on and the following messa

web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | APPLY |

Pl easeCatiniedk t® back t o pr etowdontinueson steet setpp proeedutes , or click éApply 6

to reboot the router so the settings will take effect (Pleas e wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeléabet cbnck 6
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2-7-5. Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) is the simplest way to b uild connection between wireless network clients and this
wirelessroute. You dondt have to select encryption mewrgtmgand i np.t
when you need to setup a wireless client, y ou only have to press a button on wireless clie nt and this wireless

router, and the WPS will do the rest for you.

This wireless router supports two types of WPS: Push-Button Configuration (PBC), and PIN code. If you want to

use PBC, you have to push a specific button on the wireless client to start WPS mode, and switch this wireless
router to WPS mode too. You can push Res &tarf RBESS bbuuttttoonn ionf
web configuration interface to do this; if you want to use PIN code, you have to know the PIN code of wireles s

client and switch it to WPS mode, then provide the PIN code of the wireless client you wish to connect to this

wireless router. The detailed instructions are listed follow:

Pl eas e Wielesst kménu on the | eft of web maoWRIemamd tmeéeffdlalce

message will be displayed on your web browser:

CSINCEPTRSGNIC

\Wireless Broadband ROULeY;

NetworkinoCollection

WPS®

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). WPS can help your wireless client automatically connect to the Wireless Router.

Enable WPS

WPS Status : Unconfigured
PIN Code : 20615048
SSID: C150BRS4
Authentication Mode : WPA pre-shared key

wrkmraar

Passphrase Key :

Config Mode :  Registrar +

Configure by Push Button : _
Enter Client PIN Code : | StanPm |
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Here are descriptions of every setup items:

Enable WPS

WPS Information

Config Mode

Configure by Push Button

Enter Client PIN Code

Check this box to enable WPS function, uncheck it to disable WPS.
WPSrelated system information will be d isplayed here:

WPS Status: If the wireless security (encryption) function of this
wirelessrout er is proper Copfigleseel 8, y o u
message here. If wireless security function has not been

set, younf®dénfiguredede 6

PinCode Self: This is the WPS PIN code of this wirelessrouter. This code
is useful when you need to build wireless connection by

WPS with other WPSenabled wireless devices.
SSID: The SSID of this wirelessrouter will be displayed here.

Authentication Mode:  The wireless security authentication mode of this

wirelessrout er wi | | be displayed hel
enable security function of the wireless router before
WPS is activated, the router will auto set the security to

WPA(AES and generate a set of passphrase key for WPS

connection.
Passphrase Key: The wireless security key of the router will be displayed
here.

Ther e Register66 a Brdollee6 modes for the WPS conne
Registrar6 i s enabled, the wireless clients wi
settings f or WPS corEnreleddi onmd eWhesn edabl ed, th

follow the wireless settings of wireless client for WPS connection.

Cl i St&atPBCO t o s t-Buttoh sty 8setup procedure. This wireless
routerwil I wait for WPS requests fromWANSel es s
LED on the wireless router will be steady on for 2 minutes when this wireless

router is waiting for incoming WPS request.

Please input the PIN code of the wirele ss client you wish to connect, and click
6tartPING b u tTtha@MLANS L ED on the wireless router

this wireless router is waiting for incoming WPS request.
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2-7-6. Security Tips for Wireless Network

Here are some quick tips to help you improve the security level of your wireless network:

1. Never use simple words (like school, apple and computer) as WEP encryption or WPA passphrase.

2. Acomplicated (the combination of number, alphabet, even symbol, and long enough) WEP key and WPA
passphrase is much safer than simple and short ones. Remember that the wireless client is capable to keep
the key or passphrase for you, so you only have to inp
trouble but will greatly improve securit vy level.

3. You can hide the ESSID of this router by set O6Broadcas:
be found by other people in proximity if theyodre just

and this can reduce t he chance of being intruded.

4. Use OBAccess Control &8 f un&4 sothose peepte svoiare eotlin yiour listswdl odt heo n = 2

able to connect to your network.
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Chapter Ill: Advanced functions

3-1. Quality of Service (QoS)

Quality of servic e provides an efficient way for computers on the network to share the internet bandwidth with a
promised quality of internet service. Without QoS, all computers and devices on the network will compete with
each other to g et internet bandwidth, and some app lications which require guaranteed bandwidth (like video
streaming and network telephone) will be affected, therefore an unpleasing result will occur, like the

interruption of video / audio transfer.

With this function, you can limit the maximum bandwidt h or give a guaranteed bandwidth for a specific computer,

to avoid said unpleasing result from happening.

3-1-1. Basic QoS Settings

Pl easeQosd imekn b on t he | ef t interfacevaedithe folwireg gmessagenwtll be displayed on

your web browser:

CSNCEPTRSNIC

WirelessiBroadbandiRouter;

NetworkinoCollection

Qos®@

QoS (Quality of Service) refers to the capability of a network to provide better service to selected network traffic. The primary goal of QoS is to provide priority including
dedicated bandwidth, controlled jitter and latency (required by some realtime and interactive traffic), and improved loss characteristics. Also important is making sure that

praviding priority for one or more flows does not make other flows fail.

Enable QoS
Total Download Bandwidth : —Select— ~ . 0 kbits

Total Upload Bandwidth : —Select— ~ . 0 kbits

Current QoS Table

(Priodty | ReeName  UploadBandwidth  Download Bandwidth  Select
S S =TI _ MovUp | Move Doun |
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Here are descriptions of every setting :

Enable QoS Check this box to enable QoS function,

enforce QoS bandwidth limitations.

Total Download Bandwidth You can set the limit of total download bandwidth in kb its. To disable download

bandwi dth | i m0d8 anhdroen., i nput 0

Total Uplo ad Bandwidth You can set the limit of total upload  bandwidth in kbits. To disable upload
bandwi dth | i m0d8 anhdroen., i nput 0

Current QoS Table All existing QoS rules will be displa yed here.

Add Cl i Addd 6butt on t o ad deesectine3n-208d%a newuQos rule d
below.

Edit I f you want to modify the content of a

u

of the rule you warkEtitdt d u eOthlipame rule sheutd bec | i ¢ k

n

spe

(

selectedatime! 1 f you didndt sel ectEtditd bul eobefpoet

be prompted to add a new rule.

Delete You can delete selected rules by clicking this button. You can select one or more
rul es to del e tsaectidthe boxtoktre kule(s)lya waént to delete a
time. If the QoS table is empty, this button will be grayed out and can not be

clicked.

Delete All By clicking this button, you can delete all rules currently in the QoS table.  If the

QoS table is empty, this bu tton will be grayed out and can not be clicked.

Move Up You can pull up the priority of the QoS rule you selected by clicking this button.
Move Down You can lower the priority of the QoS rule you selected by clicking this button.
After you finishwithal | s et t i ngs, Appydleutos and thd follmving Message will be displayed on your

web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE APPLY

Pl easeCantinuedk t® back t o pr etowdontinueson steet setpp proedutes , or click GApply 6

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdelé abet ctbdbnck
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3-1-2. Add a new QoS rule

After yd&dddocbutkod nu,mthe fQlovdng message will appear:

CSNCEPTRSNIC
\WirslessiBroadband Router:

NetworkingCollection

This page allows users to add/modify the QoS rule’s settings.

Rule Name :

Bandwidth : Download ~ Kbps Guarantee v
Local IP Address :

Local Port Range :

Remote IP Address :
Remote Port Range : [
Traffic Type : None ~
Protocol : TCP ~

Here are descriptions of every setup items:

Rule Name

Bandwidth

Local IP Address

Local Port Range

Remote IP Address

Remote Port Range

Please give a hame to this QoS rule (up to 15 alphanumerical characters)

Set the bandwidth limitation of this QoS rule. You have to select the data d irection of
this rule (Upload of Download), and the speed of bandwidth limitation in Kbps, then
select the guapntee®d f( QweSr-ardt eed usabl e bandwi dt

maxd (set the maxi mum bandwi dth for the appli

Specify the local ( source) IP addressthat will be affected by this rule. Please input  the
starting IP address in the left field, and input the end IP address in the right field to
define a range of IP addresses, or just input the IP addre ss in the left field to define a

single IP address.

Please input the range of local (source) port number that will be affected by this rule.
If you want to apply this rule on port 80 to 90, please input 6 8-906; i f you want

applythisrul e on a single port, jus$®d i nput the po

Specify the remote (destination) IP address that will be affected by this rule. Please
input the starting IP address in the left field, and input the end IP address in the right
field to define a range of IP addresses, or just input the IP address in the left field to

define a single IP address.

Please input the range of remote (destination) port number that will be affected by this
rule. Ifyouwanttoapplyth i s rul e on port 880-90; 9i0f, yd e awel
apply this rule on a single p®0odtlfthejemnstee i nput

(destination) IP address and /or port number is universal, just leave it blank.
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Traffic Type Please seled the traffic type of this rule, available options are None, SMTP, HTTP, POP3,
and FTP. You can select a specific traffic type for this rule, if you want to make this rule
as a IP address based rule (apply the limitation on all traffics from / to the speci  fied IP

address / port Nomnethber), select 0

Protocol Please select the protocol type of this rule, available options are TCP and UDP. If you

dondt know what protocol youCPappltstataod 8sw
bR i f t hi stseemstewort.o e s nd

After you finish withSaddil bsi¢tywiundlsl, Ipé erseught ckadk to p

rule you just set will appear in current QoS table; if 'y
you cS3ae®& kbwtton, please correct your input by the instru
I f you want to erase all Resetbues you just entered. Click
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3-2. Network Address Tra nslation (NAT)

Network address translations solve the problem if sharing a sin gle IP address to multiple computers. Without NAT,

all computers must be assigned with a valid Internet IP address to get connected to Internet, but Internet service
providers only provide very few | P addr esNAEchholbgyéov er y u s
share a single Internet IP address to multiple computers on local network, so everyone can get connected to

Internet.

Please follow the following instructions to set NAT parameters:

3-2-1. Basic NAT Settings (Enable or disable NAT f unction)

Pl easeNAT) im&nw on the |l eft of web management interface,

on your web browser:

CSNCEPTRSNIC
\Wireless Broadband ROULeY;

NetworkinoCollection

NAT @

MNAT (Metwork Address Translation) allows multiple users at your local site to access the Internet through a single Public IP Address or multiple Public IP Addresses. NAT
provides Firewall protection from hacker attacks and has the flexibility to allow you to map Private IP Addresses to Public IP Addresses for key senices such as the Web
or FTP.

NAT Module © @ Enable © Disable

Toenabl e NAT f unct iEoabled pfiaTavedeleds;e Itecc tdibés abl eDisaebease sel ec

Afteryoumade t he sel ect iApplyp plLeaem ahdckhé foll owing messag

web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCatinieék td® back t o pr etowcdontinuson steet setpp praeedutes , or click GApplyd

to reboot the router so the se ttings will take effect (Please wait for about 30 seconds while router is rebooting).
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3-2-2. Port Forwarding

This function allows you to redirect a single port or consecutive ports of Internet IP address to the same port of
the IP address on local network. The port number(s) of Internet IP address and private IP address (the IP address
on local network) must be the same. If the port number of Internet IP address and private IP address is different,

pl eas eirtuakServedd f uncti on, deectomi bed i n next

Pl easeNATd im&nw on the |l eft of web maRodaBoemardimgtd ,i ratnedr ft sheee

following message will be displayed on your web browser:

CSINCEPTRSNIC

\WirelessiBroadbandiRouter;

NetworkinoCollection

Port Forwarding @

Entries in this table allow you to automatically redirect common network senvices to a specific machine behind the NAT firewall. These settings are only necessary if you
wish to host some sort of server like a web server or mail server on the private local network behind your Gateway's NAT firewall.

Enable Port Forwarding

——Select— ~ Both ~ B
=

« Current Port Forwarding Table

I I = I
zlziz Al _

Here are descriptions of every setup items:

Enable Port Forwarding Check this box to enable port mapping, and uncheck this box to disable port
mapping.

Private IP Input the IP address of the computer on local network which provides internet
service.

Computer Name Pull down the menu and all the computers connected to the router willb e listed

here. You can easily to select the computer name without checking the IP

address of the computer.

Type Select the type of connection, TCP or UDP.
@Bothd .
Port Range Input the starting port number in the left field , and input the ending port number

in the right field. If you only want to redirect a single port number, just fill the

port number in the left field.

Comment Please input any text to describe this mapping, up to 16 alphanumerical

characters.
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Add Add the mapping to port forwarding table.

Reset Remove all inputted values.
Port Forwarding Table All existing port forwarding mappings will be displayed here.
Delete Please select a port forwarding mappingby c | i ¢ ki 8etectd hlkeoxd of t he

mapping, then click @elete Selected 6 butt on to remove the me

no existing mapping, this button will be grayed out.

Delete All Delete all mappings existed in virtual server table.
Reset Unselect all mappings.
After you finish with all settings, please click &Applyd butt on and the following messa

web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | APPLY |

Pl easeCatiniedk t® back t o pr etowdontinueson steet setpp proeedutes , or click éApply &

to reboot the router so the settings will take effect (Please  wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdelé abet cbnck 6
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3-2-3. Virtual Server

This function allows you to redirect a port on Internet IP addres s (on WAN port) to a specified port of an IP

address on local network, so you can setup an Internet service on the computer on local network, without

exposing it on Internet directly. You can also build many sets of port redirection, to provide many differ ent

Internet services on different local computers via a single Internet IP address.

Pl eas eNAXTd i

message will be displ

m&knw on the | eft of web maVirug semerdt, iamtdern fhac é o |

ayed on your web browser:

CONCEPTRONIC

WirelessiBroadbandiRouter;

NetworkingCo

llection

Virtual Server ®

You can configure the Wireless Router as a Virtual Server so that remote users accessing serwvices such as the Web or FTP at your local site via Public IP Addresses can
be automatically redirected to local servers configured with Private IP Addresses. In other words, depending on the requested service (TCP/UDP) port number, the Wireless
Router redirects the external senvice request to the appropriate internal server {located at one of your LAN's Pirvate IP Address).

Enable Virtual Server

. —Select— - Both -

« Current Virtual Server Table

Here are descriptions of every setup items:

Enable Virtual Server
Private IP

Computer Name

Private Port

Type

Public Port

Comment
Add
Reset

Virtual Server Table

Check this box to enable virtual server, and uncheck this box to disable virtual server.

Input the IP address of the computer which provides Internet service.

Pull down the menu and all the computers connected to the router will be listed here.

You can easily to select the computer name without checking the IP address of the

computer.

Input the port number of the IP address which provides Internet service.

Selectthetypeof connecti on, TCP or UDP. | f Bpthdu.dr e

Please select the port number of Internet IP address which will be redirected to the

port number of local IP address defined above.

Please input any text to describe this mapping, up to 16 alphanumerical characters.
Add the mapping to virtual server table.

Remove all inputted values.

All existing virtual server mappings will be displayed here.
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Delete Please select a virt ual server mapping by clicking t h &ele@td box of the mapp
c | i Delete Belectedd button to remove the mapping. |If

this button will be grayed out.
Delete All Delete all mappings existed in virtual server table.

Reset Unselect all mappings.

After you finish withApplYydl bsuettttoinn gasn,d ptlheea sfeolclloiwikn gl mes s a

web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | APPLY |

Pl easeCatiniedk t® back t o pr etowdontinueson steet setpp proeedutes , or click éApply &

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeléabet cbnck 6
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3-2-4. Port Mapping for Special Applications

Some appli

cations require more than one connecti on

In order to make these applications work, you can use this function to let these applications work.

CSNCEPTRSNIC

WirelessiBroadbandiRouter;

NetworkingCollectiaon

Special Applications @

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and others. These applications cannot work when Netwaork
Address Translation (NAT) is enabled. If you need to run applications that require multiple connections, specify the port normally associated with an application in the
"Trigger Port” field,select the protocol type as TCP or UDP, then enter the public ports associated with the trigger port to open them for inbound traffic. Note:The range of
the Trigger Port is 1 to 65535,

Enable Special Applications

0000 . ——Select—- - ] 1
Popular Applications - Select Game - _

« Current Trigger-Port Table

a ti

Here are descriptions of every setup items:

Enable

IP Address

Computer Name

TCP Port to Open

UDP Port to Open

Comment

Popular Applications

Add

Reset

Check this box to enable special applications and uncheck this box to disable virtual

server.
Input the IP address of the computer which you want to open the ports.

Pull down the me nu and all the computers connected to the router will be listed here.
You can easily to select the computer name without checking the IP address of the

computer.

This is the out going (Outbound) range of TCP port numbers for this particula r

application .

This is the out going (Outbound) range of UDP port numbers for this particular

application .
The description of this setting.

This section lists the more popular applications that require multipl e connections.
Selectan applicaton f r om t he Popul ar Applications

t he s et Currantglriggeo -Pért Table . &
Add t he s e tQuirentdriggeo -Pdrtfiable 6 6
Cl i Resetdd wi Il cl ear al youambsetwgagadnet ti ng and
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Current Trigger -Port All the settings for th e special applications will be listed here. If you want to remove
some Special Application settings from the " Current Trigger -Port Table ", select the
Special Application settings you want to remove in the table and then click " Delete
Selected"”. If you want remove all Special Appliacation settings from the table, just

click "Delete All " button. Click " Reset" will clear your current selections.

Delete Please select a special application by clickingt h Sele@td box of the mappi
c | i Delete Belectedd button to remove the setting. |If

button will be grayed out.
Delete All Delete all settings existed in trigger port table.

Reset Unselect all settings.

Note:  Only one LAN client can use a particular special application at a time.

After you finish wit hApplydbuttenandthe follgueing mgssageavdl ke displayed dn ydur

web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | APPLY |

Pl easeCatinuedk t® back ttoupprneevniuoust osecontinue on ot Apply6 set u
to reboot the router so the settings will take effect (Please wait for about 30 seconds while the r outer is

rebooting).

If you want to reset all settings in this page back to previously -save d v al ue, pQareelds eb uctltiocnk. 6
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3-2-5. UPnNP Setting

This function enables network auto -configuration for peer -to-peer communications, with this function, network
devices will be able to communicate with other devices directly, and learn abouti  nformation about other devices.

Many network device and applications rely on UPnP function nowadays.

Pl easeNATO im&knw on the | eft of web maUPaRe mamtd itmteefodd e wi

will be displayed on your web browser:

CSINCEPTRSNIC

\Wireless Broadband ROULeY;

NetworkinoCollection

UPNP Settings @&

UPnP is more than just a simple extension of the Plug and Play peripheral model. It is designed to support zero-configuration, “invisible” networking, and automatic
discovery for a breadth of device categories from a wide range of vendors. With UPnP, a device can dynamically join a network, obtain an IP address, convey its
capabilities, and learn about the presence and capabilities of other devices-all automatically; truly enabling zero configuration networks. Devices can subsequently
communicate with each other directly; thereby further enabling peer to peer networking.

UPnP Module - @ Enable () Disable

There is only one opti on Ehabledt hibisabléep age, epbabheeosetiesabbe

cl i Apgly6d button, and the following message wil/| be displ a

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCatiniedk td® back t o pruetocontinusonsteet setpp praeedures , or click GApply 6

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved value,pl e a s e Carceléc kb uét t o n .
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3-2-6. ALG Settings

Application Layer Gateway (ALG) is a special function of this router. It includes many preset routing rules for
numerous applications which require special support. With these supports, those application s which required
special support will be able to work with NAT architecture.

Pl easeNATd imknw on the |l eft of web maASEetngsh,t amd etrtieacfeql

message will be displayed on your web browser:

CSONCEPTRSNIC
WirelessiBroadbandiRouter;

NetworkinoCollection

ALG Settings @

Below are applications that need router's special support to make them work under the NAT. You can select applications that you are using.

=

Amanda Support for Amanda backup tool protocol.

Eag Support for eggdrop bot networks

FTP Support for FTP.

H323 Support for H323netmesting.

IRC Allows DCC to work though NAT and connection tracking.
MMS Support for Microsoft Streaming Media Senices protocol.
Quake3 Support for Quake Ill Arena connection tracking and nat.

Talk Allows netfilter to track talk connections.

TFTP Support for TFTP.

IPsec Support for IPsec passthrough

Starcraft Support for Starcraft/Battle.net game protocol.

MSN Support for MSH file tranfer.

p?FhTZLESS Support for PPTP passthrough.

There are many applications listed here. Please check the box of the special support for applications you need,

andthenc | i A&pglydd butt on and the foll owing message will be

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCatiniedk td® back t o pr etowcdonti oug onsothdr sefup proeedwes, or click GApply &

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved value, please click 6Cancel6 butt on.
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3-3. Firewall

Excepting NAT, this router also provides firewall function to block malicious intruders from accessing your
computers on local network. These functions include inbound attack prevention, and block outbound traffics,
like block URLs which have pre-defined keywords.

Please follow the following instructions to enable or disable firewall function:

Pl easeFirewall @ kmédnu on t he |l eft of web management interface

displayed on your web browser:

CSNCEPTRSNIC

WirelessiBroadbandiRouter;

NetworkinoCollection

Firewall ®

The Wireless Router provides extensive firewall protection by restricting connection parameters, thus limiting the risk of hacker attack, and defending against a wide array
«of common attacks. However, for applications that require unrestricted access to the Intemet, you can configure a specific client/server as a Demilitarized Zone (DMZ).

Firewall Module : @ Enable ) Disable

Pl ease Enable@® cDisabléd t o enabl e or disabl e firewaApplydf brudttiomn

and the following message will be displayed on your web browser:

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl easeCatinieék td® back t o pr etwcdortinue on®ther setpp pmeedures , or click AApply &

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).
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3-3-1. Access Control

This function allows or denies computers with specific MAC addr ess from connecting to the network; it can also

allow or deny computers with specific IP address, protocol, or port.

Pl easeFirewall @ kménu on the |l eft of web maAcaegseCorgrold, i anckrtflae e

following message will be displ ayed on your web browser:

CSNCEPTRSNIC

WirelessiBroadbandiRouter;

NetworkingCollectiaon

Access Control @

Access Control allows users to define the traffic type permitted or not permitted in your LAN. You can control which PC client uses what semvices in which they can have
access to these services. If both of MAC filtering and IP filtering are enabled simultaneously. the MAC filtering table will be checked first and then IP filtering table.

Enable MAC Filtering © Deny ) Allow

. —Select—- -
AW | Restan |

Current MAC Filtering Table

Enable IP Filtering @ Deny ) Allow

_ Dalziz Dizlziz All

Here are descriptions of every setup items:

Enable MAC Filtering Check this box to enable MAC addressbased i | t er i ng, ankenyfl emase
QAllowd t o decide the behavior of MAC MACI t er i
addresses listed in filtering table will be denied from connecting to the network;
if you select allow, only MAC addresses listed in filtering table will be able to

connect to the network, and rejecting all other network devices.

Client PC MAC Address Please input the MAC address of computer or network device here, dash ( -) or
colon ( :) are not required. (i.e. If the MAC address label of your wireless device
i ndi caabe-dbee-ffd @abb:éc:dd:ee:ff 8, | u s tablicecdgeafitd 6

Computer Nam e Pull down the menu and all the computers connected to the router will be listed
here. You can easily to select the computer name without checking the IP

address of the computer.

Comment You can input any text here as the comment of this MAC address, li k e RGDM 2A
Computer6 or anything. You can input up to 16
This is optional and you can |l eave it bl an

field to write a comment for every MAC addresses as a memory aid.
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Add

Reset

Current MACFiltering Table

Delete

Delete All

Reset

Enable IP Filtering

IP Filtering Tabl e

Add PC

Delete

Delete All

Cl i Adkldbidtton to add the MAC address and associated comment to the MAC

address filtering table.
Remove all inputted values.
All existing MAC addresses in filtering table will be listed here.

If youwantto deleteaspeci fi ¢ MAC addr es sselechdt rbyo, x cohfe ctkl
MAC address you want Delae Sdlectece@ eb, u ttthoenn. c(l Yiocul

select more than one MAC addresses).

I f you want to delete all MAC DeldteAllésses ||
button.

You can aReseh dblutealondt o unselect all MAC a
Check this box to enable IP address basedf i | t er i ng, andeny!l ease
Allowd t o decide the behavior of y&IPfilterir

addresses listed in filtering table will be denied from connecting to the network;
if you select allow, only IP addresses listed in filtering table will be able to

connect to the network, and rejecting all other network devices.
All existing IP addresses in filtering table will be listed here.

Click this button to add a new IP address to IP filtering table, up to 20 IP

addresses can be added. Please refer to section 3-3-1-1 Add PG b el ow.

If you want to delet e a specific IP address entry, c h e ¢c k seflett@ Box of t he
address you want t Delete&Sdleeteded, btut e o nc |l i(cvloud ¢

more than one IP addresses).

I f you want to delete all | P DelaedHld® sbswetst dn .s

After you fini

web browser:

sh wit hApplydl bsuettttoinn gasn,d ptlheea sfeolclloiwikn g mes s a

CONTINUE APPLY

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Pl eas e Cotiniedk t @

back t o pr etwcortinusonsteet setpp proeedutes , or click Applyd

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeléabet cbnck 6
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3-3-1-1. Add PC

After button is clicked, the following message will be displayed on your web browser:

CSNCEPTRSNIC
WWireless Broadband Router;

NetworkingCollection

Access Control Add PC
This page allows users to define senice limitation of client PC, including IP address and senice type.

Client PC Description :
Client PC IP Address :

« Client Service :

| DswlDeccign  Select.
Www HTTP, TCP Port 80, 3128, 8000, 8080, 8081
E-mail Sending SMTP, TCP Port 25
News Forums NNTP, TCP Port 119
E-mail Receiving POPR3, TCP Port 110
Secure HTTP HTTPS, TCP Port 443
File Transfer FTP, TCP Port 21
SN Messenger TCP Port 1863
Telnet Service TCP Port 23
AlM AOL Instant Messenger. TCP Port 5190
NetMeeting H.323, TCP Port 389,522,1503,1720,1731
DNS UDP Part £3
SHNMP UDP Port 161, 162
VPN-PPTP TCP Port 1723
VPN-L2TP UDP Port 1701
Ccp Al TCP Port
uprP All UDP Port

Protocol : Both ~

Port Range :

Here are descriptions of every setup items:

Client PC Description Please input any text to describe this IP address, up to 16 alphanumerical characters.

Client PC IP Addre ss Please input the starting IP address in the left field, and input the end IP address in the
right field to define a range of IP addresses, or just input the IP address in the left field

to define a single IP address.

Client PC Service Please check all services you want to allow or deny this IP address to use, you can check

multiple services.

Protocol If the service you need is not listed above, you can create a new service on your own.
Pl ease select TCP or UDP, i Bothfoudre not sure,
Port Range Please input the port range of new service here. If you want to specify port 80 to 90,
pleaseinput 6 8906 ; i f you want to apply this rule ol

number 80d.i ke ©

A

Add When you finish with all settings, plea s e c¢ Add&@ kt ® save settings, vy
back to previous menu, and the rule you just set will appear in current IP filtering
table.

I f you want to remove al Resst@®thutntgssn.in this page, click ¢
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3-3-2. URL Blocking

If you want to preve nt computers in local network from accessing certain website (like pornography, violence, or
anything you want to block), you can use this function to stop computers in local network from accessing the site
you defined here. This function is useful for par ents and company managers.

Please follow the following instructions to set URL blocking parameters:

Pl easeFirewall @ kménu on the |l eft of web maURLBleckigdt ander hace

following message will be displayed on your web b rowser:

CSNCEPTRSNIC

WirelessiBroadbandiRouter;

NetworkinoCollection

URL Blocking @

You can block access to certain Web sites from a particular PC by entering either a full URL address or just a keywaord of the Web site.

Enable URL Blocking

URL/Keyword : http://

T
Current URL Blocking Table
 Seloct
Here are descriptions of every setup items:
Enable URL Blocking Check this box to enforce URL Blocking, uncheck it to disable URL Blocking.
URL/Keyword Input the URL (host name or IP address of website, like

http://www.blocked -site.com or http://11.22.33.44 ), or the keyword which is

contained in URL (like pornography, cartoon, stock, or anything).

Add Cl i Adkld6 6button to add the URL [/ |Kteringvor d t o
table.
Reset Cl i Relsetdd t 0 remove the value you inputted i

Current URL Blocking Table  All existing URL/Keywords in filtering table will be listed here.

Delete I f you want to delete a specisklectd BRI/ KWdy wd
MAC address you want Delae Sdlecteced eb, u ttthoenn. c¢(I ¥ ocul

select more than one MAC addresses).

Delete All I f you want to delete alll URL DéfeteyA\W0 r d | i st
button.
Reset You can aRese® dlutdlondto unselect all URL/ K
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http://www.blocked-site.com/
http://11.22.33.44/

After you finish withApply6l bsuettttoinngsa,ndpltehaes & odIlioosi n6g me s s &

web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE APPLY |

Pl easeCatiniedk t® back t o pr etowdontinueson steet setpp pnaecedures, or click GApply 6

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeldabet cbnck ©
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3-3-3. DoS Attack Prevention
Denial of Service (DoS) is a common attack measure, by transmitting a great amount of data or request to your
Internet IP address and server, the Internet connection will become very slow, and server may stop responding

because it is not capable to handle too much traffics.

This router has a built -in DoS attack prevention mechanism; when you activate it, the router will stop the DoS

attack for you.

Please follow the following instructions to set DoS prevention parameters:

Pl easeFirewall @ kménu on the |l eft of web mabesy,emremda tima efrdlalcee

message will be displayed on your web browser:

CSNCEPTRSNIC

W iraless Hreziel bzl Heotpizr

NetworkingCollection

Dos®

The Wireless Router's firewall can block common hacker attacks, including DoS, Discard Ping from WAN and Port Scan.
DoS Module

Ping of Death :

Discard Ping from WAN :

Port Scan :

Sync Flood :

[ERE |

Here are descriptions of every setup items:

Ping of Death Ping of Death is a special packet, and it will cause certain computer to stop

responding. Check this box and the router will filter this kind of packet out.

Discard Ping From WAN Ping is a common and useful tool to know the connection status of a specified
remote network device, but some maliciou s intruder will try to fill your network
bandwidth with a lot of PING request data packet, to make your internet
connection become very slow, even unusable. Check this box and the router will
ignore all inbound PING request, but when you activate this func tion, you will not

be able to ping your own router from internet, too.

Port Scan Some malicious intrpodsannewd |tlo tkryow oh aw eman
of your Internet IP address are open, and they can collect a lot of valuable
information by do ing so. Check this box and the router will block all traffics

which are trying to scan your Internet IP address.
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Sync Flood This is another kind of attack, which uses a lot of fake connection request to
consume the memory of your server, and try to make y our server become

unusable. Check this box and the router will filter this kind of traffic out.

Advanced Settings Click this button and you can set advanced settings of the DoS prevention method

listed above, please see section 3-3-3-1 D@SdAdvanced Settingsd b el ow.

After you finish withApplYydl bsuettttoinn gasn,d ptlheea sfeolclloiwikn gl mes s a

web browser:

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE APPLY

Pl easeCatiniedk t® back t o pr etowdontinueson steet setpp proeedutes , or click éApplyd

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously -saved val ue, Capdeléabet cbnck 6
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3-3-3-1. DoS- Advanced Settings

When vyouAdwaricédd kbdétton in DoS menu, the following message

Here are descriptions of every setup items:

Ping of Death

Discard Ping From WAN

Port Scan

Sync Flood

Set the threshold of when this DoS prevention mechanism will be activated.

Please check the box of Ping of Death, and input the frequency of threshold (how

many packets per second, minut eBurstor vhbue),
whi ch means wh e n PihgtofDeathrbu mlaerk edf i& recei ve

short time, this DoS prevention mechanism will be activated.
Check the box to activate this DoS prevention mechanism.

Many kind of port scan methods are listed here, please check one or more DoS

attack methods you want to prevent.

Like Ping of Death, you can set the threshold of when this DoS prevention

mechanism will be activated.

After you fi

web browser:

sh wit hApplydl bsuettttoinn gasn,d ptlheea sfeolclloiwikn gd mes s a

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | APPLY

Pl e as e Cantinuiedto badk to previous setup menu; to continue on other setup procedures , or click éApply &

to reboot the router so the settings will take effect (Please wait for about 30 seconds while router is rebooting).

If you want to reset all settings in this page back to previously-s aved val ue, Candelé abet cbhnck 6
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