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Conceptronic C150APRA
Extended User Manual

Congratulations on the purchase of your
Conceptronic wireless ADSL madem router .

This user manual gives you a step-by-step explanation of how to install and use the Conceptronic
wireless ADSL modem router.

When you need more information or support for your product, we advise you to visit our ~ Service &
Support website at www.conceptronic.net/support __ and select one of the following options:

1 FAQ : Frequently Asked Questions database
1 Downloads : Manuals, Drivers, Firmware and more downloads
1 Contact : Contact Conceptronic Support

For general information about Conceptronic products visit the Conceptronic website at
WWW.CO nceptronic.net .

The information in this quick installation guide is based on Windows 7 and Vista, but can differ from
your computer when you are using a different operating system.



http://www.conceptronic.net/support
http://www.conceptronic.net/
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1. Introduction

The C150APRA2 supports multiple line modes. It provides four 10/100 base-T Ethernet interfac es at
the user end. The device provides high speed ADSL broadband connection to the Internet or Intranet
for high-end users, such as net cafes and office users. It provides high performance access to the
Internet, downstream up to 24 Mbps and upstream up t o 1 Mbps.

The device supports WLAN access. It can connect to the Internet through a WLAN AP or WLAN
device. It complies with IEEE 802.11, 802.11b/g specifications, WEP, WPA, and WPA2 security
specifications.

In the IEEE 802.11n mode, 1T1R can reach the maxmum wireless transmission rate of 150 Mbps.

1.1 Safety Precautions

Refer to the following instructions to prevent the device from risks and damage caused by fire or
electric power:

1 Use volume labels to mark the type of power.

1 Use the power adapter packed within the device package.

1 Pay attention to the power load of the outlet or prolonged lines. An overburden power outlet or
damaged lines and plugs may cause electric shock or fire accident. Check the power cords
regularly. If you find any damage, replace t he power cords at once.

1 Proper space left for heat dissipation is necessary to avoid damage caused by overheating to the
device. The long and thin holes on the device are designed for heat dissipation to ensure that the
device works normally. Do not cover these heat dissipation holes.

1 Do not put this device close to a place where a heat source exits or high temperature occurs.
Avoid the device from direct sunshine.

1 Do not put this device close to a place where it is over damp or watery. Do not spill any flu id on
this device.

1 Do not connect this device to any PCs or electronic products, unless our customer engineer or
your broadband provider instructs you to do this, because any wrong connection may cause power
or fire risk.

1 Do not place the device on an unst able surface or support.
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1.2 Features

The device supports the following features:

1 802.11b/g/n

1 Various line modes

1 External PPPoE diatup access

1 Internal PPPoE and PPPoA diaup access

1 1483 Bridged, 1483 Routed, and MER access

1 Multiple PVCs (up to eight) that can be isolated
from each other

1 A single PVC with multiple sessions

1 Multiple PVCs with multiple sessions

1 Binding of ports with PVCs

1 802.1Q

1 DHCP server

1 NAT and NAPT

1 Static routing

1 Firmware upgrade through Web or TFTP

1 Restore to the factory defaults

T DNS

1.3 Package contents

1 Virtual server

1 DMz

1 Web user interface

1 Telnet CLI

1 System status displaying

1 PPP session PAP, CHAP, and MSHAP

1 IP filter

1 IP QoS

1 Remote access control

1 Line connection status test

1 Remote management through telnet or HTTP

1 Backup and restoration of configuratio n file

1 Ethernet interface supports crossover
detection, auto -correction and polarity
correction

T UPNnP

The following items are present in the package of the Conceptronic  wireless ADSL modenrouter:

1 Conceptronic wireless ADSL modem rouer (C150APRAR

1 Antenna for wireless connections

1 Power supply 12V DC,800mA

1 Network (LAN) cable

9 Phone cable (RJ11)

9 Product CD-ROM

1 This multi language user manual

1 Warranty card & CE declaration booklet
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2. The wireless ADSL modem router explained

2.1 Front panel

= o A e SN e
Nr Description Status Status Explanation
A Power LED OFF Power is OFF
ON- GREEN Power is on and the initialization is normal
ON- RED Device is initiating
ON - FLASHING Firmware is upgrading
B ADSL LED OFF Initial self test f ailed

ONOJFLASHING Device is detecting DSL signal
ON- STEADY  DSL signal detected, self test succeeded

C Internet LED ON- Red No DSL connection
ON - Green Internet connection available
D LANLEDs OFF LAN port is not connected
1,2,3,4) ON- STEADY A device is connected to the LAN port
ON- FLASHING Data is being transmitted
E WLAN LEDs OFF Wireless LAN is turned off

ON- STEADY  Wireless LAN is active and normal
ON - FLASHING Wireless LAN activity (sending or receiving data)

F WPSLED OFF WPS (WA4Fi Protected setup) not active
ON- FLASHING WPS active, new WLAN clients can be added
ONGSTEADY  WPS client successfully added
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2.2 Back panel
_ § on/Off 17
L J J -\ Reset i  —
L S L N . ]
4 ? LAN 2 1 E E ?VLANI!VFS
B : e —
[ 000 0O
Nr  Description Explanation
A Antenna connection ~ Connect the included antenn a to the modem router.
B DSL port Connect your ADSL line to the modem router.
C LAN ports (1 64) Connect your computer(s)/network device(s) to the modem router.
D Power connector Connect the power supply to the modem router.
E Reset Perform a factory reset (hold).
F WLAN/ WPS button  Short press (1 sec) : Turn WiFi on or off.
Long press (>3 sec) : Start WPS Push Button configuration.
G Power button Turn the modem router on or off.
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3. Hardware Installation

1 Connect the included antenna to the antenna connection [ A] on the back of the modem router.

1 Connect the power supply to the power connection [D] on the back of the modem router and to
an available wall socket.

1 Press the power [G] button on the back of the modem router.

The power LED onthe front of the modem router will i ght up and the modem router will perform a
system startup.

3.1 DSL(Telephone) port

Most ADSL providers require a splitter between your phone line and the ADSL modem that prevents
the ADSL line from interfering with reg ular telephone services. Not using such a splitter could lead
to connection problems or bad performance.

Note: The C150APRAZ2s not delivered with a splitter for the ADSL connection. Please contact your
telephone or internet provider for the correct ADSL  splitter.

The connection ports of an ADSL splitter are typically labelled as following:

1 Line : This port connects to the wall jack
1 ADSL : This port connects to the router
1 Phone : This port connects to a telephone or other telephone device

Make sure the lines are properly connected. If you are unable to hear a dial tone with the
telephone, check the connections to make sure the cables are securely attached and connected to
the correct port.

Use a telephone cable to connect the Conceptronic wireless ADSL modem router (B) to your local
analog telephone line (or splitter) . The ADSL led will light up when an ADSL signal has been
detected.

Note: If the ADSLLED on the front does not lit up, make sure that:
- The wireless ADSL modem routeris powered on (the power LED should burn).
- There is an ADSL signal on the line
- The Internet LED will only be green when correct DSL and user account settings are
applied into the Web Int erface of the ADSL modem router.

3.2  LAN port(s)

Connect the network (LAN) cable to 1 of the 4 LAN ports on the back panel of the wireless ADSL
modem router and to the network card of your computer.

The LAN LED of the used LAN port will lit up, indicating that the computer is connected. (Your
computer must be switched on and the LAN connection must be enabled).
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4. Configuring the computer

4.1  Configure your IP address

The C150APRAZ2 is equipped with a builtin DHCP server. The DHCP server will automatically assign

an | P address to each
address automatically 6 .

connected

c 0 mp Olitagnran IP f

By default most computers are configured to automatically obtain an IP address. When this is not

the case, you will need to configure your computer to obtain an IP address automatically by

t he

following the instructions bel ow. These instructions are based on Windows Vista with Service Pack

1. If your computer has a different version or operaring system, the steps required might be

different.

A Cl i Startéd, oRuno .

B. Enter the NCPACGPHNd
and pOKdss 0o

The oNetwork Connections 6 wi ndow

= Run

S

=== Typethe name of a program, folder, document, or Internet

(o]

[ QK ] | Cancel | | Browse...

resource, and Windows will open it for you.

77N\

Wi

C. Ri ght c | liocakAreg Gonnectian 6

(wired or wireless, depending on the
connection you use) and select
OProperties 6 .

| appear.

AL
W G

Local Area Connecticn

Disable

Diagnose
Bridge Connections

Create Shortcut

Rename

((D:> Properties

[
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The Properties window of the Local Area Connection will appear.

D. Selectth e Intérnet Protocol [ Local Area Connection Properties &J

™

Version 4 (TCP/IPv4)6 and cl |
OProperties 6 . Networking | Sharing

Connect using:

l_-? Atheros L1 Gigabit Ethemet 10/100/1000Base-T Controlle

This connection uses the following items:

o8 Client for Microsoft Networks
4Bl 0105 Packet Scheduler
gﬁle and Printer Sharing for Microsoft Networks
I i |ntemet Protocol Version 6 (TCP/IPvE)
@: "> [ - Intemet Protocol Version 4 (TCP/IPv4)
i Link-Layer Topology Discovery Mapper /0
i link-Layer Topology Discovery Responder

,

The Properties window of the Internet Protocol Version 4 (TCP/IPv4) will appear.

E. Set the . pr thajnran Pes InterQPmtholVersion4(TCPﬂPu4) Properties [ili:_hJ
address automatically 6 and press

00Kb to S aeﬁiegs_t he General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
r this qapabiitg. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

197)

F. Pre®©®K o n the prop
window of the Local Area

Connection to save the Settings- (@ Obtain an IP address automatically @
() Use the following IP address:

(@ Obtain DMS server address automatically

() Use the following DNS server addresses:

v

10
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4.2  Checking your connection

With the Command Prompt of Windows you can verify if you h
your (wired or wireless) Loca | Area Connection. This example

ave received a correct IP address on
is based on Windows Vista with

Service Pack 1. Windows Vista needs administrative rights to perform the steps below. There is an

explanation on how to gain administrative rights.

A. CIl i 6start6d, oAll programs 6 A OAccessoriesdé , r i g hGomneahdiPoolpt® and sel e
ORun as administrator 6 .You might get a warning message, which you need to accept by
c |l i c IContinge 60.
The Command Prompt will appear. Make sure the Command Prompt title bar mentions
O0Administrator: Command P rompt6 .  WhA@ministtator 6 i s not mentioned, yo
needed administrative rights for these steps and you will need to perform step A again.
B. Enter the IPGONRGNEANAJd EPTERS s
E¥ Administrator: Command Prompt |—I—J‘:' | 5 oo
IC:~Windowsssystem32>ipeconfig -e
Windows IP Configuration
[Ethernet adapter Local Area Connection:
Connection ecific DNS Suffix . :
Link-local v6 Address : feBA::414e:2c26:6378:a7F8x8
IPud Addre I 1 192.168.A.188
Subnet Mask : 255.255.255.8
Default Gateway : 192.168.8.1
Tunnel adapter Local fArea Connection®* 6:
Media State : Media disconnected
Connection—specific DNS Suffix H
Tunnel adapter Local firea Connectionx* 7:
Media State : Media disconnected
Connection—specific DNS Suffix
IC:Windowsssystem32 >
You should see the following information
IPv4 Address :192.168.0.xxx (Where xxx can vary between 100 ~ 199).
Subnet Mask : 255.255.255.0
Default Gateway  : 192.168.0.1
If the information shown above matches your configuration you can continue the configuration of
the device in Chapter 5.
If the inform ation shown above does not match your configuration (i.e. your IP address is
169.254.xxx.xxx) please check the options below:
1. Power off and power on the device.
2. Reconnect the LAN cable to the device and to your computer.
3.  Renew the IP address of your computer with the following commands:
-OIPCONFIG/RELEASE t o release the incorrect | P addr
-OIPCONFIG/RENEW t o receive a new | P address from

11
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IC:s\Windows\system32»ipconfig Arelease -e

Mindows IP Configuration

fin error occurred while releasing interface Loopback Pseudo-Interface 1 = The
Istem cannot find the file specified.
[Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix . :
Link-local IPub Address . . . . . : feBB::414e:2c26:6398:a9f8x8
Default Gateway . . . . . . . ]
Tunnel adapter Local Area Connection¥* 6:

Media State . . . * Media disconnected
Connection—spec 1f 1c DNS Sufflx H

Tunnel adapter Local firea Connection®* 7:

Media State . . . & Media disconnected
Connectlun—ﬂpec1f1c DNE Suffix’ H

C:~Windowsssystem32>ipconfig ~renew -e
Mindows IP Configuration
An error occurred while releasing interface Loopbhack Pseudo—-Interface 1 : The
l=tem cannot find the file =specifie
[Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix H
Link-local IPve Address . . ¢ feB@::414e:2c26:6398:a7F8x8
IPv4 fAddress. . . . . . 192.168.6.16808
Subnet Mask . . . . . - 255 .255.255.8
Default Gateway . . . .. 192.168.8.1

Tunnel adapter Local fArea Connection®* 6:

Media State . . . & Media disconnected
Cnnnectlnn—ﬂpeclflc DNE Suffix’ H

Tunnel adapter Local firea Connection®*® 7:

Media State . . .t Media disconnected
Connectlun—spec1f1c DNE Suffix H

IC:sWindows\system32 >

Bl Administrator: Command Prompt | = [

sy

sy

If above steps do not solve the IP address problem, you can reset the device to the factor y default
settings with the Reset button on the back of the device.
Press and hold the Reset button for +/ - 15 seconds to load the factory default settings. When the
Status LED is active again, repeat step B to renew your IP address.

Note:

If the problem remains, check if all cables are connected correctly. The ADSL port should be

connected to the ADSL line and the LAN port to the computer.

12
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5. Modem router configuration

This chapter describes how to configure the C150APRAZ2 using the built-in Quick Start Wizard. After
completing the steps in this chapter your router has been set up for an ADSL connection and will be
able to connect to the internet.

5.1 Factory default settings

The C150APRA2 is preconfigured with several settings. The preconfigured settin gs can be found
below:

IP Address : 192.168.0.1 (DHCP Server for LAN/WLAN clients Enabled)
Username : admin (select this user)

Password : admin (small characters)

Wireless SSID : C150APRA2

Wireless Channel : Channel 6
Wireless Security  : WPA2
UPnP : disabled (can be enabled when internet connection is configured)

When you have changed settings in the configuration of the C150APRA2, they will be saved to the

memory of the router. To restore the factory default settings, press and hold the reset butt ~ on on
the back of the device for +/ - 15 seconds.

5.2 Web-based configuration

The configuration of the C150APRA2 is web based. You will need a web browser for the
configuration of the device.

Note: For configuration of the router it is advised to use a LAN cable connection to the device
instead of a wireless connection.

A. Start your web browser (like: Internet Explorer, FireFox, Safari or Chrome).

B. Enter the IP address of the device in the address bar of your web browser (by default:
http://192.168.0.1/ ).

C. You will first get a login window asking you for a User name and Password. Select the user
oadminé from the dropdown | ist, ent er(defadite dapgrarsdswo r
and clogimdk t® e nt ebasetdordiguratorn

13
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When the Username and Password ar evewiewd egdge :he

CONCEPTRONIC

The Concept al Global Communicason
| Sewp  Advanced | Management __Saus ___Help |

‘Welcome admin, Logout

|
Wizard

Internet Setup

Wireless
Local Network
Time and Date

Logout

SETTING UP YOUR INTERNET

There are two ways to set up your Internet connection. You can use the Web-based Internet Connection Setup Wizard or

you can manually configure the connection.

Please make sure you have your ISP's connection settings first f you choose manual setup.

INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new Router to the Internet. You will be presented
with step-by-step instructions in order to get your Internet connection up and running. Click the button below to begin.

Setup Wizard

MNote: Before launching the wizard, please ensure you have correctly folowed the steps outlined in the Quick Instzallation

Guide included with the router.

Theovetviewé page shows a quick menu f

or confi

gur i

14
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5.3 Setup

I n tSetep60 menu, you can cconfiguratigrufer gourtmbdem roues. i

5.3.1 Setup - Wizard

Wizard helps you to fast and accurately configure Internet connection and other important
parameters. The following sections describe these various configuration parameters.

When subscribing to a broadband service, be aware of the Internect connection mode. The physical
WAN device can be Ethernet, DSL, or both. Technical information about properties of Internet
connection is provided by your Internet service provider (ISP). For example, your ISP shou Id inform
you whether you are connected to the Internet using a static or dynamic IP address, and the
protocol, such as PPPoA or PPPoE, that you use to communicate on the Internet.

Stepl ChooseSetup > Wizard. The page as shown in the following figure appears:

Welcome admin, Logout
CONCEPTRSNIC
—
" “sowp | Advanced | Managoment | Staws | Help |
SETTING UP YOUR INTERNET
‘Wizard
Internet Setup There are two ways to set Up your Internet connection. You can use the Web-based Internet Connection Setup Wizard or

You can manually configure the connection.

Please mzke sure you have your ISP's connection settings first f you choosa manual setup.

INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new Router to the Intemet. You wil be presented
with step-by-step instructions in order to get your Intemet connection up and running. Click the button below to begin.

Setup Wizard

Note: Before launching the wizard, please ensure you have correctly folowad the staps outined in the Quick Instalation
Guide included with the router.

Step 2  Click Setup Wizard. The page as shown in the following figure appears:

WELCOME TO SETUP WIZARD

This wizard wil guide you through a step-by-step process to configure your new router and connect to the Internet.

= Step 1 : Set Time and Date

= Step 2 : Setup Internet Connection
= Step 3 : Configure Wireless Network
= Step 4 : Completed and Quit

There are four steps to configure the device. Click Next to continue.

15
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Step 3  Set the time and date. Then, click Next.

STEP 1: SET TIME AND DATE

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system clock.
From this section you can set the time zone that you are in and set the NTP (Network Time Protocol) Server. Daylight
Saving can also be configured to automatically adjust the time when needed.

TIME SETTING

Automatically synchronize with Internet time servers

NTP time server : | 0.conceptronic poolntp.org v

TIME CONFIGURATION

Time Zone : ‘ (GMT+01:00} Amsterdam, Berlin, Rome, Stockhelm, Vienna, Paris 4

[] Enable Daylight Saving

Step4  Configure the Internet connection.
Select the country and | SP from the drop-down list. If the Country is set to Belgium, the
ISPis set to FullADSL, the Protocol is set to PPPoEor PPPoA the page as shown in the
following figure appears:

STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Internet Service Provider) from the list below.

15P : | FullADSL v
Protocol :
Encapsulation Mode:
VPL: § (0-255)
VCI: | 35 (32-65535)

Search Available PVC :

PPPOE/PPPOA

Please enter your Username and Password as provided by your ISP (Internet Service Provider). Please enter the
information exactly as shown taking note of upper and lower cases. Click "Next" to continue.

Username :
Password :

Confirm Password :

You need to enter the user name and password for PPPoE or PPPoA dialup.

16
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If the Protocol is setto Dynamic IP, the page as shown in the following figure appears:

STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Internet Service Provider) from the list below.

15P : [FullADSL v

Protocol : | Dynamic IP ¥
Encapsulation Mode:

VPI: |8 (0-255)

VvaI:| 35 (32-65535)

Scan

Search Available PVC

If the Protocol is set to Static IP, the page as shown in the following figure appears:

STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Intemet Service Provider) from the list below.

15P : | FullADSL v

Protocol : | Static P~

Encapsulation Mode:

VPL:|8 (0-255)

VCIL:| 35 (32-65535)
Search Available PVC :

STATIC IP

You have selected Static IP Internet connection. Please enter the appropriate information below as provided by your ISP,
The Auto PVC Scan feature will not work in all cases so please enter the YPI/VCI numbers if provided by the ISP.
Click Next to continue.

IP Address :
Subnet Mask :
Default Gateway :

Primary DNS Server :

You need to enter the information of the IP address, subnet mask, and gateway.

17
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If the Protocol is setto Bridge, the page as shown in the following figure appears:

STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Internet Service Provider) from the list below.

county:
18P : | FullADSL v
Protocol :
Encapsulation Mode:
ver: (0255
ver: (32:65535)

Search Available PVC :

If you click Scan, the system automatically searches the available PVCs.

STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Internet Service Provider) from the list below.

couny:
ISP : |FullADSL v
Protocol :
Encapsulation Mode:
. -
ver: (52:65535)

Search Available PVC : | 5o Searching PVC 0/51 ...

After the searching is complete, the result appears next to the

Scan button.

STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Internet Service Provider) from the list below.

country: [Bagm %]
15P : | FullADSL v
Protocol :
Encapsulation Mode:

VPI: 8 (0-255)

VCI:| 35 (32-65525)
Search Available PVC : No Avalable PVC.

After setting, click Next.

18
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Step5 Configure the wireless network. Enter the information and click  Next.

STEP 3: CONFIGURE WIRELESS NETWORK

Your wireless network is enabled by defauft. You can simply uncheck it to disable it and click "Next" to skip configuration of
wireless netwark.

Enable Your Wireless Network :

Your wireless network needs 2 name so it can be easily recognized by wireless clients. For security purposes, it is highly
recommended to change the pre-configured network name.

Wireless Network Name (S5ID) :  C150APRA2

Select "Visible" to publish your wireless network and SSID can be found by wireless clients, or select "Invisible” to hide your
wireless network so that users need to manually enter SSID in order to connect to your wireless network.

Visibility Status: & visble O Invisible

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the
following wireless network security settings.

O None O wep O WPA-PSK @ WPA2-PSK

Security Mode:\WPAZ-PSK
Select this option i your wireless adapters support WPAZ2-PSK.

MNow, please enter your wireless security key @

WPA2 Pre-Shared Key : | ABDRSIGBBQHP
(8-63 characters, such as a~z, A~Z, 0r 0~9, i.e. "%Fortress123&")

Note: You will need to enter the same key here into your wireless clients in order to enable proper wireless connection.

Step 6  View the configuration information of the device. To modify the information, click Back.
To effect the configuration, click Apply.

19
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STEP 4: COMPLETED AND RESTART

Setup complete. Click "Back” to review or modify settings.

If your Internet connection does nok work, you can try the Setup Wizard again with zlternative settings or use Manual Setup
instead if you have your Internet connection details as provided by your ISP.

SETUP SUMMARY

Below is a detailed summary of your settings. Please print this page out, or write the information on 2 piece of paper, so
you can configure the correct settings on your wireless client adapters.

Note: In each step of the Wizard page, you can click Back to review or modify the previous
settings or click Cancel to exit the wizard.

20
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5.3.2 Setup - Internet Setup

ChooseSetup > Internet Setup . The page as shown in the following figure appears:

Welcome admin,
CSNCEPTRSONIC S

The Cancspt of Global Communicaian
"Sewp  Advanced | Management | Stamws | Help

INTERNET SETUP

Choose "Add", "Edit", or "Delete” to configure WAN interfaces.

WAN SETUP

Date VPI/VCI VLANID ENCAP Service Name Protocol State Status Default Gateway Action

[} 848 0 VCMUX pppos 848 0.0 PPPoA 1  Connected [ Disconnect |
0go

In this page, you can configure the WAN interface of the device.
Click Add and the page as shown in the following figure appears:
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D £~ T— - =3 \l\
 CONCEPTRONIC “ ~
| The Comcepof Globl Commscaton s o

e, Setup Advanced Management Statu: Help : A
INTERNET SETUP

Wizard
Internet Setup
Wireless

Local Network
Time and Date

Logout

This screen allows you to configure an ATM PVC identifier (VPI and VCI) and select a service category.

ATM PVC CONFIGURATION

CONNECTION TYPE

VPL:

VCI:

Service Category :
Peak Cell Rate :
Sustainable Cell Rate :

Maximum Burst Size :

8

48

UBR With PCR :

0

0

0

(0-255)
(32-65535)

(cells/s)

(cells/s)

Protocol

Ei ion Mode

:|PPP over ATM (PPPoA)

=

: | VCMUX j

802.1Q VLAN ID

PPP USERNAME AND PASSWORD

Authentication Method

PPP Username :
PPP Password :

Confirm PPP Password :

Dial-up mode :
Inactivity Timeout :
MRU Size :

Keep Alive :

Use Static IP Address :
1P Address :

alliance

sesssnsnse

1 AUTO :
AlwaysOn []

NETWORK ADDRESS TRANSLATION SETTINGS

(Seconds [0-65535])
(128~1540})

Enable WAN Service

Enable NAT :

Service Name :  pppoa_8_48_0_0
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The following table describes the parameters in this page.

ATM PVC CONFIGURATION

Field

Description

Virtual Path Identifi er (VPI) is the virtual path between two points

VPl in an ATM network. Its value range is from 0 to 255.
Virtual Channel Identifier (VCI) is the virtual channel between two
VCI points in an ATM network. Its value range is from 32 to 65535 (0 to

31 is reserved for local management of ATM traffic).

Service Category

Select UBR with PCR UBR without PCR, CBR Non Realtime VBR,
or Realtime VBR from the drop -down list.

Peak Cell Rate

Set the maximum transmission rate of the cell in ATM transmission.

Sustainable Cell Rate

Set the minimum transmission rate of the cell in ATM transmission.

Maximum Burst Size

Set the maximum burst size of the cell in ATM transmission.

CONNECTION TYPE

Field

Description

Protocol

Select PPP over ATM (PPPoA) PPP over Ethernet (PP PoE), MAC
Encryption Routing (MER) , IP over ATM (IPoA), or Bridging from
the drop -down list.

Encapsulation Mode

Select LLC or VCMUXfrom the drop -down list. Usually, you can
select LLC.

802.1Q VLAN ID

If you enter a value, packets from the interface ist agged with the
set 802.1q VLAN ID. Its value range is 34094, while O indicates to
disable this function.

NETWORK ADDRESS TRANSLATION SETTINGS

Field

Description

Enable Bridge Service

Select or deselect the check box to enable or disable the WAN
connection.

Service Name

The name to identify the WAN connection. You need not modify it.
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5.3.3 Setup - Wireless

This section describes the wireless LAN and some basic configuration. Wireless LANs can be as
simple as two computers with wireless LAN cards communicating in a pear -to-pear network or as
complex as a number of computers with wireless LAN cards communicating through access points
that bridge network traffic to a wired LAN.

ChooseSetup > Wireless. The WIRELESS SETTINGSge as shown in the followin g figure appears:

Welcome admin,
CSNCEPTRSONIC B

The Cancept of Global Communicasan
| sewp | savanced  ansgement _Sews | el |

| Setup | | WIRELESS SETTINGS -- WIRELESS BASIC
Wizard

Configure your wireless basic settings.

Internet Setup

Wiireless Basic

Wireless

Wireless Basic
WIRELESS SETTINGS -- WIRELESS SECURITY

Wireless Security

Local Hetwork Configure your wireless security settings.

Time and Date Wireless Security

Logout

5.3.3.1 Setup dWireless - Wireless Basic

In the WIRELESS SETTING®ge, click Wireless Basic. The page as shown in the following figure
appears:

Welcome admin,
CSNCEPTRSNIC i

The Comcapt Communicasian
| sewp | Advanced __ Monogement ___Staus | __telp |

- | WIRELESS BASIC
Wizard

Use this section to configure the wireless settings for your router. Please note that changes made in this section will also

TR i) need to be duplicated to your wireless clients and PC.

Wireless

Wireless Basic
WIRELESS NETWORK SETTINGS

Wireless Security Enable Wireless:

Local Network Enable MultiAP Isolation:
Time and Date Wireless Network Name (SSID) :
- Visibility Status : @ Vvisihle O Invisible
Country ‘

: | Europe

Wireless Channel :
1802 |~
: [=]

Logout

802.11 Mode

Band Width

Please take note of your SSID as you wil need to duplicate the same settings to your wireless devices and PC.

In this page, you can configure the parameters of wireless LAN clients that may connect to the
device.

24



CONCEPTRONIC C150APRA2 ENGLISH

The following table describes the parameters in this page.

Field Description
] Select or deselect the check box to enable or disable the wireless
Enable Wireless ;
function.
Select or deselect the check box to enable o r disable multiAP
Enable MultiAP Isolation isolation. If this function is enabled, clients of different SSIDs
cannot access each other.
Wireless Network Name Network name. It can contain up to 32 characters. It can consist
(SSID) of letters, numerals, and/or underlines.

Visible indicates that the device broadcasts the SSID.
Invisible indicates that the device does not broadcast the
SSID.

Country Select the country where you are in from the drop -down list.

Visibili ty Status

Select the wireless channel used by th e device from the drop -
Wireless Channel down list. You can select Auto Scan or a value from CH1Ai CH13.
Auto Scan is recommended.

Select the 802.11 mode of the device from the drop -down list.
802.11 Mode The device supports 802.11b, 802.11g, 802.11n, 802.11b/g,
802.11n/g, and 802.11b/g/n.

You can set the bandwidth only in the 802.11n mode. You can set
the bandwidth of the device to 20M or 40M.

Band Width

Click Apply to save the settings.
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5.3.3.2 Setup dWireless - Wireless Security

In the WIRELESS SETTING$&ge, click Wirele ss Security. The page as shown in the following figure
appears:

Welcome admin,
CSNCEPTRONIC S

The Comcept of Global Communicaian
__Sewp _Advanced _Monagement S _Help
]

WIRELESS SECURITY

Sety

£l

5 Use this section to configure the wireless security settings for your router. Please note that changes made on this section
will also need to be duplicated to your wireless clients and PC.

- WIRELESS SECURTTY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level

of security.
d Da
Security Mode : Auto{WPA or WPAZ) [~ |
WPA Encryption : | TKIP+AES [+
WPA

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the client
supports will be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are
not allowed access with WPA security. For maximum compatibiity, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security made (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

WPA Mode : Auto(WPA or WPA2)-PSK =]

Group Key Update Interval :

PRE-SHARED KEY

st e

Please take note of your 551D and security Key as you will need to duplicate the same settings to your wireless devices and
PC.

Wireless security is vital to your network to protect the wireless communication among wireless
stations, access points and the wired network. This device provides the following encryption
modes: None, WER, Auto (WPA or WPA2), WPA2 Only, and WPA Only.
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WEP

If the Security Mode is set to WEP, the page as shown in the following figure appears:

WIRELESS SECURITY

Use this section to configure the wirelass security settings for your router. Please note that changes made on this section
will also need to be duplicated to your wireless clients and PC.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level
of security.

Securiy Mode:

WEP

If you choose the WEP security option this device wil ONLY operate in Legacy Wireless mode (802.11B/G).

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router and the wiraless
stations. For 64 bit keys you must enter 10 hex digits into each key box. For 128 bit keys you must enter 26 hex digits
into each key box. A hex digt is either a number from 0 to 9 or a letter from A to F. For the most secure use of WEP set
the authentication type to "Shared Key" when WEP is enabled.

You may also enter any text string into a WEP key box, in which case it wil be converted into 2 hexadecimal key using the
ASCHI values of the characters. A maximum of 5 text characters can be entered for 64 bit keys, and 2 maximum of 13
characters for 128 bit keys.

WEP Key Length :|E4 bits(10 hex digits or 5 char) V‘

Choose WEP Key : “
WEP Keyl :

'WEP Key2 :
'WEP Key3 :
'WEP Key4 :

Authentication :

Please take note of your SSID and security Key as you will need to duplicate the same settings to your wireless devices and
PC.

The following table describes the parameters in this page.

Field Description

You can select 64 bits or 128 bits from the drop -down list.

= If you select 64 bits, you need to enter 10 hexadecimal

WEP Key Length numbers or 5 characters.

= If you select 128 bits, you need to enter 26 hexadecimal
numbers or 13 characters.

Select the WEPkey from the drop -down list. Its value range is 1 i

4,

WEP Keys 14 Set the 64 bits or 128 bits key, in the format of H ex or ASCII.

Select the authentication mode from the drop -down list. You can

select Open or Share Key.

Choose WEP Key

Authentication

Click Apply to save the settings.
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Auto (WPA or WPA2)

If the Security Mode is set to Auto (WPA or WPA2), the page as shown in the following figure
appears:

WIRELESS SECURITY

Use this section to configure the wireless security settings for your router. Please note that changes made on this section
will 2lso need to be duplicated to your wireless clients and PC.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level

of security.
Security Mode : | Auto(VWPA or WPAZ) «
WPA Encryption :
WPA

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the client
supports will be used. For best security, use WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy stations are
not allowed access with WRA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server,

WPA Mode : | Auto[WPA or WPAZ)-PSK v

Group Key Update Interval : 100

PRE-SHARED KEY

Pre-Shared Key : sssssssssces

Please take note of your S5ID and security Key as you wil need to duplicate the same settings to your wireless devices and

PC.

The following table describes the parameters in this page.

Field Description
WPA Mode You can select Auto (WI?A or WPA2)-PSKor Auto .(WPA or
WPA2)-WPA for Enterprise from the drop -down list.
Group Key Update Interval Set the interval for updating the key.
Pre-Shared Key Set the preshared key to identify the workstation.
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If the WPA Mode is set to Auto (WPA or WPA2)-Enterprise , the page as shown in the following
figure appears:

WIRELESS SECURITY

Use this section to configure the wireless security settings for your router. Please note that changes made on this section
will also need to be duplicated to your wireless clients and PC.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level

of security.
Security Mode : | Auto(WPA or WPAZ) +
‘WPA Encryption :
WPA

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibilty. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPAZ capable. Also the strongest cipher that the client
supports will be used. For best security, use WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy stations are
not allowed access with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some
aaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an extemal RADIUS server.

WPA Mode : |Auto(WF’A or WPAZ)WPA for Radius v

Group Key Update Interval : | 100

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients via a remote RADIUS server.

RADIUS server IP Address : | 192.168.0.1
RADIUS server Port : | 2301
RADIUS server Shared Secret : | testradiuskey

Please take note of your SSID and securty Key as you will need to duplicate the same settings to your wireless devices and

PC.
Apply || Cancel

You need to enter the IP address, port, shared key of the RADIUS server.

Click Apply to save the settings.
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WPA2 Only

If the Security Mode is set to WPA2 only, the page as shown in the following figure appears:

WIRELESS SECURITY

Use this section to configure the wireless security settings for your router. Please note that changes made on this section
will also need to be duplicated to your wireless clients and PC.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security featuras. This device supports three wireless security modes
including: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level
of security.

Security Mode : | VWWPAZ2 only A
WPA Encryption :

WPA

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the client
supports will be used. For best security, use WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy stations are
not alowed access with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server, The WPA option requires an external RADIUS server.

WPA Mode : WPA2-PSK i

Group Key Update Interval : 100

PRE-SHARED KEY

Pre-Shared Key : ssssssssssss

Please take note of your S5ID and security Key as you wil need to duplicate the same seftings to your wireless devices and
PC.

Parameters in this page are similar to those in the page for Auto (WPA or WPA2).

Click Apply to save the settings.
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WPA Only

If the Security Mode is set to WPA only, the page as shown in the following figure appears :

WIRELESS SECURITY

Use this section to configure the wireless security settings for your router. Please note that changes made on this section
will also need to be duplicated to your wireless clients and PC.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level

of security.

Security Mode : | WWPA only -
'WPA Encryption : | TKIP e

WPA

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the dient
supports will be used. For best security, use WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy stations are
not allowed access with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

'WPA Mode : | WWPA-PSK e

Group Key Update Interval : | 100

PRE-SHARED KEY

Pre-Shared Key : | ssssssssssss

Please take note of your S5ID and security Key as you wil need to duplicate the same settings to your wireless devices and
PC.

Parameters in this page are similar to those in the page for Auto (WPA or WPA2).

Click Apply to save the settings.
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5.3.4 Setup - Local Network

You can configure the LAN IP address according to the actual application. The preset IP address is
192.168.0.1. You can use the default settings and DHCP service to manage the IP settings of the
private network. The IP address of the device is the base address used for DHCP. To use the device
for DHCP in your LAN, the IP address pool used for DHCP must be comptble with the IP address of
the device. The IP address available in the DHCP IP address pool changes automatically if the IP
address of the device changes.

You can also enable the secondary LAN IP address. The primary and the secondary LAN IP addresses
must be in different network segments.

Choose Setup > Local Network . The LOCAL NETWORKpage as shown in the following figure
appears:

Welcome admin,
CSNCEPTRONIC S

The Comcapt Communicasian
| Sewp _Advanced | Momagement St ___Help__

e — LOCAL NETWORK
Wizard

This section allows you to configure the local netwaork settings of your router. Please note that this section is optional and
you should not need to change any of the settings here to get your network up and running.

Internet Setup

Wireless

Local Network
ROUTER SETTINGS

Time and Date
Use this section to configure the local network settings of your router. The Router IP Address that is configured here is
Logout the IP Address that you use to access the Web-based management interface. If you change the IP Address here, you
may need to adjust your PC's network settings to access the network again.

Router IP Address : | 192.168.0.1

Subnet Mask : | 255.255.255.0

Domain Name :

Configure the second IP Address and Subnet Mask for LAN

IP Address :

Subnet Mask :

DHCP SERVER SETTINGS (OPTIONAL)

Use this section to configure the buit-in DHCP Server to assign IP addresses to the computers on your network.

Enable DHCP Server

DHCP IP Address Range :

to 192.168.0.200

DHCP Lease Time : | 100 (seconds)

DHCP RESERVATIONS LIST

Status Computer Name MAC Address IP Address

NUMBER OF DYNAMIC DHCP CLIENTS : 0

Computer Name MAC Address IP Address Expire Time
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By default, Enable DHCP Server is selected for the LAN interface of the device. DHCP service
provides IP settings to workstations configured to automatically obtain IP settings that are
connected to the device through the Ethernet port. When the device is used for DHCP, it becomes
the default gateway for DHCP client connected to it. If you change the IP address of the d evice, you
must also change the range of IP addresses in the pool used for DHCP on the LAN. The IP address
pool can contain up to 253 IP addresses.

Click Apply to save the settings.

In the LOCAL NETWORKbage, you can assign LAN IP addresses for specificcomputers according to
their MAC addresses.

DHCP RESERVATIONS LIST

Status Computer Name MAC Address 1P Address

Click Add to add static DHCP reservation. The page as shown in the following figure appears:

ADD DHCP RESERVATION (OPTIONAL)

Enable : []
Computer Name :
TP Address :

MAC Address :

The following table describes the parameters in this page.

Field Description

Select the check box to r eserve the IP address for the designated
PC with the configured MAC address.

Enter the computer name. It helps you to recognize the PC with
the MAC address. For exampl e, H
IP Address Enter the IP address of the computer.

MACAddress Enter the MAC address of the computer.

Enable

Computer Name

Click Apply to save the settings.

After the DHCP reservation information is saved, the DHCP reservations list displays the information.
If the DHCP reservations list is not empty, you can select one or mor e items and click Edit or
Delete.

The NUMBER OF DYNAMIC DHCP CLIENp&ge displays the DHCP clients (PCs or Laptops) currently
connected to the device and the detailed information of the connected computers.

NUMBER OF DYNAMIC DHCP CLIENTS : O

Computer Name MAC Address IP Address Expire Time
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5.3.5 Setup - Time and Date

ChooseSetup > Time and Date . The TIME AND DATEpage as shown in the following figure appears:

The Cencest

CONCEPTRONIC

Communicasian,
| sewp | Advanced ___Monogement ___Staus _|_telp |

Welcome admin, Logout

Wizard

Internet Setup

Wireless
Local Network
Time and Date

Logout

TIME AND DATE

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system clock.
From this section you can set the time zone that you are in and set the NTP (Network Time Protocol) Server. Daylight

Saving can also be configured to automatically adjust the time when needed.

TIME SETTING

Automatically synchronize with Internet time servers

NTP time server : | 0.conceptrenic.poelntp.org

TIME CONFIGURATION

Current Local Time: 2010-03-02 15:06:28

Time Zone; | (GMT=01:00) Amsterdam, Berlin, Rome, Stockholm, Vienna, Paris [ |

[] Enable Daylight Saving

Daylight Saving Start:

Hour Min Sec
Hour Min Sec

Daylight Saving End:

In the TIME AND DATEpage, you can configure, update, and maintain the time of the internal

system clock. You can set the time zone that you are in and the network time proto

col (NTP) server.

You can also set daylight saving time to automatically adjust the time when needed.

Select Automatically synchronize with Internet time servers

Select the appropriate time server and the time zone from the corresponding drop

-down lists.

Select Enable Daylight Saving if necessary. Enter the correct the start and end time of the daylight

saving.

Click Apply to save the settings.
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5.3.6 Setup - Logout

ChooseSetup > Logout. The page as shown in the following figure appears:

LOGOUT

Logging out will close the browser.

Click Logout to log out of the configuration page.
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5.4 Advanced

This section contains advanced features used for network management, security and administrative
tools to manage the device. You can view the status and other information of the device, to
examine the per formance and troubleshoot.

5.4.1 Advanced 0 Port Forwarding

This function is used to open ports in your device and re -direct data through these ports to a single
PC in your network (WAN-to-LAN traffic). It allows remote users to access services in your LAN, s uch
as FTP for file transfers or SMTP, and POP3 for email. The device receives remote requests for
these services at your public IP address. It uses the specified TCP or UDP protocol and port, and
redirects these requests to the server on your LAN with th e specified LAN IP address. Note that the
specified private IP address must be within the available IP address range of the subnet where the
device is in.

ChooseAdvanced > Port Forwarding . The page as shown in the following figure appears:

Welcome admin, Logout
CSNCEPTRSONIC
The Conapt of Global Communicalion
"Sewp | Advanced | Management | Staws | Help
s PORT FORWARDING

Ad ed . Port Forwarding allows you to direct incoming traffic from the WAN side (identified by protocol and external port)to the
3 = internal server with a private IP address on the LAN side. The internal port is required only if the external port needs to be
converted to 2 different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Selact the service name, and enter the server TP address and click "Apply” to forward IP packets for this service to the
Parental Ca * specified server. Note: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automatically changes

g Optio accordingly.

QOSs Config Note: You have to open the pvc's WAN Service at "Management "-- "Access Controls” - "Services™ that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

Click Add to add a virtual server. See the following figure:
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Management Statu

Port Forwarding
Advanced Wireless
DMZ

Parental Control

Filtering Options

QOS Config
Firewall Settings
DNS

Dynamic DNS
Network Tools
Routing
Schedules

Logout

Select a service for a preset application or enter the name in the

PORT FORWARDING

Port Forwarding allows you to direct incoming traffic from the VWAN side (identified by protocol and external port)to the
internal server with a private IP address on the LAN side. The internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and click "Apply” to forward IP packets for this service to the
specified server. Note: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automatically changes
accordingly.

MNote: You have to open the pvc's WAN Service at "Management "-- "Access Controls” - "Services” that the Port
Forwarding configration will become effective.

PORT FORWARDING SETUP

R ot e SN ol e e B

PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32
: | pppoa_B_48 0 0 j
Server Name :
® Select a Service : FTP Senver

WAN Ci

© Custom Server :

Schedule : ﬂ View Avaiable Schedules
oo |

ENGLISH

Custom Server field.

Enter an IP address in the Server IP Address field, to appoint the corresponding PC to receive

forwarded pack ets.
The port table displays the ports that you want to open on the device. The
type of protocol used by each port.

Protocol indicates the
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Click Apply to save the settings. The page as shown in the following figure appears. A virtual server
is added.

—=

CONCEPTRO/NIC

PORT FORWARDING

Port Forwarding

Port Forwarding allows you to direct incoming traffic fraom the WAN side (identified by protocol and external port)to the
internal server with a private IP address on the LAN side. The internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Advanced Wireless

DMZ
Select the service name, and enter the server IP address and click "Apply” to forward IP packets for this service to the
Parental Control specified server. Note: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port
) Start or the External Port End changes, the Internal Port Start or Internal Port End automatically changes
Filtering Options accordingly.
‘QOS Config HNote: You have to open the pvc's WAN Service at "Management " "Access Controls” — "Services™ that the Port

Forwarding configration will become effective.
Firewall Settings

DNS

PORT FORWARDING SETUP

I e T et e he B
1 I = I = )

Dynamic DNS

Network Tools
Routing

Schedules

Logout
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5.4.2 Advanced 6 Advanced Wireless

This function is used to modify the standard 802.11g wireless settings. It is recommended not
changing the default settings, because incorrect settings may affect the performance of the

wireless performance. The default s ettings provide the best wireless performance in most
environments.

Choose Advanced > Advanced Wireless. The ADVANCED WIRELESSge as shown in the following
figure appears:

Welcome admin, Logout
CONCEPTRONIC :

The Concept Communicasan
| Sewp  Advanced _Management ___Stus | _felp |
]

ADVANCED WIRELESS - ADVANCED SETTINGS

Allows you to configure advanced features of the wireless LAN interface.

Advanced Settings
d d Ling
g
ADVANCED WIRELESS -- MAC FILTERING
ting
p etting Allows you to configure wirelass firewall by denying or allowing designated MAC addresses.
D MAC Filtering

g Optio ADVANCED WIRELESS - SECURITY SETTINGS

Allows you to configure security features of the wireless LAN interface.

Security Settings
D
Dyna D
ADVANCED WIRELESS -- WPS SETTING
0 ools
R Allows you to configure wireless WPS.
edules WPS Setting
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54.2.1

Advanced dAdvanced Wireless d Advanced Settings

In the ADVANCED WIRELESgage,

click Advanced Settings. The page as shown in the following

figure appears:

== Z=

y -
CONCEPTRSNIC

Status

Advanced Management

Advanced Setting
MAC Filteri
Security Settings
WPS Settings
DMZ
Parental Control

Filtering Options

QoS Config

Firewall Settings
DHNS

Dynamic DNS
Network Tools
Routing
Schedules

Logout

ADVANCED SETTINGS

These options are for users that wish to change the behaviour of their 802.11g wireless radio from the standard setting. We
does not recommend changing these settings from the factory default. Incorrect settings may impai the performance of
your wireless radio. The default settings should provide the best wireless radio performance in most environments.

ADVANCED WIRELESS SETTINGS

Transmission Rat

Multicast Rate :
Transmit Power :

Beacon Period : (20~ 1024)
(0~ 2347)

(256 ~ 2346)

RTS Threshold : 2346

Fragmentation Threshold :

DTIM Interval : (L~ 255)

o

Preamble Type : long

SSID

Enable Wireless :

1| C1504PRA2

Visibility Status : @ Visble © Invisble
User Isolation :

Wireless Network Name (SSID)

Disable WMM Advertise :

Max Clients : (0~32)

‘GUEST/VIRTUAL ACCESS POINT-1

Enable Wireless Guest Network : [/

R

© veble © Invisble

Guest SSID 1| C150APRA2_1
Visibility Status :

User Isolation :

Disable WMM Advertise :

Max Clients : (0 ~32)

GUEST/VIRTUAL ACCESS POINT-2

Enable Wireless Guest Network :

1 C150APRA2_2

Visibility Status : © Visble © Invishle

Guest SSID

User Isolation :
Disable WMM Advertise :

Max Clients : (0~32)

GUEST/VIRTUAL ACCESS POINT-3

Enable Wireless Guest Network :

4]

Guest SSID : C150APRAZ_3

Visibility Status : © Visble © Invisble
User Isolation :
Disable WMM Advertise :

Max Clients : (0~32)
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The following table describes the parameters in this page.

ADVANCED WIRELESS SETTINGS

Field

Description

Transmission Rate

Select the transmission rate of the wirele ss network from the
drop-down list.

Multicast Rate

Select the multicast transmission rate of the wireless network
from the drop -down list. You can select Lower or Higher.

Transmit Power

Select the power for data transmission from the drop -down list.
You can select 100%, 80%, 60% 40%, or 20%.

Beacon Period

By default, the wireless beacon frame sends the data once every
100ms. Its value range is 20fi 1024.

RTS Threshold

The threshold of transmission request. Its value range is 0 fi 2347
and the default value is 2346.

Fragmentation Threshold

Its value range is 256 2346 and the default value is 2345.

Data beacon proportion ( transmission quantity indication). Its
DTIM Interval value range is 1f 255 and the default value is 100.
Select the preamble code from the drop -down list. You can select
Preamble Type
long or short.
SSID
Field Description

Enable Wireless

Select or deselect the check box to enable or disable the wireless
function.

Wireless Network Name
(SSID)

Set the wireless network name, that is, SSI D. SSID is used to
distinguish different wireless networks.

Visibility Status

Select whether to hide the AP. You can select Visible or Invisible .
If you select Invisible , the AP is hidden and the terminal cannot
obtain the SSID through passive scanning.

User Isolation

Select whether users of the AP can communicate with each other.
You can select Off or On from the drop -down list. On indicates
that computers connected to the device cannot communicate
with each other.

Disable WMM Advertise

Select whether t o disable WMM. You can selectOff or On.

Max Clients

Set the maximum number of clients that can be connected to the
AP at the same time. Its value range is 0 fi 32.

GUEST/VIRTUAL ACCESS POINTS 3

Field

Description

Enable Wireless Guest
Network

Select or deselect the check box to enable or disable the wireless
interface.

Guest SSID

Similar to the primary SSID, it identifies a wireless AP.

These settings are applicable

knowledge about wirele ss LAN.

on the device.

Click Apply to save the settings.

only for more technically advanced users who have sufficient

Do not change these settings unless you know the effect of changes
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5.4.2.2 Advanced dAdvanced Wireless 8 MAC Filtering

In the ADVANCED WIRELESSage, click MAC Filtering . The page as shown in the follo wing figure
appears:

Welcome admin, Logout
CONCEPTRONIC ‘

The Comcept of Global Communicaian
| seup | Advanced  onagement  _Sus | e |
]

BLOCK MAC ADDRESS

Time of Day Restrictions — A maximum of 16 entries can be configured

This page adds a time of day restriction to a special LAN device connected to the router. The "Current PC's MAC Address”
Aavanced Setting automatically displays the MAC address of the LAN device where the browser is running. To restrict another LAN device, click
the "Other MAC Address” button and enter the MAC address of the other LAN device. To find out the MAC address of a

g ‘Windows-based PC, open a command prompt window and type “ipconfig fall".

REE BLOCK MAC ADDRESS

D
Username MAC

Click Add and the page as shown in the following figure appears:
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Welcome admin,
CSNCEPTRSONIC S

The Cancept of Global Communicasan
| Sewp " Advanced Management Stz Help |

e BLOCK MAC ADDRESS
Port Forwarding

Y — Time of Day Restrictions — A maximum of 16 entries can be configured
Ad od Setth This page adds a time of day restriction to a special LAN device connected to the router. The "Current PC's MAC Address”

S L1 automatically displays the MAC address of the LAN device where the browser is running. To restrict another LAN device, click
the "Other MAC Address” button and enter the MAC address of the other LAN device. To find out the MAC address of a
Windows-based PC, open 2 command prompt window and type “ipconfig fall".

BLOCK MAC ADDRESS
Username MAC Schedule
Parental Control
| Add || Edit || Delete |
Filtering Options e
QOS Config ADD SCHEDULE RULE
Firewall Settings User Name :
DNS ) Current PC's MACAddress : | 7012
@ Other MAC Address :

Dynamic DNS

@ Schedule :

HNetwork Tools .
) Manual Schedule :

Routing Day(s) :
Schedules

Logout

All Day - 24 hrs :

Start Time :

End Time :

The following table describes the parameters in this page.

Field Description

Enter the name that identifies your configuration. For example,

User Name Kids
~ Enter the MAC address of the computer that connects to the

Current PC8s Idevice
Other MAC Address :E”?éfi:ltghe MAC address of another device that is included in MAC

Select the time of MAC filter from the drop -down list. You can
Schedule

select always or never.

If you select this check box, you need to manually set the time of
Manual Schedule MAC filtering.

Click Apply to save the settings.

43



CONCEPTRONIC C150APRA2 ENGLISH

5.4.2.3 Advanced dAdvanced Wireless 6Security Settings

In the ADVANCED WIRELES#ge, click Security Settings . The page as shown in the following figure
appears:

Welcome admin, Logout
CONCEPTRGNIC :

The C Communicasion
Sewp | Advanced  anagement _ Sts ey |
]

WIRELESS SECURITY

Use this section to configure the wireless security settings for your router. Please note that changes made on this section
will also need to be duplicated to your wireless clients and PC.

WIRELESS SSID

g
Select SSID : C150APRA2 [+]

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
g Optio including: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides 3 higher level
of security.

Security Mode : | Auto(WWPA or WPA2)[ ]
— WPA Encryption : TKIP+AES [~ |

Dyna DNS WPA

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibiity. This mode uses WPA for legacy
Routing clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the client
supports will be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are
not allowed access with VWPA security. For maximum compztibiity, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

WPA Mode : | Auto{WPA or WPA2)-PSK =]

Group Key Update Interval :

PRE-SHARED KEY

pestars ko sorns

Please take note of your S5ID and security Key as you wil need to duplicate the same settings to your wireless devices and

PC.

Select the desired SSID from the drop-down list.

Select the encryption type from the Security Mode drop-down list. You can select None, WEP,
AUTO (WPA or WPA2) WPA Only, or WPA2 Only. For parameters of different encryption types, see
section Error! Reference source not found. "Error! Reference source not found.6 .

Click Apply to save the settings.
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5.4.2.4 Advanced dAdvanced Wireless dWPS Settings

In the ADVANCED WIRELESgage, click WPS Settings The WIRELESS WP$age as shown in the
following figure appears:

Welcome admin, Logout
CONCEPTRONIC
The Conospt of Global CommunicaSan,
" Sowp  Advanced  Mamagoment | Swtus | Help |
Advanced
WIRELESS WPS

Ad ad . WPS:The condition of use WPS, you can choose different auth mode in Security Setting page, and broadcast the S5ID. The
3 = pin code will be saved when you press PIN button.

WPS

p— Enabled :
PS Setting Select SSID : C150APRA2  [+]
D Push Button :
- wpsnm: | []

WPS Session Status :

Enabled: The WPS service is enabled by default.

Note: Ensure that the network card suppor ts the WPS function.

You can use one of the following there methods to use WPS authentication:
Press the WPSbutton on the side panel for 3 seconds.

In the WIRELESS WP#$age, click PBC It has the same function of the WPShbutton on the
side panel. This is an optional method on wireless clients.

Note: You need a Registrar when using the PBC method in a special case in which the PIN is all
Zeros.

= In the WIRELESS WP@age, enter the PIN code provided by the station and click PIN. PIN
entry is a mandatory method of setup for all WPS certified devices.

Note: If you are using the PIN method, you need a Registrar, either an access point or a wireless
router, to initiate the registration between a new device and an active access point or a
wireless router.
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5.4.3 Advanced 6 DMZ

ChooseAdvanced > DMZ The page as shown in the following figure appears:

Welcome admin,
CSNCEPTRONIC S

The Comcapt Communicasian
| sewp | Advanced ___Monogement ___Staus | _telp |

e — DMz
Port Forwa

The DSL Router will forward IP packets from the WAN that do not belong to any of the applications configured in the Port

Advanced Forwarding table to the DMZ host computer.

oMz Enter the computer's IP address and click "Apply” to activate the DMZ host.

Parental Control Clear the IP address field and click "Apply” to deactivate the DMZ host.

Filtering Options

DMZ HOST

WAN Connection : |pppoa_8_48_0_0[=]

Enable DMZ :

oy s o

Routing
Schedules

Logout

In this page, you can enable a DMZ host. In this way, access from Internet to the WAN IP address of
the device is forwarded to the DMZ host and network server of the internal LAN is protected.

Click Apply to save the settings.
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5.4.4 Advanced 6 Parental Control

Choose Advanced > Parental Control . The PARENTAL CONTROIlpage as shown in the following
figure appears:

Welcome admin, Logout
CONCEPTRONIC :

The Cancept of Global Communicasan
| sewp | Aavanced  ansgement Sews | e |

s
Port Forwarding PARENTAL CONTROL -- BLOCK WEBSITE

silErEELbE Uses URL (i.e. www.yahoo.com) to implement fittering.

DMZ
Block Website

Parental Control

Block Website
PARENTAL CONTROL -- BLOCK MAC ADDRESS

Block MAC Address

. N Uses MAC address to implement filtering.
Filtering Options

QOS Config Block MAC Address

Firewall Settings

DHS

Dynamic DNS
Network Tools
Routing
Schedules

Logout

This page provides two useful tools for restricti ng Internet access. Block Website allows you to
quickly create a list of websites that you wish to prevent users from accessing. Block MAC Address
allows you to control Internet access by clients or PCs connected to the device.
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5.4.4.1 Advanced dParental Contr ol - Block Website

In the PARENTAL CONTROIpage, click Block Website . The page as shown in the following figure
appears:

VT £ ey, - elcome \.‘
 CONCEPTRTNIC \ = J -
| The Coneapt of Globad Commupieaion = ——————————— 1

Setu| ‘ Advanced ‘ Management Status Hel
. P g P

— Wy

BLOCK WEBSITE

Port Forwarding

This page allows you to block websites. If enabled, the websites listed here wil be denied access to clients trying to browse

Advanced Wireless that website.

DMZ

Parental Control
BLOCK WEBSITE

Block Web:

Block MAC Address

Filtering Options

QO0S Config

Firewall Settings
DHS

Dynamic DNS
Network Tools
Routing
Schedules

Logout

Click Add. The page as shown in the following page appears:
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 CONCEPTRSNIC 1) ~
The Comsptof Globol Commuicsban s 7y
g Setup Advanced \ 3 ) é

BLOCK WEBSITE

Port Forwarding

This page allows you to block websites. If enabled, the websites listed here wil be denied access to clients trying to browse

Advanced Wireless that website.

DMZI

Parental Control
BLOCK WEBSITE

e o we sedde
Block MAC Address

Filtering Options

QOs Config ADD SCHEDULE RULE

Firewall Settings URL : ‘ http:f | | |

DNS @ Schedule : 2Ways : View Avaiable Schedules
) Manual Schedule :
Day(s) : © Al Week @ Select Day(s)

Dynamic DNS

Network Tools
Osun Omon Otue Clwved
Routing Otw Ofi Osat
Schedules All Day - 24 hrs : [
Start Time : . (hour:minute, 24 hour time)
Logout
End Time : . (hour:minute, 24 hour time)

Enter the website in the URLfield. Select the time to block we bsites from the Schedule drop-down
list, or select Manual Schedule and set the corresponding time and days.

Click Submit to add the website to the BLOCK WEBSITEable.
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5.4.4.2 Advanced 6Parental Control dBlock MAC Address

In the PARENTAL CONTROIpage, click Block MAC Address. The page as shown in the following
figure appears:

Welcome admin, Logout
CONCEPTRONIC
The Coneapt ommunicoSan
"Setp  Advanced Management | Siae _Help
Advanced
BLOCK MAC ADDRESS

Time of Day Restrictions — A maximum of 16 entries can be configured

This page adds a time of day restriction to a special LAN device connected to the router. The "Current PC's MAC Address”
Advanced Setting ‘automatically displays the MAC address of the LAN device where the browser is running. To restrict another LAN device, click
the "Other MAC Address” button and enter the MAC address of the other LAN device. To find out the MAC address of a

g ‘Windows-based PC, open a command prompt window and type “ipconfig /all".

BLOCK MAC ADDRESS

D
Username MAC Schedule
ontro
Add Edit Delete
g Optio
QOS Config ADD SCHEDULE RULE
eting User Name :
DNS ©) Current PC's MACAddress : | 9F
@ Other MAC Address :

@ Schedule : | always : View Available Schedules

@ Manual Schedule :
Routing Day(s) :

All Day - 24 hrs :

Start Time :

End Time : hour:minute, 24 hour time

Note: The Block MAC Address feature from the PARENTAL CONTRObpage refers to the MAC
Filtering from the ADVANCED SETTINGSage.

The following table describes the parameters in thi s page.

Field Description
Enter the name that identifies your configuration. For example,
User Name Kids
~ Enter the MAC address of the computer that connects to the
Current PC0Gs Idevice
Other MAC Address F”?:ra"rq tghe MAC address of another device that is included in MAC

Select the time of MAC filter from the drop -down list. You can
select always or never.

If you select this check box, you need to manually set the time of
MAC filtering.

Schedule

Manual Schedule

Click Apply to save the settings.
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5.4.5 Advanced dFiltering Options

ChooseAdvanced > Filtering Options . The FILTERING OPTION®age as shown in the following
figure appears:

T FE~a g 3 ] 7 e 5 -
 CONCEPTRONIC } & b} |

The Concept o Globol Commuicaion e —— ————— pomieiiiO0 = iy

Y, Setup vanced Management Status Help

Port Forwarding FILTERING OPTIONS -- INBOUND IP FILTERING

e Manage incoming traffic.

DMZ
Inbound IP Filtering

Parental Control

Filtering Options
FILTERING OPTIONS -- OUTBOUND IP FILTERING

Inbound 1P Filtering

. Manage outgoing traffic.
Outbound 1P Filtering

Bridge Filtering Outbound IP Filtering

QOS Confi

Firewall Settings FILTERING OPTIONS -- BRIDGE FILTERING

DNS Uses MAC address to implement fitering. Usefull only in bridge mode.

Dynamic DNS Bridge Filtering

Network Tools

Routing

Schedules

Logout

51



CONCEPTRONIC C150APRA2 ENGLISH

5.45.1 Advanced &Filtering Options &Inbound IP Filtering

In the FILTERING OPTION®age, click Inbound IP Filtering . The INCOMING IP FILTERIN@age as
shown in the following figure appears:

Welcome admin,
CSNCEPTRONIC S

The Comcept of Global Communicaian
| seup | Advanced  onagement  _Sus | e |
]

INCOMING IP FILTERING

Ad ad Al The screen allows you to create a fiter rule to identify incoming IP traffic by specifying @ new fiter name and at least one
3 = condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click "Apply" to

save and activate the fiter.

Packets matched the rule will be discarded.

ACTIVE INBOUND FILTER

Name VPI/VCI Protocol Source Address Source Port Dest. Address Dest. Port Schedule Rule

Click Add to add an inbound IP filter. The page as shown in the following figure appears:
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Welcome admin, Logout
CONCEPTRONIC :

The Concest of Glbal Communicaion
| Sewp " Advanced Management Stz Help

[PRCNSIREER e | INCOMING TP FILTERING
Port Forwarding

The screen allows you to create a filter rule to identify incoming IP traffic by specifying a new filter name and at least one
condition below. All of the specified conditions in this fitter rule must be satisfied for the rule to take effect. Click "Apply” to
save and activate the fiter.

Advanced Wireless

DMZ

Packets matched the rule wil be discarded.
Parental Control

Filtering Options
ACTIVE INBOUND FILTER

Inbound IP Filtering

Outbound TP Filtering Name VPI/VCI Protocol Source Address Source Port Dest. Address Dest Port Schedule Rule

Bridge Filtering | Add [ Edit |[ Delete |

QOS Config
INCOMING IP FILTERING

Firewall Settings
——— |
DNS
e protocol : Any  [~]
lany 5]

Dynamic DNS Source IP Type

Network Tools Source IP Address :

Source Subnet Mask :

Routing

Source Port Type : Any

Schedules )
[ Source Port : I:l (port or por

Logout Destination IP Type : Any [~]

Destination IP Address :

Destination Subnet Mask :

Destination Port Type : Any
Destination Port : l:l (port or port:port)
Schedule : |always [=] View Avaiable Schadules

WAN Interfaces (Configured in Routing mode and with firewall enabled only)

WAN Interfaces :

Enter the Filter Name and specify at least one of the following cr iteria: protocol,
source/destination IP address, subnet mask, and source/destination port.

Click Apply to save the settings.
Note: The settings apply only when the firewall is enabled.
The ACTIVE INBOUND FILTER the INCOMING IP FILTERIN@age displays detailed information of

each created inbound IP filter. Click Delete to delete an IP filter. Note that the  Delete button
appears only when at least one IP filter exists.
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5.45.2 Advanced &Filtering Options &Outbound IP Filtering

By default, all outgoing | P traffic from the LAN is allowed. The outbound filter allows you to create
a filter rule to block outgoing IP traffic by specifying a filter name and at least one criterion.

In the FILTERING OPTION®age, click Outbound IP Filtering . The OUTGOING IP FILERINGpage as
shown in the following figure appears:

Welcome admin,
CSNCEPTRONIC S

The Comcapt Communicasian
| sewp | Advanced ___Monogement ___Staus | _telp |

OUTGOING IP FILTERING

Port Forwarding

Advanced Wir This screen allows you to create a fifter rule to identify outgoing IP traffic by specifying a new fiter name and at least one
condition below. Al of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click "Apply” to

save and activate the fiter.

DMZ

'WARNING : Changing from one global policy to another will cause all defined rules to be REMOVED

Parental Control AUTOMATICALLY! You will need to create new rules for the new policy.

Filtering Options By default, all outgoing IP traffic from LAM is alowed, but some IP traffic can be BLOCKED by setting up fiters.

Inbound IP Filtering

Outbound 1P i ACTIVE OUTBOUND FILTER

e ) Name Protocol = Source Address | Source Port | Dest. Address | Dest.Port | Schedule Rule
QOS Config

-
Firewall Settings

DNS

Click Add to add an outbound IP filter. The page as shown in the following figure appears:
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Welcome admin, Logout
CONCEPTRONIC :

The Cancept of Global Communicasan
| Sewp " Advanced Management Stz Help |

[PeNalREti | ouTGoNG 1P FILTERING
Port Forwarding

This screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filter name and at least one
condition below. All of the specified conditions in this filker rule must be satisfied for the rule to take effect. Click "Apply” to
save and activate the fiter.

Advanced Wireless

DMZI

'WARNING : Changing from one global policy to another will cause all defined rules to be REMOVED
Parental Control AUTOMATICALLY! You will need to create new rules for the new policy.

Filtering Options By default, all outgoing IP traffic from LAM is alowed, but some IP traffic can be BLOCKED by setting up fiters.

Inbound IP Filteri

thound 1P I | ACTIVE OUTBOUND FILTER
) Name Protocol  Source Address Source Port Dest. Address  Dest. Port  Schedule Rule
QoS Config
[ Add || Edit || Delete |
Firewall Se
DHS ‘OUTCOMING IP FILTERING
D |
Network Tools Protocol : | Any (=]
Source IP Type : |Any [~]
Routing
Source IP Address :
TR Source Subnet Mask :
Logout Source Port Type : | Any
Destination IP Type : | Any ﬂ

Destination IP Address :

Destination Subnet Mask :

Destination Port Type : | Any

Destination Port : l:l
Schedule : ﬂ View Available Schedules

Enter the Filter Name and specify at least one of the following criteria: protocol,
source/destinatio n IP address, subnet mask, and source/destination port.

Click Apply to save the settings.
The ACTIVE OUTBOUND FILTER the OUTGOING IP FILTERIN@age displays detailed information

OF each created outbound IP filter. Click Delete to delete an IP filter. Note that the Delete button
appears only when at least one IP filter exists.
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5.45.3 Advanced &Filtering Options 08Bridge Filtering

In the FILTERING OPTION®age, click Bridge Filtering . The page as shown in the following figure

appears:

CONCEPTRONIC

Welcome admin, Logout

BRIDGE FILTER

The Comcept of Global Communicaian
| seup | Advanced  onagement  _Sus | e |
]

g Optio 'WARNING : Changing from one global policy to another will cause all defined rules to be REMOVED
AUTOMATICALLY!? You will need to create new rules for the new policy.

Outbound 1P ering Bridge Filtering Global Policy:

Ad od - Bridge Filtering is only effective on ATM PVCs configured in Bridge mode. ALLOW means that all MAC fayer frames will be
3 = ALLOWED except those matching with any of the specified rules in the following table. DENY means that all MAC layer
frames will be DENIED except those matching with any of the specified rules in the folowing table.

Create 3 fitter to identify the MAC layer frames by specifying at least one condition below. If multiple conditions are specified,
Parental Contro all of them take effect. Click "Apply” to save and activate the filter.

@ ALLOW 2l packets but DENY those matching any of specific rules listed
Bridge ering () DENY all packets but ALLOW those matching any of specific rules listed

DISPLAY LIST

VPI/VCI protocol

DIR. TIME

This page is use to configure bridge parameters. In this page, you can modify the settings or view

the information of the bridge and its attached ports.

Click Add to add a bridge filter. The page as shown in the following figure appears:
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Welcome admin, Logout
CONCEPTRONIC
The Cancept Communicasan
" Seup | Adwanced | Management _ Staws _Help |
Advanced
BRIDGE FILTER

Ad ed - Bridge Filtering is only effective on ATM PVCs configured in Bridge mode. ALLOW means that all MAC layer frames will be
2 = ALLOWED except those matching with any of the specified rules in the following table. DENY means that all MAC layer
frames will be DENIED except those matching with any of the spedified rules in the folowing table.

Create 3 fitter to identify the MAC layer frames by specifying at least one condition below. If multiple conditions are specified,
Parental Contro all of them take effect. Click "Apply"” to save and activate the filter.

g Optio 'WARNING : Changing from one global policy to another will cause all defined rules to be REMOVED
AUTOMATICALLY? You will need to create new rules for the new policy.

Outbound 1P ering Bridge Filtering Global Policy:
@ ALLOW all packets but DENY those matching any of spedific rules listed
Bridge Fitering (© DENY al packets but ALLOW those matching any of specific rules listed
QOS Config
ewa ting
3 DISPLAY LIST
VPI/VCI protocol DMAC SMAC DIR TIME

ADD BRIDGE FILTER

Protocol Type: (Click to Salect)[~|

Destination MAC Address:

Source MAC Address:

Frame Direction: WAN=>LAN

Time schedule: ﬂ View Avaiable Schedules

Wan intertace: s i merce[ -

The following table descr ibes the parameters in this page.

Field Description

Select the protocol type to be mapped from the drop -down list.

Protocol Type You can select PPPoE IPv4, IPv6, AppleTalk, IPX NetBEUI, or
IGMP.

Destination MAC Address Enter the destination MAC address to be mapped.

Source MAC Address Enter the source MAC address to be mapped.
Select the frame direction to be mapped from the drop -down list.

Frame Direction The device supports frame direction from LAN to WAN and that
from WAN to LAN.

Time schedule Sdect @he time that you want to apply the rule from the drop -
down list. You can select always or never .

Wan interface Select the WAN interface to be mapped from the drop -down list.

Click Apply to save the settings.
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5.4.6 Advanced 0 QOS Config

ChooseAdvanced > QoS Config The page as shown in the following figure appears:

| : : @ -
L out |
an &
The Conceptof Global Communicafion Eaiens o SRS 4 BGERS § I SSSSES #\%

e, Setup Advanced Management Statu: Help > rf;

Port Forwarding HETWORK TOOLS -- QOS INTERFACE CONFIG

STEE SCE S Allows you to config interface bandwidth control.

QoS Interface Config

Parental Control

Filtering Options
NETWORK TOOLS -- QOS5 QUEUE CONFIG

QOS Config

Allows you to config queue's precedence.
QOS Interface Config

QOS Queue Con Qos Queue Config

QOS Classify Config

Firewall Settings HETWORK TOOLS -- QOS CLASSIFY CONFIGURATION

DNS Allows you to assign a classification.

Dynamic DNS QoS Classify Configuration

Network Tools

Routing

Schedules

Logout
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5.4.6.1 Advanced dQOS Configd QOS Interface Config

In the QoS CONFIGpage, click QoS Interface Config. The page as shown in the following figure
appears:

Y L~ —— J = ‘ \,‘
 CONCEPTRTNIC ) i _ ]
| The Coeeptof Globol Commumietan e ‘—.“5:3";5- . — 4 f .

Setup Advanced Management

QOS INTERFACE CONFIG

Port Forwarding

Advanced Wireless This page allows you to config interface bandwidth control, include upstream and downstream.

DMZ
Parental Control 1IsTS
[P — | ntefaceMame | UPSteam  DownStream Enable

QOS Queue Config
QOS Classify Config
Firewall Settings
DHS
Dynamic DNS

Network Tools

Routing

Schedules

Logout

Click Edit and the page as shown in the following figure appears:
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VB £~ -y 2 = ‘ \.‘W
 COMNCEPTRONIC t‘@ | |
The Concapof Glbol Commuricafon (e prenifle \ .

e, Setup Advanced Management Status Help

QOS INTERFACE CONFIG

Port Forwarding

Advanced Wireless This page allows you to config interface bandwidth control, include upstream and downstream.

DMZI

Parental Control

Filtering Options

QOS Config

‘QOS INTERFACE CONFIG
QOS Queue Config
S o
QOS Classify Config
————————— Enable :
m Up Stream : Unlimited ﬂ (Kbps)
DS Down Stream :  Unlimited ﬂ (Kbps)

Dynamic DNS

Apply

Network Tools

Routing

Schedules

Logout

In this page, you can configure the uplink bandwidth and downlink bandwidth of each interface. The
uplink rate and the downlink rate are limited according to the configured bandwidth.

Click Apply to save the settings.
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5.4.6.2 Advanced dQOS Configd QOSQueue Config

In the QoS CONFIGpage, click Qos Queue Config. The page as shown in the following figure

appears:

CONCEPTRONIC

The Comcept of Global Communicaian
| seup | Advanced  anagement  Sus e |
]

Welcome admin, Logout

QOS QUEUE CONFIG

This is queue precedence configuration, the packets with high precedence will pass before medium and low precedence.

LISTS

Queue Name Queue Priority

In this page, you can configure the priority of the queue. The device supports the following three
priority levels: high, medium, low. The device handles packets of the high queue priority first, then
packets of medium, and finally packets of low priority.

Click Add. The page as shown in the following figure appears:

61



CONCEPTRONIC C150APRA2

ENGLISH

3 = =) ; §s £ ogout
CONCEPTRSNIC M Al : ~
E Setup sl Management e (E

QOS QUEUE CONFIG

Port Forwarding
Advanced Wireless
DMZ

Parental Control
Filtering Options
QOS Config

QOS Interface Config

QOS Classify Config
Firewall Settings
DHS
Dynamic DNS

Network Tools

Routing

Schedules

Logout

This is queue precedence configuration, the packets with high precedence will pass before medium and low precedence.

LISTS

QOS QUEUE CONFIG

Queue Enable : [
Queue Priority :
Associated Interface : [E

Apply

Click Apply to save the sett ings.
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5.4.6.3 Advanced dQOS Configd QOSClassify Config

In the QoS CONFIGpage, click QoS Classify Configuration. The page as shown in the following
figure appears:

= — S y T 7 = - \I\.'
 CONCEPTRONIC ; W i
Th Contf Gl Commacston g, § ) )

\ &/ Setup Advanced Management Status : - @

QOS CLASSIFY CONFIGURATION

Port Forwarding

This page allows you to assign a classification, the classfication may assign to a queue that you can limit the bandwidth or

e assign precedence. the classfication can also be marked such as 802.1p, dscp.

DMZ

Parental Control

Filtering Options
QOS Config

QoS Interface Config

QOS Queue Config
00S Cla: Col
Firewall Settings

DNS

Dynamic DNS

Network Tools
Routing

Schedules

Logout

This page displays the classes. Click Add and the page as shown in the following figure a ppears:
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The Concept of Global CommunicaSion,

QOS CLASSIFY CONFIGURATION

Port Forwarding

This page allows you to assign a classification, the dassfication may assign to a queue that you can limit the bandwidth or

Advanced Wireless assign precedence. the dassfication can also be marked such as 802.1p, dscp.

DMZ

Parental Control

Filtering Options
QOS Config

QOS Interface Config

QOS5 CLASSIFY CONFIGURATION

vt e

Enable Classification :

DNS

Dyn. DHS SPECIFY TRAFFIC CLASSIFICATION RULES

Network Tools

Classification Type :
Routing
Physical Lan Port : [any

EEIEITE Source MAC Address :

Logout Source MAC Mask :

Destination MAC Address :

Destination MAC Mask :

Ethernet Type : any

802.1p Priority : |no match v
SPECIFY TRAFFIC CLASSIFICATION RESULT

Assign Classification Queue:
Mark DSCP :
Mark 802.1p Priority :

64



CONCEPTRONIC C150APRA2 ENGLISH

The following table describes the parameters in this page.

Field Description
Traffic Class Name Enter the name of the traffic class.
Select or deselect the check box to enable or disable QoS
classification.

Enable Classification

SPECKFY TRAFFIC CLASSIFICATION RULES

Field Description

Select L1&L2 or L3&L4 from the drop -down list.

= L1&L2 maps to the features of layer 1 and layer 2, such as

Classification Type the MAC address.

= L3&L4 maps to the features of layer 3 and layer 4, such as
the IP address and the port.

Select the physical port of the packet from the drop -down list.

For example, ethernetl, ethernet2, ethernet3, and ethernet4.

Source MAC Address Enter the source MAC address of the packet.

Use mask 000000ffffff to mask the MAC address. 00 indicates not
mapped and ff indicates mapped.

Destination MAC Address Enter the destination MAC address of the packet.

Use mask 000000ffffff to mask the MAC address. 00 indicates not
mapped and ff indicates mapped

Select the layer 2 protocol type from the drop -down list. For
example, IP protocol and IPX protocol.

Select the 802.1p priority of the packet from the drop -down list.
802.1p Priority You can select no assign or a value in the range of 0 fi 7. Note that
this function is not supported at the moment.

Physical Lan Port

Source MAC Mask

Destination MAC Mask

Ethernet Type

SPECIFIC TRAFFIC CLASSIFICATION RESULT

Field Description
Assign Classification Specify the queue to which the packet belongs. You can set the
Queue gueue in the classification configuration.
Mark DSCP Attach the DSCP mark to the mapped packet.
Mark 802.1p Priority Attach the 802.1p mark to the mapped packet.

Click Apply to save the settings.
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5.4.7 Advanced dFirewall Settings

A denial-of-service (DoS) attack is one of the most common network attacks and is characterized by
an explicit attempt by attackers to prevent legitimate users of a service from using that service. It
usually leads to overload of system server or core dump of the system.

ChooseAdvanced > Firew all Settings . The page as shown in the following figure appears:

Welcome admin,
CSNCEPTRONIC S

The Concept of Globol Communicasan
| seup | Advanced  anagement  Swus | _rep |

e — FIREWALL SETTINGS
Port Forwarding

Advanced Wireless Click "Apply" button to make the changes effective immediately.

DMZ

Parental Control FIREWALL CONFIGURATION

Filtering Options Enable Attack Prevent
QOS Config
Icmp Echo

Fraggle
DNS Echo Chargen

Firewall Settings

Dynamic DNS 1P Land

Port Scan
Network Tools

TCP Flags: Set "SYN FIN"

Routing

TCP Flags: Set "SYN RST"

Schedules TCP Flags: Set "FIN RST"
o TCP DoS :
TCP DoS Max Rate: 50 (packets/second}

Click Apply to save the settings.
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5.4.8 Advanced 0DNS

Domain name system (DNS) is an Internet service that translates domain names into IP addresses.
Because domain names are alphabetic, they are easier to remember. The Internet, however, is
actually based on IP addresses. Each time you use a domain name, a DNS service must translate the
name into the corresponding IP address. For example, the domain name www.example.com might
be translated to 198.105.232.4.

The DNS system is, in fact, its own network. If one DNS server does not know how to translate a
particular domain name, it asks another one, and so on, until the correct IP address is returned.

ChooseAdvanced > DNS The page as shown in the following figure appears:

Welcome admin, Logout
CONCEPTRONIC
The Concspt of Global Communicasian
" Sewp " Advanced  Management  Swws Help |
Advanced
DNS

Click "Apply" button to save the new configuration.

DNS SERVER CONFIGURATION

(@ Obtain DNS server address automaticaly

® Use the following DNS server addresses

QOS Config
Wan Connection : |pppoa_8_48 0 0|~

Preferred DNS server :

Alternate DNS server :

D a DNS
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The following table describes the parameters in this page.

Field Description
If you select this radio button, the device automatically obtains IP
address of the DNS serverfrom the ISP. You need not manually
enter the IP address of the server.
Use the following DNS If you select this radio button, you need to manually enter the IP
server addresses address of the server provided by the ISP.

- Select the WAN interface of the DNS server to be connected from
WAN Connection .

the drop -down list.

Obtain DNS server address
automatically

Preferred DNS server Enter the IP address of the primary DNS server.

Enter the IP address of the secondary DNS server. If the primary
Alternate DNS server DNS server fails to work, the dev ice tries to connect the
secondary DNS server.

Click Apply to save the settings.
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5.4.9 Advanced d Dynamic DNS

The device supports dynamic domain name service (DDNS). The dynamic DNS service allows a
dynamic public IP address to be associated with a static h ost name in any of the many domains, and
allows access to a specified host from various locations on the Internet. Click a hyperlinked URL in
the form of hostname.dyndns.org and allow remote access to a host. Many ISPs assign public IP
addresses using DHCRo locating a specific host on the LAN using the standard DNS is difficult. For
example, if you are running a public web server or VPN server on your LAN, DDNS ensures that the
host can be located from the Internet even if the public IP address changes. DDNS requires that an
account be set up with one of the supported DDNS service providers (DyndDNS.org).

ChooseAdvanced > Dynamic DNS The page as shown in the following page appears:

Welcome admin, Logout
CSNCEPTRONIC
The Concept of Global Communicasan,
"“Sewp | Advanced  Management | Swws | Help |
Advanced
DYNAMIC DNS

The Dynamic DNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.xoot.com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign
dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter your host name to connect to your
game server no matter what your IP address is.

DYNAMIC DNS

Hostname Username Service Interface

Click Add to add dynamic DNS. The page as shown in the following fi gure appears:
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Welcome admin, Logout
CONCEPTRONIC
The Camospt of Global Communicasan,
"Soup — —Advanced  Managomont _ Status | felp
Advanced
DYNAMIC DNS

The Dynamic DNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.xoot.com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign
dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter your host name to connect to your
game server no matter what your IP address is.

DYNAMIC DNS

QO
— Hostname Username Service Interface

Add Edit Delete

ADD DYNAMIC DNS
: Lis DDNS provider : DynDNS.org|~ |

— -
Interface : |pppoa_8_48 0_0[~]

Username :

Password :

The following table describes the parameters in this page.

Field Description
- Select the DDNS provider from the drop-down list. You can select
DDNS provider DynDns.org, TZO, or GnuDIP.
Hostname Enter the host name that you register w ith your DDNS provider.
Select the interface that is used for DDNS service from the drop -
Interface down list. The IP address of the interface corresponds to the host
name.
Username Enter the user name of your DDNS account.
Password Enter the password of your DDNS account.

Click Apply to save the settings.
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5.4.10 Advanced & Network Tools

Choose Advanced > Network Tools . The NETWORK TOOLSage as shown in the following figure
appears:

AL 7=y g -7 F ] =
.: CONCEPTRSNIC ~
The Concept of Globol Communicaen —— ————— —— ————————— ————————————

[ : 4 4
\ &/ Setup Advanced Management Status Help A

Port Forwarding NETWORK TOOLS -- PORT MAPPING

SRR G Port Mapping supports muftiple port to PVC and bridging groups. Each group will perform as an independent network.

DMz
Port Mapping

Parental Control

Filtering Options
NETWORK TOOLS -- IGMP PROXY

QOS Config

N Transmission of identical content, such as multimedi, from a source to a number of recipients.
Firewall Settings

DS IGMP Proxy

Dynamic DNS

Network Tools NETWORK TOOLS -- IGMP SNOOPING

Port Mappping Transmission of identical content, such as multimedia, from a source to 3 number of recipients.
] IGMP Snooping
IGMP Snooping

Hene NETWORK TOOLS —- UPNP

ADA

Allows you to enable or disable UPRP.
SHMP

Routing

Schedules
NETWORK TOOLS - ADSL

Logout

Allows you to configure advanced settings for ADSL.

NETWORK TOOLS -- SNMP

Network Tools — SNMP
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5.4.10.1 Advanced &Network Tools &Port Mapping

In the NETWORK TOOLSpage, click Port Mapping. The page as shown in the following figure
appears:

VT £ ey, - elcome \.‘
 CONCEPTRTNIC \ = J e
| The Coneapt of Globad Commupieaion = ——————————— 1

Setu| ‘ Advanced ‘ Management Status Hel
. P g P

PORT MAPPING

Port Forwarding

Advanced Wireless Port Mapping — A maximum 5 entries can be configured
Port Mapping supports multiple port to PVC and bridging groups. Each group will perform as an independent network. To
support this feature, you must create mapping groups with appropriate LAN and WAN interfaces using the "Add” button.
The "Delete” button wil remove the grouping and add the ungrouped interfaces to the Default group.

DMZ

Parental Control

Filtering Options

QOS Config PORT MAPPING SETUP

Firewall Settings

DNS

Dynamic DNS
Network Tools
Port Mappping
IGMP Proxy
IGMP Snooping
UPnP
ADS|

SHMP

Routing

Schedules

Logout

In this page, you can bind the WAN interface and the LAN interface to the same group.

Click Add to add port mapping. The page as shown in the following figure appears:
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§ D L=~ e = L \l\’
 CONCEPTRONIC “ ~
T Consestof Glbol Commuricsion = = - - -

e, Setup Advanced Management Status Help r &

PORT MAPPING

Port Forwarding

Advanced Wireless Port Mapping - A maximum 5 entries can be configured

DMZ Port Mapping supports multiple port to PVC and bridging groups. Each group will perform as an independent network. To
support this feature, you must create mapping groups with appropriate LAN and WAN interfaces using the "Add" button.

The "Delete” button wil remove the grouping and add the ungrouped interfaces to the Defaulk group.

Parental Control

Filtering Options
PORT MAPPING SETUP

QOS Config

Firewall Settings %%
I | cthemets cthemetsthemetz cthemetl whnl whn0-mp0 whnd-mpl...

Dynamic DNS Add Edit Delete

Network Tools

ADD PORT MAPPING

Port Mappping
To create a new mapping group:

IGMP Proxy

1GMP Snoopin 1. Enter the Group name and select interfaces from the available interface list and add it to the grouped interface list using
ping the arrow buttons to create the required mapping of the ports. The group name must be unique.

UPnE 2. Click "Apply" button to make the changes effective immediately.

ADSL

SHME PORT MAPPING CONFIGURATION

Routing
= E— e

Schedules Grouped Interfaces Available Interfaces
L t ethernetd
i ethernet3
ethemet2

ethernet1

wilan0-vap2

To create a mapping group, do as follows:

Step1 Enter the group name.
Step2  Select interfaces from the Available Interfaces list and click the <- arrow button to add

them to the grouped interface list, in order to create the required mapping of the ports.
The group name must be unique.
Step 3  Click Apply to save the settings.
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5.4.10.2 Advanced dNetwork Tools 8IGMP Proxy

In the NETWORK TOOL$age, click IGMP Proxy. The page as shown in the following figure appears:

Welcome admin,
CSNCEPTRSNIC R

The Comcapt Communicasian
| sewp | Advanced __ Monogement ___Staus | __telp |

e — IGMP PROXY
Port Forwarding

1GMP proxy enables the system to issue IGMP host messages on behalf of hosts that the system discovered through
standard IGMP interfaces. The system acts as a proxy for its hosts when you enable it by:

1. Enabling IGMP proxy on a WAN interface (upstream), which connects to a router running IGMP.

DMZ 2. Enzbling IGMP on a LAN interface (downstream), which connects to its hosts.

Advanced Wireless

Parental Control

Filtering Options
IGMP PROXY CONFIGURATION

Enable IGMP Proxy

wan Connection:[__[v]
Port Binding [=]

R re—

Port Mappping
IGMP Proxy
IGMP Snooping
uPnp

ADSL

SNMP

Routing

Schedules

Logout

IGMP proxy enables the device to issue IGMP host messages on behfiof hosts that the system
discovered through standard IGMP interfaces. The device serves as a proxy for its hosts after you
enable the function.

Select Enable IGMP Proxy and select the desired WAN and corresponding LAN interface.

Click Apply to save the settings.
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5.4.10.3 Advanced dNetwork Tools 8IGMP Snooping

When IGMP snooping is enabled, only hosts that belong to the group receive the multicast packets.

If a host is deleted from the group, the host cannot receive the multicast packets any more.

In the NETWORK TOOLSpage, click IGMP Snooping The page as shown in the following figure

appears:

CONCEPTRONIC

The Concept Communicasan
| sewp | Advanced ___Monogement ___Staus | _telp |

Welcome admin, Logout

el
Port Forwarding

Advanced Wireless
DMZ
Parental Control
Filtering Options
QOS Config
Firewall Settings
DHS
Dynamic DNS
Network Tools

Port Mappping

IGMP Proxy

IGMP Snooping

uPnpP

ADSL

IGMP

Transmission of identical content, such as muttimedia, from a source to a number of recipients.

IGMP SETUP

Enable IGMP Snooping

Click Apply to save the settings.
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5.4.10.4 Advanced dNetwork Tools dUPnP

In the NETWORK TOOL$age, click Upnp. The page as shown in the following figure appears:

Welcome admin,
CSNCEPTRSNIC U~

The Comcapt Communicasian
| sewp | Advanced __ Monogement ___Staus | el |

S — UPNP
Port Forwarding

Advanced Wireless Universal Plug and Play (UPnP) supports peer-to-peer Plug and Play functionality for network devices.

DMZ

Parental Control UPNP SETUP

Enable uPnpP

Filtering Options
o wa connecton:__[¥]
ni
LAN Connection : I:E
Firewall Settings
s i

Dynamic DNS
Network Tools
Port Mappping

IGMP Proxy

IGMP Snooping

In this page, you can enable universal plug and play (UPnP) and then the system serves as a
daemon.

UPNP is widely applied in audio and video software. It automatically searches devices in the
network. If you are concerned about UPnP security, you ca n disable it.

Select the WAN and LAN interfaces at which you want to enable UPnP and click Apply to save the
settings.
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5.4.10.5 Advanced dNetwork Tools 6 ADSL

In the NETWORK TOOL$age, click ADSL The page as shown in the following figure appears:

CONCEPTRONIC

The Comcapt Communicasian
| sewp | Advanced __ Monogement ___Staus | el |

Welcome admin, Logout

~ Advanced
Port Forwarding

Advanced Wireless
DMZ
Parental Control
Filtering Options
Qos config
Firewall Settings
DHS
Dynamic DNS
Network Tools
Port Mappping
IGMP Proxy
IGMP Snooping
uPnp
ADSL

SHNMP

Routing

Schedules

Logout

ADSL SETTINGS

This page is used to configure the ADSL settings of your ADSL router.

ADSL SETTINGS

[¥16.omt Enabled
.Lite Enabled
[¥171.413 Enabled
[¥] ADSL2 Enabled
"] AnnexL Enabled
V1 ADSL2+ Enabled
[¥] AnnexM Enabled
‘Capability

Bitswap Enable
[¥| SRA Enable

In this page, you can select the ADSL modulation. Normally, you are recommended to keep the
factory defaults. The device supports the following modulation types: G.Dmt, G.lite, T1.413, ADSL2,
AnnexL, ADSL2+, and Annel. The device negotiates the modulation mode with the DSLAM.

Click Apply to save the settings.
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5.4.10.6 Advanced dNetwork Tools 6 SNMP

In the NETWORK TOOL$age, click SNMP The page as shown in the following figure appears:

Welcome admin, Logout
CONCEPTRONIC
The Comcept Communicasan
"Sewp " Advanced  Managoment | Swws | Help |
Advanced
SNMP CONFIGURATION

This page is used to configure the SNMP protocol.

SNMP CONFIGURATION

] Enable SNMP Agent

Read Community: | public

Set Community: private

Trap Manager IP:

DNS Trap Community: public

Dyna DHS Trap Version: '/Zc:

In this page, you can set the SNMP parameters. The following table descr ibes the parameters in this
page.

Field Description
Enable SNMP Agent Select or deselect the check box to enable or disable SNMP agent.
Universal character to obtain the device information. It is similar
Read Community to the password. The SNMP application entity can use it to

directly obtain the device information.
Universal character to modify the device configuration. It is

Set Community similar to the password. The SNMP application entity can use it to
directly modify the device configuration.

Trap Manager IP Enter the address of the server that receives the trap message.

Trap Community The field that is included in the trap message sent by the device.
Select the trap version from the drop -down list. You can select v1

Trap Version or V2e.

Click Apply to save the settings.
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5.4.11 Advanced dRouting
ChooseAdvanced > Routing. The page as shown in the following page appears:
= £~ oy =4 =
 CONCEPTRONIC ~
4 The Concopl of Globol Communieaian e —————
E e, Setup ‘ Advanced Management Status . @
STATIC ROUTE
Port Forwardi
Static Route.
Advanced Wireless
Parental Control
0 ) DEFAULT GATEWAY
Filtering Options
QOS Config Default Gateway.
Firewall Settings
DHS
Dynamic DNS RIP SETTINGS
Network Tools
RIP Settings.
Routing

This page contains the following function items: static route, default gateway, and RIP settings.
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5.4.11.1 Advanced &Routing & Static Routing

Choose Advanced > Routing and click Static Route . The page as shown in the following figure
appears:

Welcome admin,
CSNCEPTRONIC S

The Comcept of Global Communicaian
| seup | Advanced  onagement  _Sus | e |
]

STATIC ROUTE

Enter the destination network address, subnet mask, gateway AND/OR avaiable WAN interface then click "Appl” to add the
entry to the routing table.

2 A maximum 30 entries can be configured.

ROUTING -- STATIC ROUTE

QOS
— Destination Subnet Mask Gateway Interface

This page displays the information of existing static routes.

Click Add and the page as shown in the following figure appears:
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Welcome admin, Logout
CONCEPTRONIC
The Camospt of Global Communicasan,
"Soup — —Advanced  Managomont _ Status | felp
Advanced
STATIC ROUTE

Enter the destination network address, subnet mask, gateway AND/OR avaiable WAN interface then click "Apply" to add the
entry to the routing table.

A maximum 30 entries can be configured.

ROUTING -- STATIC ROUTE

QO
— Destination Subnet Mask Gateway Interface

Add Edit Delete

Dyna DNS STATIC ROUTE ADD

C Lis Destination Network Address :

Subnet Mask :

Use Gateway IP Address :

Use Interface : |pppoa_8_48 0_0[~

The following table describes the parameters in this page.

Field Description
Destination Network . .
Address The destination IP address of the device.
Subnet Mask The subnet mask of the destination IP address.

Use Gateway IP Address The gateway IP address ofthe device.
Select the interface of the static routing used by the device from

the drop -down list.

Use Interface

Note: You can enter the gateway IP address of the device in the Use Gateway IP Address field or
set the User Interface, but cannot apply t he two settings at the same time.

Click Apply to save the settings.
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5.4.11.2 Advanced dRouting dDefault Gateway

Choose Advanced > Routing and click Default Gateway . The page as shown in the following figure
appears:

Welcome admin, Logout
CONCEPTRONIC
The Comcept of Global Communicaian
| seup | Advanced  onagement  _Sus | e |
= - ]
DEFAULT GATEWAY

Ad od - If Enable Automatic Assigned Default Gateway checkbox is selected, this router will accept the first received default gateway
3 = assignment from one of the PPPoA, PPPOE or MER/DHCP enabled PVC(s). If the checkbox is not selected, enter the static
default gateway OR a WAN interface. Click "Apply” button to save it

DEFAULT GATEWAY

Enable Automatic Assigned Default Gateway
Use Gateway IP Address :

— Use Interface : PPPoa 8 48 0 0/

In this page, you can select Enable Automatic Assigned Default Gateway , or enter the information
in the Use Gateway IP Address and Use Interface fields.

Click Apply to save the settings.
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5.4.11.3 Advanced dRouting 8RIP

ChooseAdvanced > Routing and click RIP. The page as shown in the followin g figure appears:

Welcome admin,
CSNCEPTRSNIC U~

The Comcapt Communicasian
| sewp | Advanced __ Monogement ___Staus | el |

e — RIP CONFIGURATION
Port Forwarding

To activate RIP for the device, select the "Enabled” checkbox for Global RIP Mode. To configure an individual interface,
select the desired RIP version and operation, folowed by placing a check in the "Enabled” checkbox for the interface. Click
the "Apply" button to save the configuration, and to start or stop RIP based on the Global RIP Mode selected.

Advanced Wireless

DMZ

Parental Control

Filtering Options

Interface VPI/VCI Version Operation Enabled
pppoa_8_48_0_0 8/48 1[=] Active

Dynamic DNS

Network Tools

Routing

Static Routing
Default Gateway

RIP

In this page, you can view the interfaces on your device that use RIP and the version of the protocol
used. If you enable RIP, the device communicates with other devices using the routing information
protocol (RIP).

Click Apply to save the settings.
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5.4.12 Advanced 0 Schedules

ChooseAdvanced > Schedules. The page as shown in the following figure appears:

) =S,
SINCEPTRONIC
T Commptaf Gbol Commnectons e

e, Advanced Management

c

SCHEDULES

Port Forwarding

Advanced Wireless Schedule alows you to create scheduling rules to be applied for your firewal.

T If a Schedule Rule have been used elsewhere( eg. Parental Control ), It can not be modified here.

Maximum number of schedule rules: 20
Parental Control

Filtering Options
QOS Config SCHEDULE RULES

Frewall Se || Ruletame | Sun | Mon | Tue | Wed |Thu |Fri | Sat | StartTme | Stoptime

Dynamic DNS

Network Tools
Routing
Schedules

Logout

Click Add to add a schedule rule. The page as shown in the following figure appears:

= =S — TR r7 3 =
 CONCEPTRONIC - & |
Thi Coscapt o Global Conmminicoion — — gl

\ &%/ Setup Advanced Management Status Help

SCHEDULES

Port Forwarding

Advanced Wireless Schedule allows you to create scheduling rules to be applied for your firewall.

DMZ If a Schedule Rule have been used elsewhere( eg. Parental Control ), It can not be modified here.

Maximum number of schedule rules: 20
Parental Control

Filtering Options
QOS Config SCHEDULE RULES

— | RuleMName | Sun | Mon Tue Wed Thu Fi Sat  StartTme Stoptme

Dynamic DNS

ADD SCHEDULE RULE

Network Tools
e
Routing
| Day(s) : ) Al Week @ Select Day(s)
Schedules Csun Clmon ElTue Clwed
Logout Thu Fri Sat
All Day - 24 hrs :
Start Time : H (hour:minute, 24 hour time)
End Time : B (hour:minute, 24 hour time)

Asply
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The following table describes the paramet ers in this page.

Field Description
Name Set the name of the schedule.
Day(s) You can select one, more, or all of the seven days in a week.

If you select the check box, the rule applies throughout the 24
hours of the day.

Start Time Set the start time of the firewall.

All Day 024 hrs

End Time Set the end time of the firewall.

Click Apply to save the settings.

5.4.13 Advanced &Logout

ChooseAdvanced > Logout. The page as shown in the following figure appears:

LoGOUT

Logging out will close the browser.

Click Logout to log out of the configu ration page.
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5.5 Management

5.5.1 Management 9

System Management

Choose Management > System Management. The System page as shown in the following figure

appears:

Welcome admin,
CSNCEPTRONIC S

The Conospt of Globol Communicasan,
"Setup — Advanced Managemont _Status | Help

SYSTEM - REBOOT

Click the button below to reboot the router.

Reboot

SYSTEM -- BACKUP SETTINGS

Back up DSL Router configurations. You may save your router configurations to a file on your PC.

MNote: Please always save configuration file first before viewing it.

Backup Setting

SYSTEM -- UPDATE SETTINGS

Update DSL Router settings. You may update your router settings using your saved files.

Settings File Name: Browse..

Update Setting

SYSTEM -- RESTORE DEFAULT SETTINGS

Restore DSL Router settings to the factory defaults.

Restore Default Setting

In this page, you can restart the device, back up the current settings to a file, update the
file, and restore the factory default settings.

The following table describes the button s in this page.

backup

Button

Description

Reboot

Restart the device.

Backup Setting

Specify the path to back up the current configuration in a
configuration file on your computer. You can rename the
configuration file.

Update Setting

Update Setting to update the configuration of the device.

Click B r o w staesélect the configuration file of device and click

Restore Default Setting

Reset the device to default settings .

Caution: Do not turn off your device or press the Reset button when the procedure is in

progress.
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5.5.2 Management d Firmware Update

ChooseManagement > Firmware Update . The page as shown in the following figure appears:

‘Welcome admin,
CSNCEPTRONIC o~

Tha Comoept Communicosan
" seup  Advanced | Managomeni _Siaus __Help _

i e FIRMWARE UPDATE

System Management

Firmware Update Step 1: Obtain an updated firmware image file from your ISP.
P —— Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file.
. . Step 3: Click the "Update Firmware” button once to upload the new image file.
Diagnosis
N MNOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot. Please DO NOT power off
Log Configuration your router before the update is complete.

Logout

FIRMWARE UPDATE

Current Firmware Version: 1.0.0

Current Firmware Date; 53t, 27 Feb 2010 12:38:53

Select File: [ Browse.. |
Clear Config: B
Update Firmware

In this page, you can upgrade the firmware of the device. To update the firmware, do as follows:

Stepl Click Br o w soesdlect the file.
Step2  Click Update Firmware to update the configuration file.

The device loads the file and reboots automatically.

Caution: Do not turn off your device or pre ss the Reset button when the procedure is in
progress
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5.5.3 Management & Access Controls

Choose Management > Access Controls. The ACCESS CONTROUSage as shown in the following
figure appears:

— o
SINCEPTRONIC
The Concapt of Global Cammunicaion (==

) | N - A

<

ACCESS CONTROLS -- ACCOUNT PASSWORD

System Management
Manage DSL Router user accounts.
Firmware Update

Account Password

Access Controls

User Management

. ACCESS CONTROLS — SERVICES
Services

1P Address A Service Control List ("SCL") enables or disables services from being used.

Diagnosis Services

Log Configuration

Logout ACCESS CONTROLS - IP ADDRESS

Permits access to local management services.

P Address

This page contains Account Password, Services, and IP Address
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5.5.3.1 Management dAccess Controls dUser Management

In the ACCESS CONTROLsage, click Account Password . The page as shown in the following figure
appears:

Welcome admin,
CSNCEPTRONIC U~

The Comcept of Global Communicaian
_ Sewp Advanced Monagement S __Heip
]

ACCOUNT PASSWORD

Access to your DSL Router is controlled through one user accounts: admin

. The user name "support” is used to allow an ISP technician to access your DSL Router for maintenance and to run
=SS COREROS diagnostics. This user name can not be used in local.

ageme The user name "user” can access the DSL Router, view configuration settings and statistics, as well as update the router's
firmware.

Use the fields below to enter up to 16 characters and dlick "Apply” to change or create passwords. Note: Password cannot
[P Addres contain a space.

¢g Lenfiguratio ACCOUNT PASSWORD

o Username: ﬂ

Current Password:

Hew Password:

Confirm Password:

WEB IDLE TIME OUT SETTINGS
Web Idle Time Out: (5 ~ 30 minutes)

In this page, you can change the password and set the time for automatic logout.

You are recommended to change the default password to ensure the security of your network.
Ensure that you remember the new password or write it down and keep it in a safe location for
future reference. If you forget the password, you need to reset the device to the factory default
settings. In that case, all configuration settings of the device are lost.
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The following table describes the parameters in this page.

ACCOUNT PASSWORD
Field Description
Select a user name from the drop -down list to access t he device.
Username B
You can select admin.
Current Password Enter the password of the user.
New Password Enter the new password.
Confirm Password Enter the new password again for confirmation.

WEB IDLE TIME OUT SETTINGS

Field Description
Web Idle Time Out Set t_he tlm_e after which the system _autoinatlca_lly exits the
configuration page. Its value range is 5 fi 30 minutes.

Click Apply to apply the settings.
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5.5.3.2 Management d Access Controls dServices

In the ACCESS CONTROLg&ge, click Services. The page as shownin the following figure appears:

SERVICES

System Management

Ty A Service Control List ("SCL") enables or disables services from being used.

Access Controls

User Management ACCESS CONTROL -- SERVICES

Services Select WAN Connections pppoa_8_ 48 0 0 ﬂ

IP Address

<
]

Diagnosis

Log Configuration

Logout

]

o seke

T T
e
w0 w
e
e

In this page, you can enable or disable the services that are used by the remote host. For example,
if telnet service is enabled at port 23, the remote host can access the device by telnet through port
23.

Select the management services that you want to enable or disable at the LAN or WAN interface and
click Apply to apply the settings.

Caution: If you disable the HTTP service, you cannot access the configuration page of the
device any more.
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5.5.3.3 Management dAccess Gontrols 81P Address

In the ACCESS CONTROLBage, click IP Address. The page as shown in the following figure
appears:

Welcome admin, Logout
CONCEPTRONIC .
Tha Concapof Glabol Conicaion mmm

Management
1P ADDRESS

ndate The IP Address Access Control mode, if enabled, permits access to local management services from IP addresses contained in
3 the Access Control List. If the Access Control mode is disabled, the system will not validate IP adresses for incoming packets.
The services are the system applications listed in the Service Control List.

Enter the IP address of the management station permitted to access the local management services, and dlick "Apply".

ACCESS CONTROL -- IP ADDRESSES

[”] Enable Access Control Mode

In this page, you can configure the IP address in the access control list (ACL). If ACL is enabled, only
devices of the specified IP addresses can access the device.

Select Enable Access Control Mode to enable ACL.

Note: If you enable ACL, ensure that the IP address of the host is in the ACL list.
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Click Add. The page as shown in the following figure appears:

VB PN 3 - : AN
 CONCEPTRONIC |
| The Concept of Global Communicaion (== > 2 ol

Status

\ o)

N

IP ADDRESS

System Management

Firmware Update The IP Address Access Control mode, if enabled, permits access to local management: services from IP addresses contained in
the Access Control List. If the Access Control mode is disabled, the systemn wil not validate IP adresses for incoming packets.

The services are the system applications listed in the Service Control List.

Access Controls

Enter the IP address of the management station permitted to access the local management services, and click "Apply".

User Management

Services
ACCESS CONTROL -- IP ADDRESSES

IP Address
a a Enable Access Control Mode
Diagnosis

Log Configuration

Logout

1P ADDRESS

wadia:

Enter the IP address of the desired device in the IP Address field and click Apply to apply the
settings.
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5.5.4 Management & Diagnosis

ChooseManagement > Diagnosis. The page as shown in the following figure appears:

CQNCEP‘I‘R@NIC

The Comcapt of Global Communicosion ——

PN 2

Advanced

©

P e, ¥

Setup Management Status

System Management
Firmware Update
Access Controls
Diagnosis

Log Configuration

Logout

DIAGNOSTICS

The DSL router can test your DSL connection. The individual tests are listed below. If a test displays a fail status, click the
"Run Diggnostic Test" button again to make sure the fail status is consistent.

WAN C:

[pppoa_8_48_0_0[+] [ Retum Di Tests

In this page, you can test the connection status of t he device.

Click Return Diagnostics Test to run diagnostics. The page as shown in the following figure appears:

' _
| CONCEPTRSNIC

s .\

Note:

= AN
e & o
The Cancapt of Globol Communicasian. e 7
\ o) Setup Advanced Management Status Help A
DIAGNOSTICS

System Management
Firmware Update
Access Controls
Diagnosis

Log Configuration

Logout

different.

The DSL router can test your DSL connection. The individual tests are listed below. If a test displays 2 fail status, dlick the
"Run Diagnostic Test" button again to make sure the fai status is consistent.

WAN C [pppoa_8_48_0_0[~ ][ Retum Di Tests

TEST THE CONNECTION TO YOUR LOCAL NETWORK

The above diagnostics information is an example. In your situation, the results can be
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5.5.5 Management dLog Configuration

Choose Management > Log Configuration . The SYSTEM LOGage as shown in the following figure
appears:

‘Welcome admin, Logout
CONCEPTRONIC
The Comospt of Ghobial Communicaion
" Sewp | Advanced  Managoment __ Saws _Help |
iflanagsasny SYSTEM LOG

If the log mode is enabled, the system will begin to log all the selected events. If the selected mode is "Remote” or "Both”,
events wil be sent to the specified IP address and UDP port of the remote syslog server. If the selected mode is "Local” or
"Both", events will be recorded in the local memary.

Select the desired values and click "Apply" to configure the system log options.

Mote: This will not work correctly if modem time is not properly set! Please set it in "Setup/Time and Date”

SYSTEM LOG -- CONFIGURATION

Enable Log

Mode : Local [x]

Server IP Address :

Server UDP Port :

[ Apply ” Cancel H View System Log ]

In this page, you can enable the log function. You can set Mode to Local, Remote, or Both. Local
indicates to save the log in the local computer. Remote indicates to send the log to the remote log
server. Both indicates to save the log in the local computer and the remote log server.

To log the events, do as follows:

Step1l Select Enable Log.
Step2  Select a mode from the drop -down list.

If you select Remote or Both, enter the IP address and port number of the server.

Step 3  Click Apply to apply the settings.
Step4  Click View System Log to view the detail information of the system log.
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5.5.6 Management d Logout

ChooseManagement > Logout. The page as shown in the following figu re appears:

LOGOUT

Logging out wil close the browser.

Click Logout to log out of the configuration page.
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5.6 Status

In the Status page, you can view the system information and monitor the performance of the
device.

5.6.1 Status 0 Device Info

ChooseStatus > Device Info . The page as shown in the following figure appears:

) A yFJy ,“: i b

| CONCEPTRONIC| 7. ~\ -
The Comcapt of Global Communicafion e — - - . ~
\) Setup (A

DEVICE INFO

Device Info

Wireless Clients This information reflects the current status of your WAN connection.

DHCP Clients

Logs SYSTEM TNFO

Statistics

Route Info

ModemMame:
Tmeandbate:
Amwareverson:
SwtemUpTme:

Logout

INTERNET INFO

Internet Connection Status : | pppoa_8§ 45_0_0[x]

csowRez
0030253z
o
ooosst
Comected
toae9s23
eameees
leedossss
7z
L

Internet Connection Status:
DefauleGateway:
Preferred Dns Server:
AltemateDns Sever:
Downstream Line Rate (Kbpsi:
Upstream Line Rate (Kbps):

Enabled WAN Connections:
VPIVCL  SeviceMame  Protocol  I6MP QoS PAddress

'WIRELESS INFO

select wireless : | C150APRA2 [~ |

MACAddress
swws
Network Name (SSDY:
vebity:
SeaurtyMode:

LOCAL NETWORK INFO

w2sizesied
Ebe
csoeRA2
vebe
2
w2sizesizes
w2200t
msassasso
undefred

MACAddress
Paddess
subnetMasc
DHCRServer

The page displays the summary of the device status, including the system information, WAN
connection information, wireless information, and local network information.
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5.6.2 Status 0 Wireless Clients

ChooseStatus > Wireless Clients . The page as shown in the following page appears:

‘Welcome admin, Logout
CSNCEPTRSONIC
The Comospt Communicesian
"“Sewp | Advanced  Management  Staws | Help
Status
WIRELESS CLIENTS
De 0
This page shows authenticated wireless stations and their status.
)
e WIRELESS - AUTHENTICATED STATIONS
Fef Mac Associated Authorized Interface

The page displays authenticated wireless stations and their statuses.

5.6.3 Status 8 DHCP Clients

ChooseStatus > DHCP Clients. The page as shown in the following page appears:

This page displays all client devices that obtain IP addresses from the device. You can view the host
name, IP address, MAC address, and expiration time of the IP address.
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