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Conceptronic C150APRA2
Gebruiksaanwijzing

Gefeliciteerd met uw nieuwe
Conceptronic draadloze ADSL modem router

In deze gebruiksaanwijzing vindt u stap-voor-stap instructies voor de installatie van de Conceptronic
draadloze ADSL modem router.

Als u meer informatie of ondersteuning voor uw product nodig heeft, kunt u het beste naar onze Service &
Support website op www.conceptronic.net gaan en een van de volgende mogelijkheden kiezen:

e FAQ : Database met veel gestelde vragen
e Downloads : Gebruiksaanwijzingen, stuurprogramma'’s, firmware en overige downloads
e Contact : Contact opnemen met Conceptronic Support

Voor algemene informatie over Conceptronic producten gaat u naar de Conceptronic website op
WWww.conceptronic.net.

De informatie in deze snelstart installatiegids is gebaseerd op Windows 7 en Windows Vista en kan dus
afwijken van het gebruik op uw computer als deze een ander besturingssysteem heeft.

NB: In deze snelstartgids vindt u alleen de basisstappen om de draadloze ADSL modem router in gebruik te

nemen. Zie voor meer informatie over de functies en mogelijkheden van de draadloze ADSL modem
router de uitgebreide Engelstalige gebruiksaanwijzing (Extended User's Manual) op de product-cd.
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1. Inhoud verpakking

U vindt de volgende items in de verpakking van de Conceptronic draadloze ADSL modem router:

Conceptronic draadloze ADSL modem router (C150APRA2)
Antenne voor draadloze verbindingen

Netvoeding 12V gelijkstroom, 800mA

LAN-netwerkkabel

RJ-11 telefoonkabel

Product-cd

Deze meertalige gebruiksaanwijzing

Garantiekaart en boekje CE-verklaring

2. Plaats van de onderdelen van de draadloze ADSL modem router

2.1 Voorpaneel

[ \
I -~ Pow OSL  Inter = -\n\AT WLAN W

Nr. Beschrijving Status Betekenis status

A Aan/uit-lampje uIT Uitgeschakeld
AAN - GROEN Apparaat staat aan en is opgestart
AAN - ROOD Apparaat is bezig met opstarten
AAN - KNIPPERT  Firmware wordt bijgewerkt

B ADSL-lampje uIT Zelfdiagnose bij opstarten mislukt
AAN - KNIPPERT  Apparaat is bezig ADSL-signaal te detecteren
AAN - CONTINU ADSL-signaal gedetecteerd, zelfdiagnose gelukt

C Internetlampje AAN - ROOD Geen DSL-verbinding
AAN - GROEN Internetverbinding beschikbaar

D LAN-lampjes uIT LAN-poort is niet aangesloten

(1,2, 3, 4) AAN - CONTINU Er is een apparaat aangesloten op de LAN-poort

AAN - KNIPPERT  Er worden gegevens uitgewisseld

E WLAN-lampjes uIT Draadloos netwerk staat uit
AAN - CONTINU Draadloos netwerk is actief en werkt normaal
AAN - KNIPPERT  Activiteit draadloos netwerk (er worden gegevens

ontvangen/verzonden)
F WPS-lampje uiT WPS (Wi-Fi Protected Setup, beveiligde instelling

draadloos netwerk) niet actief

AAN - KNIPPERT  WPS actief, nieuwe WLAN-cliénten kunnen worden
toegevoegd

AAN - CONTINU Toevoegen WPS-cliént voltooid
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2.2 Achterpaneel

On/Off
Reset

WLANWPS :

Nr.  Beschrijving Betekenis
A Antenne-aansluiting  Om de meegeleverde antenne aan te sluiten op de modem router.
B DSL-poort Via deze poort verbindt u de ADSL-lijn met de modem router.
C LAN-poorten (1 - 4) Hier sluit u computer(s)/netwerkapparatuur aan op de modem router.
D Stroomaansluiting Hier sluit u de netvoeding aan op de modem router.
E Reset Fabrieksinstellingen herstellen (ingedrukt houden).
F WLAN / WPS-knop Kort indrukken (1 sec.) : WiFi aan- of uitzetten
Lang indrukken (> 3 sec.) : Configuratie via WPS-knop starten.
G Aan/uitschakelaar Modem router aan- of uitzetten.
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3. Hardware installeren

e Zet de meegeleverde antenne op de antenne-aansluiting [A] aan de achterkant van de modem router.

¢ Sluit de netvoeding aan op de stroomingang [D] aan de achterkant van de modem router en op een
stopcontact.

e Druk op de aan/uitknop [G] aan de achterkant van de modem router.

Het aan/uit-lampje aan de voorkant van de modem router gaat aan en de modem router wordt opgestart.

3.1 DSL-poort (telefoonlijn)

Bij de meeste ADSL-providers moet u een splitter aansluiten tussen telefoonlijn en ADSL-modem om te
voorkomen dat de ADSL-lijn het normale telefoonverkeer stoort. Als u geen splitter gebruikt, kan dit
verder leiden tot verbindingsproblemen of slechte prestaties.

NB: Bij de C150APRA2 wordt geen splitter voor de ADSL-verbinding meegeleverd. Neem zo nodig contact
op met uw telefoon- of internetprovider voor de juiste ADSL-splitter.

ADSL-splitters hebben in het algemeen de volgende aansluitingen:

e Line (lijn) : Deze poort moet met het telefoonstopcontact worden verbonden
e ADSL : Deze poort moet met de router worden verbonden
* Phone (telefoon) : Deze poort moet met een telefoon of ander telefonieapparaat worden verbonden

Zorg dat u de poorten op de juiste wijze aansluit. Als u op de telefoon geen kiestoon hoort, moet u de
verbindingen controleren en ervoor zorgen dat de kabels in de juiste poorten zitten en goed vastzitten.

Gebruik een telefoonkabel om de Conceptronic draadloze ADSL modem router (B) aan te sluiten op uw
analoge telefoonlijn (of splitter). Het ADSL-lampje gaat aan wanneer een ADSL-signaal wordt
gedetecteerd.

NB:  Als het ADSL-lampje aan de voorkant niet aan gaat, moet u ervoor zorgen dat:
- de draadloze ADSL modem router aan staat (aan/uit-lampje brandt),
- er een ADSL-signaal op de lijn staat.

Het internetlampje wordt pas groen nadat de juiste instellingen voor DSL en gebruikersaccount via een
webbrowser zijn ingevuld in het menu van de ADSL modem router.

3.2 LAN-poort(en)

Sluit een LAN netwerkkabel aan op een van de vier LAN-poorten aan de achterkant van de draadloze ADSL
modem router en op de netwerkaansluiting van uw computer.

Het LAN-lampje van de gebruikte LAN-poort gaat branden om aan te geven dat er verbinding is met de
computer. (Uw computer moet zijn opgestart en de LAN-aansluiting van de computer moet zijn
ingeschakeld.)
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4. Computer configureren

4.1 Uw IP-adres instellen

De C150APRA2 heeft een ingebouwde DHCP-server. De DHCP-server kent automatisch een IP-adres toe aan
iedere aangesloten computer als de netwerkverbinding van de betreffende computer staat ingesteld op
“Automatisch een IP-adres laten toewijzen”.

De meeste computers zijn standaard zo geconfigureerd dat ze zich automatisch een IP-adres laten
toewijzen. Wanneer dit niet het geval is, moet u de computer configureren om automatisch een IP-adres
te laten toewijzen door de onderstaande aanwijzingen op te volgen. Deze instructies zijn gebaseerd op
Windows Vista met Service Pack 1. Als uw computer een andere Windows-versie of een ander
besturingssysteem heeft, is het mogelijk dat de benodigde stappen hiervan afwijken.

A. Klik op “Start” > “Uitvoeren”.

= Run =

==  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

B. Geef de opdracht “NCPA.CPL” in en klik
op “OK”. Oper: [T 69 =
l QK ] ‘ Cancel | | Browse... ‘

Het venster “Netwerkverbindingen” wordt getoond.

C. Klik met de rechter muisknop op “LAN- l... LD_Cal jt\'ef‘_c_D_””?c_tiD_” y
verbinding” of “Draadloze netwerkverbinding” . A
(afhankelijk van de gebruikte aansluiting) en xR e e
selecteer “Eigenschappen”. Disable

Diagnose

Bridge Connections

Create Shortcut

m
m

Rename

©:> Properties
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Het venster “Eigenschappen” van de gekozen netwerkaansluiting wordt getoond.

D. Selecteer “Internet Protocol versie 4
(TCP/IPv4)” en klik op
“Eigenschappen”.

O

| Local Area Connection Properties

Networking | Sharing

Connect using:
¥ Atheros L1 Gigabit Ethemet 10/100/1000Base-T Controlle

This connection uses the following items

% Client for Microsoft Networks

QQDS Packet Scheduler

.@ File and Prirter Sharing for Microsaft Networks
i Intemet Protocol Version & {TCP/IPvE)

=4 |ntemet Protocol Version 4 (TCP/IPvd)

=& link-Layer Topology Discovery Mapper /0
& Link-Layer Topology Discovery Responder

KK KR

v

Uninstall

Het venster "Eigenschappen van Internet Protocol version 4 (TCP/IPv4)" wordt getoond.

E. Kies in de Eigenschappen voor
“Automatisch een IP-adres laten
toewijzen” en klik op “OK” om de
instellingen op te slaan.

F. Klik in het venster Eigenschappen van de
netwerkverbinding op “OK” om de
instellingen op te slaan.

Internet Protocol Version 4 (TCP/IPv4) Properties

B ||

General | Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an [P address automatically @
(7) Use the following TP address:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:




NEDERLANDS

4.2 Uw verbinding controleren

Met de opdrachtprompt van Windows kunt u nagaan of uw netwerkaansluiting (draadloos of via een
netwerkkabel) een correct IP-adres heeft gekregen. Dit voorbeeld is gebaseerd op Windows Vista met
Service Pack 1. Om de onderstaande stappen te kunnen uitvoeren, moet u onder Windows Vista over
administrator-toegangsrechten beschikken. Daarom wordt ook uitgelegd hoe u deze toegangsrechten kunt
krijgen.

A. Klik op de “Start”-knop van Windows > “Alle programma's” > “Bureau-accessoires”, klik met de
rechter muisknop op “Opdrachtprompt” en selecteer “Als administrator uitvoeren”. Als u een
waarschuwing krijgt, moet u deze accepteren door op “Doorgaan” of “Ja” te klikken.

De opdrachtprompt verschijnt. Controleer of de titelbalk van het opdrachtpromptvenster aangeeft:
“Administrator: Opdrachtprompt”. Wanneer “Administrator” niet wordt aangegeven, heeft u niet de
administrator-rechten die u nodig heeft voor de volgende stappen en moet u stap A opnieuw uitvoeren.

B. Geef de opdracht “IPCONFIG” in en klik op “ENTER”.

EX Administrator: Command Prompt [= |51 [

C:Windows system32ipconfig -e

Mindows IP Configuration

[Ethernet adapter Local Area Connection:

Gonnection—specific DNS Suffix H

Link-local IPvb Address feBB::414e:2c26:6398:a9F828
I1Pv4 Addre - - 192.168.8.188

Subnet Mas 255.255.255.8

Default Gateway 1 192.168.8.1

Tunnel adapter Local Area Connection* 6:

Media State ¢ Media disconnected
Connection—specific DNS Suffix

Tunnel adapter Local Area Connectionx 7:

Media State Media disconnected
Connection—specific DNS Suffix

C:sWindows“\system32}

U moet nu de volgende informatie zien:
IPv4-adres : 192.168.0.xxx (xxx is een getal tussen 100 en 199)
Subnetmasker : 255.255.255.0

Standaardgateway :192.168.0.1

Als de getoonde informatie overeenkomt met het bovenstaande, kunt u verdergaan met de configuratie
van het apparaat in hoofdstuk 5.

Als de getoonde informatie niet overeenkomt met het bovenstaande (bijv. als uw IP-adres 169.254.xxx.xxx
is), probeer dan de onderstaande mogelijkheden:

1. Zet het apparaat uit en vervolgens weer aan.
2.  Sluit de LAN-kabel tussen het apparaat en de computer opnieuw aan.
3 Vernieuw het IP-adres van uw computer door middel van de volgende opdrachten in de
Opdrachtprompt:
- “IPCONFIG /RELEASE” om een incorrect IP-adres weer vrij te geven.
- “IPCONFIG /RENEW” om een nieuw IP-adres te krijgen van het apparaat.
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EX Administrator: Command Prompt [= [ E [
C:s\Windowsssystem32>ipconfig ~release -e

indows IP Configuration

fin error occurred while releasing interface Loopback Pseudo-Interface 1 : The sy
stem cannot find the file specified.

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPvb Address 414e:2c26:6398:a9F8x8
Default Gateway . . . . .

Tunnel adapter Local Area Connection* 6:

Media State . Media disconnected

Cnnnection—speéiéié ﬁNé éuifix- :

Tunnel adapter Local Area Connection* 7:

Media State . . . . . . . . . . . Media disconnected
Connection—specific DNS Suffix . :

C:\Windows“system32>ipconfig Arenew -e
lindows IP Configuration

fin error occurred while releasing interface Loopback Pseudo-Interface 1 : The sy
stem cannot find the file specified.

[Ethernet adapter Local Area Connection:

Gonnection—specific DNS Suffix H

Link-local IPv6 Address . . . 414e:2c26:639
IPv4 Address. . . . . . -8.188
Subnet Mask . . . . .
Default Gateway . . .

sl 2. .
Ll 255 255 955 @
Lol i ie2l1e8lea

Tunnel adapter Local Area Connection* 6:

Media State . . . . . . . . . . . Media disconnected
Connection—specific DNS Suffix . :

Tunnel adapter Local Area Connection¥ 7:

Media State . . Media disconnected

Gnnnectinn—specii‘-‘ it-: ]‘)Né éul“f‘ix-

C:sWindows“\system32} hl

Als u het probleem met het IP-adres niet kunt oplossen met de bovenstaande stappen, kunt u de
standaard fabrieksinstellingen herstellen met behulp van de reset-knop aan de achterkant van het
apparaat.

Houd de reset-knop ca. 15 seconden ingedrukt om de standaard fabrieksinstellingen te herstellen.
Wanneer het statuslampje weer brandt, herhaalt u stap B om uw IP-adres te vernieuwen.

NB:  Als het probleem blijft terugkomen, controleer dan of alle kabels goed zijn aangesloten. De ADSL-
poort hoort op de ADSL-lijn te zijn aangesloten en de LAN-poort op de computer.
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5. Modem router configureren

In dit hoofdstuk leest u hoe u de C150APRA2 kunt configureren met de ingebouwde snelstartwizard. Nadat
u de stappen uit dit hoofdstuk heeft uitgevoerd, is uw router ingesteld op uw ADSL-verbinding en kunt u
verbinding maken met internet.

5.1 Standaard fabrieksinstellingen

Verschillende instellingen van de C150APRA2 zijn standaard al ingevuld. Hieronder vindt u de vooraf
gemaakte instellingen:

IP-adres : 192.168.0.1 (DHCP-server voor LAN/WLAN-cliénten ingeschakeld)
Gebruikersnaam . admin (selecteer deze gebruiker)

Wachtwoord : admin (kleine letters)

Netwerknaam draadloos netwerk : C150APRA2

Kanaal draadloos netwerk : Channel 6 (kanaal 6)

Beveiliging draadloos netwerk : WPA2

UPnP : uitgeschakeld (kan worden ingeschakeld nadat de

internetverbinding is geconfigureerd)
Wanneer u instellingen heeft gewijzigd in de configuratie van de C150APRA2, worden deze opgeslagen in

het geheugen van de modem router. Om de standaard fabrieksinstellingen te herstellen, houdt u de reset-
knop aan de achterkant van het apparaat ca. 15 seconden ingedrukt.

5.2 Configuratie via internetbrowser

De configuratie van de C150APRA2 is webgebaseerd: u maakt hiervoor gebruik van een internetbrowser.

NB: We raden u aan om tijdens het configureren van de router gebruik te maken van een LAN-kabel en
niet van een draadloze verbinding.

A. Start uw internetbrowser (zoals Internet Explorer, Firefox, Safari of Chrome).

B. Geef het IP-adres van het apparaat in in de adresbalk van uw internetbrowser (standaard:
http://192.168.0.1/).

C. Eerst ziet u een aanmeldvenster waarin om een gebruikersnaam en een wachtwoord wordt
gevraagd. Selecteer de gebruiker “admin” uit het afrolmenu, geef het wachtwoord voor de
administrator in (standaard = ‘admin’) en klik op “Login” (Aanmelden) om de webgebaseerde
configuratie te starten.
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Wanneer de gebruikersnaam en het wachtwoord correct zijn, toont de router de pagina “Overview”

(Overzicht):
Welcome admin, Logout
CONCEPTRONIC
The Concapt af Global Communicasion
| sewp _ Advanced | Momgement S ___Help__
Setu ]
—= SETTING UP YOUR INTERNET
d
p There are two ways to set up your Internet connection. You can use the Web-based Internet Connection Setup Wizard or
you can manually configure the connection.
Please make sure you have your ISP's connection settings first if you choose manual setup.
0 etwo
d Da

0go INTERNET CONNECTION WIZARD
You can use this wizard for assistance and quick connection of your new Router to the Internet. You wil be presented
with step-by-step instructions in order to get your Internet connection up and running. Click the button below to begin.

Setup Wizard
MNote: Before lunching the wizard, please ensure you have correctly followed the steps outlined in the Quick Installztion
Guide included with the router.
NB: Op de pagina “Overview” vindt u een snelmenu voor het configureren en onderhouden van de

C150APRA2.

10
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5.3 Installatiewizard

U kunt de internetverbinding van de C150APRA2 instellen met de ingebouwde wizard. Deze wizard helpt u
om de instellingen stap voor stap te configureren.

NB: Voordat u met de snelstart wizard begint, moet u zorgen dat u alle informatie over uw
internetinstellingen bij de hand heeft, zoals accountgegevens, verbindingstype, etc.

A. Klik op de knop “Quick Start” (Snelstart) in het linkermenu van de webconfiguratie.

B. Klik op de knop “Setup Wizard” WELCOME 10 SETUP WIZARG
(Installatiewizard).

This wizard wil guide you through a step-by-step process to configure your new router and connect to the intemet.

C. Het welkomvenster van de wizard
bevat vier stappen. Klik op “Next”
(Volgende) om door te gaan.

= Step 1: Set Tme and Date

= Step 4 : Completed and Qut.

(text] (Cancel ]

D. De ADSL modem router detecteert STEP 12 SETTINE AND DATE
de juiste datum en tijd wanneer hij ,
L N . The Thve Confouraton opton aiws you £ coafurs, updas, and Wkt the coract te o the ntareal st ek
verbinding heeft met internet. Dit From the section you can set the tme zon ou are 1 2nd set the NTP (Heowork Tme Protacal) Server, Davight
. Saving can ako be configured to autometically adjust the tme when needed.
wordt alleen gebruikt voor het
logboek. U kunt de tijdzone en de

data voor de zomertijd selecteren. TIME SETTIN
Klik na afloop op “Next” @ a ith Internet
(Volgende). WP ke server : [T concepioncposini o [

Time Zone : | (GIT+0100) Amsterdam, Berin, Rame, Stockhim Vienna, Pare

[] Enable Daylight Saving

11
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E. Selecteer uw land en uw Internet
Service Provider (ISP). De juiste
instellingen voor uw
internetverbinding worden
toegepast. Deze kunnen later
worden aangepast.

Wanneer gebruik wordt gemaakt
van een PPPOE of PPPOA
internetaansluiting, gebruikt u de
gebruikersnaam en het wachtwoord
die u van uw internetprovider heeft
ontvangen.

Klik vervolgens op “Next”
(Volgende).

F. U kunt uw draadloze netwerk
aanzetten (enable) of uitzetten
(disable); het staat standaard aan.
De modem router zendt de
identificatie (SSID) “C150APRA2”
uit, maar u kunt de SSID ook
verbergen. Het apparaat heeft een
vooraf gedefinieerde unieke WPA2-
PSK encryptiesleutel.

NB: U vindt de vooraf
gedefinieerde
encryptiesleutel aan de
onderkant van de modem
router.

U kunt de vooraf gedefinieerde
sleutel zo laten zoals aangegeven in
het menu, of hem vervangen door
een zelfbedachte sleutel.

Klik vervolgens op “Next”
(volgende).

STEP 2: SETUP TNTERNET CONNECTION

Please select your 159 (Intemet Sarvice Provider) from the lst below.

Country : | (Click 1o Select) ¥
15P : | (Cick 10 Select) &

(0-255)

(32465535)

PPPOE/PPPOA

Plaase entar your Usamama and Password 3 provdad by your ISP (Intemat Servie Providar). Phaase anter the
formaton exacty 35 shown takng nate of upper and lowar cases. Ckk "Next” to

Usarname :
Password :
Confirm Password :

[Bacx] [(Cancel]

STEP 3: CONFIGURE WIRELESS NETWORK

Your wireless network & enabled by defauk. You can smply uncheck it to dsable ft and cick “Next” to sk configuration of
wieless network

Enable Your Wireless Network : 7]

Your wireless network needs 2 name 5o & can be easly recognied by wieless dlents. For sacurty puroses, f & highly
recommended to change the pre-configured network name.

Wireless Network Name (SSID) : C1504PRA2

Selact "Visb ublsh your wireless network and SSID can be
Weeess network o that uses need to ramualy enter SSID i ord

by wireless cients, or select “Invisble” to hide your
onnect to your wreless network.

Visibility Status : © Veble O Ivsble

In order to protect your network from hackers and unauthorzed users, It s highy recommended you choose ane of the
folowng wreless network securty settings.

[ P
© None O wer D WPA-PSK JORVEIVE
Security Mode:\WPA2-PSK.

Now, please enter your wireless securty key

WPA2 Pre-Shared Key : 1000000000
(8:63 characters, uch 38 a~2, A~Z, 0f 0~9, Le. ‘YeFortress1238")

Wote: You wil need to enter the same key here Nto your wireless clents in order to enable proper wieless connection.

[Back] [fiext] [Cancel

12
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Nadat u het draadloze netwerk
heeft geconfigureerd, ziet u het
“Setup Summary” (Overzicht
instellingen).

Klik na afloop op “Apply”
(Toepassen).

Uw apparaat is nu geconfigureerd
en uw internetverbinding is klaar
voor gebruik.

STEP 4: COMPLETED AND RESTART

Setup complete. Clck “Back” to review or mody settings.

¥ your Intemet connection dos not work, ou can try the Setup Weard agan wih altemative settngs or use Manual Setup
nstzad f you have your Intemat connection detais as provided by your 159,

SETUP SUMMARY

Below & a detaded summary of your settings. Please print this page out, or write the nformation on 3 piece of paper, so
wu g your

13
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6. Verbinden met draadloos netwerk

Er zijn twee verschillende manieren om draadloos verbinding te maken met het netwerk van de modem
router:

Handmatig.
Automatisch met behulp van de WPS-functie.

! BELANGRIJKE OPMERKING !
De draadloze router is standaard beveiligd met WPA-PSK/WPA2-PSK encryptie (Mixed Mode).

U vindt de unieke WPA "passphrase” (een soort wachtwoord) op de productsticker aan de
onderkant van uw modem router.

Vrijwel alle merken/types draadloze netwerkkaarten gebruiken een andere cliént-applicatie. Zie de
gebruiksaanwijzing van uw draadloze netwerkkaart voor informatie over hoe u verbinding maakt met een
draadloos netwerk.

6.1 Handmatig verbinden in Windows 7

In het volgende voorbeeld wordt gebruik gemaakt van de standaardfunctie “Verbinding met een netwerk
maken” die aanwezig is in Windows 7.

A. Klik op het ‘Netwerk’ pictogram in het
Windows systeemvak voor een lijst met
beschikbare draadloze netwerken.

Not connected *+s

dﬂﬂ(nnne(tmns are available

Wireless Network Connection ~

CI50APRA2 N

Open Network and Sharing Center

- Tal,;['r” ) ‘ |

B. Selecteer het netwerk “C150APRA2” in

de lijst en klik op ‘Verbinding maken’. Not connected 4

Standaard is de optie “Automatisch dﬂﬂ'ﬁomectwﬂwe available

verbinding maken” geselecteerd. Dit

zorgt ervoor dat de verbinding steeds Wireless Network Connection ~

automatisch wordt gestart wanneer uw C150APRA2 o

computer wordt aangezet. Als u dit niet - *

wilt, kunt u dit vakje uitschakelen Ll TR T

voordat u op ‘Verbinding maken’ klikt.

Open Netwerk and Sharing Center

2 o g a P “

14
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C.

D.

Geef in het veld “Beveiligingssleutel” de
standaard WPA passphrase in (zoals
aangegeven op de onderkant van uw
draadloze router) en klik op ‘OK’.

De cliént maakt nu verbinding met het
draadloze netwerk.

Om de status van de draadloze
verbinding te controleren, kunt u op het
‘Netwerk’ pictogram in het systeemvak
klikken. U ziet hier met welk netwerk u
momenteel verbonden bent, informatie
over de verbinding, en de sterkte van het
signaal.

-
¥ Connect to a Network

===

Type the network security key

Security key: F——

[7] Hide characters

-
¥ Connect to a Network

===

Connecting to C1S0APRAZ . ..

Cancel

Currently connected to: s
% C150APRA2

=10 Internet access
Wireless Network Connection -
C150APRAZ Connected i

Open Network and Sharing Center

o
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6.2 Handmatig verbinden in Windows Vista

In het volgende voorbeeld wordt gebruik gemaakt van de standaardfunctie “Verbinding met een netwerk
maken” die aanwezig is in Windows Vista met Service Pack 1.

A. Klik op het ‘Netwerk’ pictogram
in het systeemvak en klik op “Er
zijn draadloze netwerken
beschikbaar”.

B. Selecteer het netwerk
“C150APRA2” in de lijst en klik
op ‘Verbinding maken’.

C. Geef in het veld
“Beveiligingssleutel” de
standaard WPA passphrase in
(zoals aangegeven op de
onderkant van uw C150APRA2) en
klik op ‘Verbinding maken’.

Mot Connected

L‘. Wireless networks are available.
-

Connect to a network
Metwork and Sharing Center

< |2 Wb 1348

=1 e

[©)] % Connecttoa network

Select a network to connect to

Show [Al -

Ae casoapra2
g ;

Security-enabled network !ﬂﬂ

Set up a connection or network
Open Netwerk and Sharing Center

@ B Connecttoa network

Type the network security key or passphrase for CLS0APRA2

The person who setup the network can give you the key or passphrase.

Security key or passphrase

[ Display characters

£ Hyouhavea USE flash drive with network settings for CLS0APRAZ, insert it now.
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D.

Nadat verbinding is gemaakt,
kunt u ervoor kiezen om dit
netwerk vast te leggen en er
voortaan automatisch verbinding
mee te maken zodra uw
computer wordt aangezet. Klik
op ‘Sluiten’ om de
verbindingwizard af te sluiten.

Om de status van de draadloze
verbinding te controleren, kunt u
op het ‘Netwerk’ pictogram in
het systeemvak klikken. U ziet
hier met welk netwerk u
momenteel verbonden bent,
informatie over de verbinding, en
de sterkte van het signaal.

=1 [l
@ % Connect toa network
Successfully connected to CL50APRAZ
Save this network
Start this connection automatically

Currently connected to:

C150APRA2
Access: Local and Internet  afl

Connect or disconnect...
Metwork and Sharing Center

<7 % e 1348
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6.3 Automatisch verbinden met behulp van WPS

De modem router ondersteunt WPS (Wi-Fi Protected Setup, beveiligde instelling draadloos netwerk). WPS
is een standaard waarmee u in enkele eenvoudige stappen veilig een draadloos netwerk kunt opzetten.

NB: Om op de modem router gebruik te kunnen maken van WPS, moeten uw draadloze cliénten (zoals
pc's) zelf ook WPS ondersteunen. Als u een of meer draadloze cliéntcomputers heeft die geen WPS
ondersteunen, raden we u aan handmatig verbinding te maken met de modem router en de WPA-
“passphrase” te gebruiken die aan de onderkant van het apparaat staat aangegeven. Zie paragraaf
6.1 of 6.2 voor handmatige aansluiting op het draadloze netwerk.

NB:  Ga voor meer (technische) informatie over WPS naar de volgende website:
http://en.wikipedia.org/wiki/Wi-Fi_Protected_Setup

Via WPS kunt u een draadloze cliént met de modem router verbinden door op beide apparaten op een
knop te drukken.

Voor deze methode moet uw draadloze cliént over een (virtuele) knop beschikken om verbinding te
kunnen maken met de modem router.

Sommige draadloze cliénten hebben een echte knop waarmee WPS wordt gestart; andere draadloze
cliénten hebben software met een virtuele WPS-knop.

Volg de onderstaande stappen om via een WPS-knop verbinding te maken met de router:

A. Druk aan de achterkant van de modem router op de WPS-knop; het WPS-lampje gaat knipperen om
aan te geven dat de WPS-authenticatie is gestart.

B. Druk op de WPS-knop van uw draadloze cliént. Dit kan een hardware-knop zijn of een virtuele knop
in de software van de draadloze cliént.

NB: De modem router houdt de WPS-authenticatie 120 seconden lang actief. Tijdens dit proces knippert
het WPS-lampje. Als er tijdens deze 120 seconden geen verbinding tot stand komt, gaat het lampje
uit en wordt de WPS-authenticatie afgebroken.

Wanneer de WPS-verbinding is gelukt, brandt het WPS-lampje continu.

De draadloze cliént heeft nu verbinding met het beveiligde draadloze netwerk van de modem router.
U kunt meer draadloze WPS-cliénten toevoegen zonder dat de bestaande verbinding met eerder
aangesloten cliénten verloren gaat. Als u meer draadloze WPS-cliénten wilt toevoegen, herhaalt u de
stappen A en B.
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Draadloos netw

In dit hoofdstuk leest u hoe u het draadloze netwerk van de C150APRA2 handmatig kunt beveiligen. Om
ongeoorloofde toegang tot uw netwerk te voorkomen, is het noodzakelijk uw netwerk te beveiligen.

Volg de onderstaande stappen om het draadloze netwerk handmatig te beveiligen.
A. Meld u aan bij de C150APRA2 zoals beschreven in paragraaf 5.2.

B. Klik op “Wireless” (Draadloos) en vervolgens op “Wireless Security” (Beveiliging draadloos
netwerk) in het linkermenu.

CONCEPTRSNIC I
mnsaen i imm

WIRELESS SECURTTY

Use this section to configure the wireless security settings for your router. Please note that changes made on this section
wil 350 need to be duplicated to your wireless clients and PC.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
ocal Netwo including: WEP, WPA and WPAZ. WEP s the original wireless encryption standard. WPA and WPA2 provides a higher level
of securty.

Security Mode : | Auto(WPA or WPA2)[+]
WPA Encryption : | TKIP+AES[~]

WPA

Use WPA or WPA2 mode to achieve 2 balance of strong security and best compatibility. This mode uses WPA for legacy
cients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the dient
supports wil be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are
not allowed access with WPA security. For maximum compatbiity, use WPA Only. This mode uses TKIP cpher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

WPA Mode : | Auto[WPA or WPA2)-PSK [=]

Group Key Update Interval

PRE-SHARED KEY

S P

Please take note of your SSID and securtty Key as you wil need to duplicate the same settings to your wireless devices and
PC.
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Kies een “Security Mode” in het afrolmenu.

We raden u aan om uw netwerk te beveiligen met “Auto (WPA of WPA2)”. U maakt dan gebruik
van het hoogste beveiligingsniveau (WPA2), dat bovendien neerwaarts compatibel is met cliénten
die alleen over WPA beschikken.

Kies een “WPA Encryption” in het afrolmenu.

We raden u aan om “TKIP+AES” encryptie te selecteren. U maakt dan gebruik van het hoogste
encryptieniveau (AES), dat bovendien neerwaarts compatibel is met cliénten die alleen over TKIP
beschikken.

Geef de beveiligingssleutel (encryption key) in bij “Pre-shared Key” (Vooraf gedeelde sleutel).
Klik op “Apply” (Toepassen) om de gewijzigde beveiligingsinstellingen op te slaan.

Onthoud de door u ingegeven beveiligingsinformatie goed, of noteer deze ergens. U heeft deze
informatie nodig wanneer u een computer of andere cliént draadloos wilt verbinden met de
C150APRA2.

U kunt nu gebruikmaken van de zojuist gemaakte instellingen om uw draadloze cliént(en) met de
C150APRA2 te verbinden zoals beschreven in paragraaf 6.1 en paragraaf 6.2.
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8. Doorschakelregels voor poorten instellen

De Conceptronic C150APRA2 heeft een ingebouwde firewall om internetaanvallen op uw netwerk af te
weren. Deze firewall blokkeert automatisch al het inkomende verkeer op ongebruikte poorten. Wanneer u
een geblokkeerde poort nodig heeft voor een toepassing (zoals een FTP-server of webserver) kunt u op de
configuratiepagina's een poortdoorschakelregel aanmaken om het verkeer aan de server te kunnen
doorgeven.

NB: De Conceptronic C150APRA2 ondersteunt Universal Plug & Play (UPnP), zodat UPnP-compatibele
applicaties en apparaten, zoals game consoles, automatisch de poorten die ze nodig hebben kunnen
openen zonder dat daarvoor handmatig moet worden geconfigureerd. Daar staat tegenover dat
UPnP uw netwerkomgeving kwetsbaarder maakt voor aanvallen. Als u toepassingen heeft die
gebruik maken van UPnP, kunt u de UPnP optie inschakelen in de configuratie van de C150APRA2
onder “Advanced” (Geavanceerd) > “Network Tools” (Netwerkopties) > “UPnP”.

Hieronder vindt u een lijstje met veel gebruikte poortnummers en de bijbehorende applicaties:

Poort Applicatie Poort Applicatie

20 FTP-data (FTP-server) 80 HTTP (webserver)

21 FTP (FTP-server) 110 POP3 (mailserver - inkomend)
22 SSH (secure shell) 2000 Remotely Anywhere

23 Telnet 5800 VNC

25 SMTP (mailserver - uitgaand) 5900 VNC

Zie voor meer poorten en bijbehorende applicaties: http://portforward.com/cports.htm

NB:  Als u gebruik maakt van poortdoorschakelingsregels, raden we u aan om de computer(s) een vast
(statisch) IP-adres te geven in plaats van een dynamisch IP-adres.

NB: Zie voor een gedetailleerde beschrijving van de opties voor poortdoorschakelingen en DMZ de
uitgebreide gebruiksaanwijzing (Extended User's Manual, uitsluitend in het Engels) op de product-
cd. Selecteer “View User Manual” (Gebruiksaanwijzing bekijken) in het Autorun-menu.

Meld u aan bij de C150APRA2 zoals beschreven in paragraaf 5.2.
Klik op “Advanced” (Geavanceerd) in het menu bovenaan.
Klik op “Port Forwarding” (Poorten doorschakelen) in het linkermenu.

nw>

De Port Forwarding configuratie wordt op uw scherm weergegeven.
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= 75, T .
comceprROWC. =

Setup Advanced Management Status Help

PORT FORWARDING

Port Forware
Port Forwarding allows you to direct incoming traffic from the WAN side (identfied by protocol and external port)to the

internal server with a private IP address on the LAN side. The internal port is required only f the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Advanced Wireless

DMz
Select the service name, and enter the server IP address and click "Apply” to forward IP packets for this service to the
Parental Control specified server. Note: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port
N Start or the External Port End changes, the Internal Port Start or Internal Port End automaticaly changes
Filtering Options accordingly.
Qos Config Note: You have to open the pvc's WAN Service at "Management "~ "Access Controls™ - "Services” that the Port

Forwarding configration wil become effective.
Frewall Settings

DNS
PORT FORWARDING SETUP

Dynamic DS

Routing

Schedules

Logout PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32

WAN Connection(s) : pppoa_8_48 0 0[]

Server Name :

© Select 3 Service ; TP Senver [=]
© Custom Server :
Schedule

In de bovenstaande afbeelding ziet u een voorbeeld van een poortdoorschakelingsconfiguratie.
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Klik op de knop “Add” (Toevoegen) om een nieuwe poortdoorschakelregel toe te voegen.
Selecteer een van de voorgedefinieerde services uit het afrolmenu “Select a Service” (Selecteer
een service), of geef een nieuwe servicenaam in voor uw poortdoorschakelregel in het veld
“Custom Server” (Server van gebruiker).

Geef het IP-adres van de computer die de doorschakelregel gebruikt in in het veld “Server IP
Address”.

Geeft de poorten die vanuit het internet toegankelijk moeten zijn aan in de velden “External Port
Start” (Eerste externe poort) en “External Port End” (Laatste externe poort).

Selecteer het protocol voor uw doorschakeling in het afrolmenu “Protocol”: “TCP”, “UDP” of
“Both” (Beide).

Als u niet weet welk protocol u nodig heeft voor uw poortdoorschakeling, selecteert u “Both”. Met
deze optie wordt zowel TCP- als UDP-verkeer doorgegeven aan het hier voor uw computer/server
ingestelde IP-adres.

Geeft de poorten die op uw computer toegankelijk moeten zijn aan in de velden “Internal Port
Start” (Eerste interne poort) en “Internal Port End” (Laatste interne poort).
Klik op “Apply” (Toepassen) om de poortdoorschakelregel op te slaan.

De zojuist toegevoegde regel staat nu in de lijst met poortdoorschakelingen.

Welcome admin, Logout
CONCEPTRSNIC
il [ I - [ I |
R L L | =
Advanced

PORT FORWARDING

Part Forwarding alows you to drect incoming traffic from the WAN side (identified by protocol and external port)to the
internal server with a private IP address on the LAN side. The internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and click "Apply” to forward 1P packets for this service ta the
Parental Contro specfied server. Note: Modifying the Intarnal Port Start or Internal Port End is not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automaticaly changes

g Optic accordingly.

QOS Config Note: You have to open the pvc's WAN Service at "Management " "Access Controls” — "Services” that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

Internal Internal Server IP Schedule Remote

o DO Name Port Start  Port End Port Start  Port End Address Rule »P
outing w | 21 21 tp 21 21 192.168.0.10  Always

Als u meer poortdoorschakelregels wilt maken, herhaalt u de stappen D t/m J.
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9. Opnieuw opstarten

Wanneer u instellingen verandert in de configuratie van de modem router, worden de nieuwe instellingen
direct toegepast en geactiveerd. Wanneer u grote of belangrijke wijzigingen in de configuratie aanbrengt,
raden we u aan om de C150APRA2 bovendien opnieuw op te starten om ervoor te zorgen dat alle
wijzigingen correct worden toegepast.

A. Meld u aan bij de C150APRA2 zoals beschreven in paragraaf 5.2.

B. Klik op “Magement” (Beheer) in het menu bovenaan.

C. Klik op “System Management” (Systeembeheer) in het linkermenu.

D. Klik op de knop “Reboot” (Opnieuw opstarten) om de C150APRA2 opnieuw op te starten.

Tijdens het opstarten ziet u een voortgangsbalk op uw scherm.

Rebooting...

System is rebooting. . Please wait for a moment

Please relogin after reboot

Wacht tot de vooruitgangsbalk aan het eind is voordat u zich opnieuw aanmeldt.

Uw C150APRA2 is nu klaar voor gebruik!

NB: Zie voor een gedetailleerde beschrijving van de mogelijkheden en instellingen van de C150APRA2
de uitgebreide gebruiksaanwijzing (Extended User Manual, uitsluitend in het Engels) op de product-
cd. Selecteer “View Extended User Manual” (Uitgebreide gebruiksaanwijzing bekijken) in het
Autorun-menu.
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Conceptronic C150APRA2
User Manual

Congratulations on the purchase of your
Conceptronic wireless ADSL modem router.

This user manual gives you a step-by-step explanation of how to install and use the Conceptronic wireless
ADSL modem router.

When you need more information or support for your product, we advise you to visit our Service &
Support website at www.conceptronic.net/support and select one of the following options:

e FAQ : Frequently Asked Questions database
e Downloads : Manuals, Drivers, Firmware and more downloads
e Contact : Contact Conceptronic Support

For general information about Conceptronic products visit the Conceptronic website at
WWww.conceptronic.net.

The information in this quick installation guide is based on Windows 7 and Vista, but can differ from your
computer when you are using a different operating system.

Note: This user manual only explains the basic steps to get the wireless ADSL modem router up and

running. For more info about the various functions of the wireless ADSL modem router, please
refer to the extended user manual (English only) on the product CD-ROM.

Table of contents

1. Package contents 5. Modem router configuration
2. The wireless ADSL modem router explained 5.1. Factory default settings
2.1. Front panel 5.2. Web-based configuration
2.2. Back panel 5.3. Setup wizard
3. Hardware Installation 6. Connecting to the wireless network
3.1. DSL (Telephone) port 6.1. Connecting manually in Windows 7
3.2. LAN port(s) 6.2. Connecting manually in Windows Vista
s 6.3. Connecting automatically using WPS
4. Configuring the computer . . .
4.1. Configure your IP address 7. Manually configure wireless security

4.2. Checking your connection

(o]

. Setting up port forwarding rules
9. Rebooting
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1. Package contents

The following items are present in the package of the Conceptronic wireless ADSL modem router:

Conceptronic wireless ADSL modem router (C150APRA2)
Antenna for wireless connections

Power supply 12V DC, 800mA

Network (LAN) cable

RJ-11 phone cable

Product CD-ROM

This multi language user manual

Warranty card & CE declaration booklet

K] [}
— Mg MR e T wian  wes
Nr Description Status Status Explanation
A Power LED OFF Power is OFF
ON - GREEN Power is on and the initialization is normal
ON - RED Device is initiating
ON - FLASHING Firmware is upgrading
B ADSL LED OFF Initial self test failed
ON - FLASHING Device is detecting DSL signal
ON - STEADY DSL signal detected, self test succeeded
C Internet LED ON - Red No DSL connection
ON - Green Internet connection available
D LAN LEDs OFF LAN port is not connected
(1,2, 3, 4) ON - STEADY A device is connected to the LAN port
ON - FLASHING Data is being transmitted
E WLAN LEDs OFF Wireless LAN is turned off
ON - STEADY Wireless LAN is active and normal
ON - FLASHING Wireless LAN activity (sending or receiving data)
F WPS LED OFF WPS (Wi-Fi Protected setup) not active
ON - FLASHING WPS active, new WLAN clients can be added
ON - STEADY WPS client successfully added

26



ENGLISH

2.2 Back panel

On/Off
Reset

WLANWPS :

Nr Description Explanation
A Antenna connection  Connect the included antenna to the modem router.
B DSL port Connect your ADSL line to the modem router.
C LAN ports (1 - 4) Connect your computer(s)/network device(s) to the modem router.
D Power connector Connect the power supply to the modem router.
E Reset Perform a factory reset (hold).
F WLAN / WPS button Short press (1 sec) : Turn WiFi on or off.
Long press (> 3 sec) : Start WPS Push Button configuration.
G Power button Turn the modem router on or off.
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3. Hardware Installation

e Connect the included antenna to the antenna connection [A] on the back of the modem router.

e Connect the power supply to the power connection [D] on the back of the modem router and to an
available wall socket.

e  Press the power [G] button on the back of the modem router.

The power LED on the front of the modem router will light up and the modem router will perform a
system startup.

3.1 DSL (Telephone) port

Most ADSL providers require a splitter between your phone line and the ADSL modem that prevents the
ADSL line from interfering with regular telephone services. Not using such a splitter could lead to
connection problems or bad performance.

Note: The C150APRA2 is not delivered with a splitter for the ADSL connection. Please contact your
telephone or internet provider for the correct ADSL splitter.

The connection ports of an ADSL splitter are typically labelled as following:

e Line : This port connects to the wall jack
e ADSL : This port connects to the router
e Phone : This port connects to a telephone or other telephone device

Make sure the lines are properly connected. If you are unable to hear a dial tone with the telephone,
check the connections to make sure the cables are securely attached and connected to the correct port.

Use a telephone cable to connect the Conceptronic wireless ADSL modem router (B) to your local analog
telephone line (or splitter). The ADSL led will light up when an ADSL signal has been detected.

Note: If the ADSL LED on the front does not lit up, make sure that:
The wireless ADSL modem router is powered on (the power LED should burn).
There is an ADSL signal on the line.
The Internet LED will only be green when correct DSL and user account settings are applied
into the Web Interface of the ADSL modem router.

3.2 LAN port(s)

Connect the network (LAN) cable to 1 of the 4 LAN ports on the back panel of the wireless ADSL modem
routerand to the network card of your computer.

The LAN LED of the used LAN port will lit up, indicating that the computer is connected. (Your computer
must be switched on and the LAN connection must be enabled).

28



ENGLISH

4. Configuring the computer

4.1 Configure your IP address

The C150APRA2 is equipped with a built-in DHCP server. The DHCP server will automatically assign an IP
address to each connected computer if the connected computer is set to “Obtain an IP address
automatically”.

By default most computers are configured to automatically obtain an IP address. When this is not the
case, you will need to configure your computer to obtain an IP address automatically by following the
instructions below. These instructions are based on Windows Vista with Service Pack 1. If your computer
has a different version or operaring system, the steps required might be different.

A. Click “Start” > “Run”. =

= Run

===  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

B. Enter the command “NCPA.CPL” and
press “OK”. Open: | EENE -—e -
I 0K ] ‘ Cancel | | Browse... ‘

The “Network Connections” window will appear.

C. Right click your “Local Area Connection” (wired
or wireless, depending on the connection you
use) and select “Properties”. xR

Disable

Diagnose
Bridge Connections

Create Shortcut

m
m

Rename

©:> Properties
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The Properties window of the Local Area Connection will appear.

D. Select the “Internet Protocol Version 4
(TCP/IPv4)” and click “Properties”.

©

The Properties window of the Internet Protocol Version 4 (TCP/IPv4) will appear.

E. Set the properties to “Obtain an IP
address automatically” and press “OK”
to save the settings.

F. Press “OK” in the properties window of
the Local Area Connection to save the
settings.

U Local Area Connection Properties

Networking | Sharing

Connect using:
¥ Atheros L1 Gigabit Ethemet 10/100/1000Base-T Controlle

Corffigure. ..

This connection uses the following items

% Client for Microsoft Networks
QQDS Packet Scheduler
.@ File and Prirter Sharing for Microsaft Networks
i Intemet Protocol Version & {TCP/IPvE)
=4 |ntemet Protocol Version 4 (TCP/IPvd)
=& link-Layer Topology Discovery Mapper /0
& Link-Layer Topology Discovery Responder

KK KR

")

|

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration

‘You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically @
(7) Use the following IP address:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:
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4.2 Checking your connection

With the Command Prompt of Windows you can verify if you have received a correct IP address on your
(wired or wireless) Local Area Connection. This example is based on Windows Vista with Service Pack 1.
Windows Vista needs administrative rights to perform the steps below. There is an explanation on how to

gain administrative rights.

A. Click “Start” > “All programs” > “Accessories”, right click “Command Prompt” and select “Run
as administrator”. You might get a warning message, which you need to accept by clicking

“Continue”.

The Command Prompt will appear. Make sure the Command Prompt title bar mentions “Administrator:
Command Prompt”. When “Administrator” is not mentioned, you do not have the needed administrative

rights for these steps and you will need to perform step A again.

B. Enter the command “IPCONFIG” and press ENTER.

BN Administrator: Command Prompt

C:\Windows\system32>ipconf iy -G

Mindows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix . :

Link-local IPuv6 Address . . . . : feBB::414e:2c26:6398:a9f828
1Pud fAddre : 192.168.0.1008

Subnet Mask = 255.255.255.0

Default Gateway : 192 .168.8.1

Tunnel adapter Local Area Connection 6:

Media State : Media disconnected
Connection—specif DNS Suffix H

Tunnel adapter Local Area Connection* 7:

Media State : Media disconnected
Gonnection—specific DNS Suffix H

C:Windowusssystem32>

=B .

You should see the following information

IPv4 Address : 192.168.0.xxx (Where xxx can vary between 100 ~ 199).
Subnet Mask : 255.255.255.0
Default Gateway £ 192.168.0.1

If the information shown above matches your configuration you can continue the configuration of the

device in Chapter 5.

If the information shown above does not match your configuration (i.e. your IP address is 169.254.xxx.xxx)

please check the options below:

1. Power off and power on the device.
2. Reconnect the LAN cable to the device and to your computer.
3. Renew the IP address of your computer with the following commands:
- “IPCONFIG /RELEASE” to release the incorrect IP address.
- “IPCONFIG /RENEW?” to receive a new IP address from the device.
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BN Administrator: Command Prompt | = | B |
C=“Windowsssystem32>ipconfig -release -e

llindows IP Configuration

fin error occurred while releasing interface Loopback Pseudo—Interface 1 : The sy
lstem cannot find the file specified.

[Ethernet adapter Local Area Connection:

Gonnection—specific DNS Suffix H
Link—local IPub Address feBA::414e:2c26:6398:a9f 828

Default Gateway . . . . . . . . . =
Tunnel adapter Local Area Connection* 6:

Media State . . Media disconnected

Cunnectiun—speclflé DNS Suffix :

Tunnel adapter Local Area Connection* 7:

Media State . . Media disconnected

Connection—spec 5 ﬁNé éuéfix- :

C:wWindowsssystem32>ipconfig ~renew -e

Mindows IP Configuration

An error occurred while releasing interface Loopback Pseudo—Interface 1 : The sy
lstem cannot find the File specified.

[Ethernet adapter Local firea Connection:

Connection—specific DHE Suffix H
Link-local IPu6 Address . . .
IPv4 fddress. . . . . .
Subnet Mask . . . . .
Default Gateway . . .

- feBB::414e:2c26:6398:a9f8x8
- 192.168.9.108

- 255.255.255.8

. 192.168.08.1

Tunnel adapter Local Area Connection* 6:

Media State . . e Media disconnected
Connection—specific DNS Suffix

Tunnel adapter Local Area Connection* 7:

Media State . . . . . . . . . _ . Media disconnected
Connection—specific DNE Suffix

- Windowsssystem32> A

If above steps do not solve the IP address problem, you can reset the device to the factory default settings
with the Reset button on the back of the device.

Press and hold the Reset button for +/- 15 seconds to load the factory default settings. When the Status
LED is active again, repeat step B to renew your IP address.

Note: If the problem remains, check if all cables are connected correctly. The ADSL port should be
connected to the ADSL line and the LAN port to the computer.
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5. Modem router configuration

This chapter describes how to configure the C150APRA2 using the built-in Quick Start Wizard. After
completing the steps in this chapter your router has been set up for an ADSL connection and will be able
to connect to the internet.

5.1 Factory default settings

The C150APRA2 is preconfigured with several settings. The preconfigured settings can be found below:

IP Address :192.168.0.1 (DHCP Server for LAN/WLAN clients Enabled)
Username : admin (select this user)

Password : admin (small characters)

Wireless SSID : C150APRA2

Wireless Channel : Channel 6

Wireless Security : WPA2

UPnP : disabled (can be enabled when internet connection is configured)

When you have changed settings in the configuration of the C150APRA2, they will be saved to the memory
of the router. To restore the factory default settings, press and hold the reset button on the back of the
device for +/- 15 seconds.

5.2 Web-based configuration

The configuration of the C150APRA2 is web based. You will need a web browser for the configuration of
the device.

Note: For configuration of the router it is advised to use a LAN cable connection to the device instead of a
wireless connection.

A. Start your web browser (like: Internet Explorer, FireFox, Safari or Chrome).

B. Enter the IP address of the device in the address bar of your web browser (by default:
http://192.168.0.1/).

C. You will first get a login window asking you for a Username and Password. Select the user “admin”
from the dropdown list, enter the password for the administrator (default = ‘admin’) and click
“Login” to enter the web-based configuration.
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When the Username and Password are correct the router will display the “overview” page:

‘Welcome admin, Logout

CONCEPTRONIC

The Concept al Global Communicason
| Sewp  Advanced | Management __Saus ___Help |

R ————
Wizard

Internet Setup

reless
Local Network
Time and Date

Logout

SETTING UP YOUR INTERNET

There are two ways to set up your Internet connection. You can use the Web-based Internet Connection Setup Wizard or
you can manually configure the connection.

Please make sure you have your ISP's connection settings first f you choose manual setup.

INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new Router to the Internet. You will be presented
with step-by-step instructions in order to get your Internet connection up and running. Click the button below to begin.

Setup Wizard

MNote: Before launching the wizard, please ensure you have correctly folowed the steps outlined in the Quick Instzallation
Guide included with the router.

The “overview” page shows a quick menu for configuring and maintaining the C150APRA2.
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5.3 Setup wizard

You can setup the internet connection of the C150APRA2 through the built-in wizard. This wizard will help
you configuring the settings step by step.

Note: Before you begin with the Quick Start Wizard, make sure you have all information about your
internet settings available. (For example: account information, connection type, etc.)

A.

Click the “Quick Start” button in the top menu of the web configuration.

Click the button “Setup Wizard”.

The welcome screen lists four steps
of the wizard. Click “Next” to
continue.

The ADSL modem will detect the
correct date and time when it is
connected through the Internet.
This will only be used for logging.
You can select the timezone and
daylight time savings dates. When
completed, click “Next”.

Select your country and Internet
Service Provider. The correct
settings for your internet
connection will be applied. This can
be modified afterwards.

When using PPPOE or PPPOA
internet connections, use the
username and password you have
received from your Internet Service
Provider.

When completed, click “Next”.

JME TO SETUP WIZARD

The wazard wil gude you thios

= Step 4 : Completed and Qut:

(o) (Gancat

STEP 1: SET TIME AND DATE

Tha Time Configuration option skows you to configure, updats, and mantan the comect tme on the intamal system dock.
From ths section you can set the tme zone that you are n and set the NTP (Network Time Protocol) Server. Dayight
Saving can 3o be confiqured to automaticall adjust the time whan neaded.

[7] Automatically synchronize with Internet time servers

NTP time server : | 0.conceptronic sonlnes org &

TIME CONFIGURATION

Time Zone : | (GHT=D1:08) ATatersam, Gerin, Rome, SIchnoim, Vinas, Pars %

[ Enable Daylight Saving

Please selact your 15P (Intemet Sarvice Provider) from the Ist below.

Country : | (Click 1o Select) *
15P : | (Ciick 10 Select) &

(0-255)

(32:65535)

PPPOE/PPPOA

Piaase enter your Userame and Password as prowded by your 1S9 (Intemet Service Provider). Please enter the
nformaton exacty a5 shown takng note of upper and lowar casas, Chck "Naxt” to contmws,

Usorname :
Password :
Confirm Password :

(Boa) e | (Cancal)
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F.

You can enable or disable your
Wireless Network (enabled by
default). The modem router shows
itself with the SSID “C150APRA2”
but you can also hide the SSSID. It is
pre-configured with a unique WPA2-
PSK security key.

Note: You can find the pre-
configured security key on
the bottom of the modem
router.

You can keep the key as found in
the User Interface or change it in a
Pre-Shared Key you like.

When completed, click “Next”.

After completing the Wireless LAN
configuration you will get the
“Setup Summary” with an overview
of the settings.

When you are ready click “Apply”.

Your device will now be configured
and your internet connection will be
ready to use.

STEP 3: CONFIGURE WIRELESS NETWORK

Your wireless network s enabled by defautt. You can smply uncheck I to dsabe ft and cick “Next™ to skp Configuration of
wieless network.

Enable Your Wireless Network : [

Your wireless network nesds 3 name so £ can be easly recognized by wreless clents. For sacurty purposes, &t & highly
recommended to change the pre-configured network name.

Wireless Network Name (SSID) : C1503PRA2

Select "Visile" to publsh your wireless network and SSID can be found by wireless chents, or select “Invisble” to hide your
wreless network so that users need to manualy enter SSID In order tO CONNECE to your wreless network.

Visibility Status : © Vible O Invsble

In order to protect your network from hackers and unauthorzed users, I is highly recommended you choose one of the
folowng wireless network securiy settings.

B sy o -

© None O wer O weapsK © Wea2-PSK

Security Mode:\/PA2-PSK
Select this 0pton F your wireless adapters support WPAZ-PSK.

Now, please enter your wireless securty key ©

WPA2 Pre-Shared Key : 2000000000
(8:63 characters, 8uch 35 a~2, A~Z, 07 0~9, Le. ‘YFortress123&")

Wote: You wil need to enter the same key here Nito your wieless clents in order to enable proper wreless connection.

=

STEP 4: COMPLETED #

Setup camplete. Cick "Back” to review or madFy settings.

¥ your Internet connection daes not work, yau can try the Setup Wizard agan with altemative settings o use Manual Setup
nstead f you have your Intemet connection detais 2s provided by your 159,

SETUP SUMMARY

Below & 2 detaled summary of yous settings. Please prit the page out, or write the infarmation on @ piece of paper, so
¥OU Can Configure the COECE SSTENGS 0N youT wirekiss Clent adapters.

Time Settings : 1
NTP Server 1: 0.concaptronic.oolntp.or
Time Zone : -01:00
Daylght Saving Tme = [}
WPLfVa: 848
Protacal: PoPoA
Connection Type : vemux
Uszmame : usamzme
Password : password
ireless Network Name (SSID) : CL504PRA2
Visbity Status © []
Encrypton : 802111
Pre-sharad Key : 000000000¢
WEP Key :

[6) (emit)
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6. Connecting to the wireless networ

There are two different ways of wirelessly connecting to the network of the modem router:
Manually.
Automatically using the WPS function.

! IMAPORTANT NOTE !

The wireless router is secured with WPA-PSK/WPA2-PSK (mixed mode) encryption by default.
The unique WPA passphrase can be found on the product sticker of your modem router.

Almost every brand/type wireless card uses a different client application. Please refer to the manual of
your wireless network card for information on how to create a connection with a wireless network.

6.1 Connecting manually in Windows 7

In the following example the integrated “Connect to a Network” option from Windows 7 is used.

A. Click on the ‘Network’ icon in the
taskbar to view the list of available

! . Not connected e
wireless network connections.
dﬂ"](unnectmns are available
Wireless Network Connection ~
CI50APRA2 |

Open Network and Sharing Center

= o (0D ‘ |
B. Select the network “C150APRA2” from
the list and click on ‘Connect’. Mot connected £
By default the option “Connect dﬂﬂConnect\ons are available
automatically” is selected. This makes
sure the connection is automatically Wireless Network Connection ~
started each time your computer is C150APRA2 a

turned on. If you do not want this, you )
can unselect this option before clicking A TR T
on ‘Connect’.

Open Netwerk and Sharing Center

Iﬁla@dﬂﬂ) ‘|
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C.

Enter the default WPA passphrase (which
is mentioned on the bottom of the
wireless router) in the “Security key”
field and click on ‘OK’.

The client will now start connecting to
the wireless network.

To check the status of the wireless
connection, you can click on the
‘Network’ icon in the taskbar. You will
see which network you are currently
connected to, the access you have and
the signal strength of the connection.

-
¥ Connect to a Network

Type the network security key

Security key:

[7] Hide characters

-
i Connect to a Network

)

Connecting to CL1S0APRAZ ...

Open Netwerk and Sharing Center

—————————
%13 |

= gl (s ﬂ

[ | — -
S
7 N
Currently connected to: *
C150APRA2

S0 Internet access

Wireless Network Connection ~

C150APRA2 Connected |

38



ENGLISH

6.2 Connecting manually in Windows Vista

In the following example the integrated “Connect to a Network” option from Windows Vista with Service

Pack 1 is used.

A. Click on the ‘Network’ icon in
the system tray and click on
“Wireless networks are
available”.

B. Select the network
“C150APRA2” from the list and
click on ‘Connect’.

C. Enter the default WPA passphrase
(which is mentioned on the
bottom of the C150APRA2) in the
“Security key or passphrase”
field and click on ‘Connect’.

Mot Connected

L-' Wireless networks are available.
-

Connect to a network
Metwerk and Sharing Center

< e 1348

(S} W Connectto a network

Select a network to connect to
Show | All -
Ak cisoapraz Security-enabled network o
o o
Set up a connection or network
Open Network and Sharing Center
=

@ % Connectto a network

Type the network security key or passphrase for CLS0APRA2

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

[7] Display characters

#7 [Fyou havea USB flash drive with network settings for CLS0APRAZ, insert it now.
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D.

When the connection has been
established, you can choose to
save the network and have it
start automatically each time
your computer is turned on. Click
on ‘Close’ to exit the connection
wizard.

To check the status of the
wireless connection, you can
click on the ‘Network’ icon in
the system tray. You will see
which network you are currently
connected to, the access you
have and the signal strength of
the connection.

| [ )
@ % Connectto a network
Successfully connected to CL50APRAZ
Save this network
Start this connection autematically

Currently connected to:

C150APRAZ
» Access: Local and Internet  afl

Connect or disconnect...
Metwork and Sharing Center

< By W 1348

40




ENGLISH

6.3 Connecting automatically using WPS

The modem router supports WPS (Wi-Fi Protected Setup). WPS is a standard for easy and secure
establishment of a wireless network. With WPS you can setup and protect your wireless network in just a
few easy steps.

Note: To use WPS with the modem router, you need to have a wireless client that supports WPS. If you
have one or more wireless clients without WPS support, it is advised to manually connect to the
modem router using the preconfigured WPA key as mentioned on the bottom. Refer to chapter 6.1
or 6.2 on how to manually connect to the wireless network.

Note: For more (technical) information about WPS, refer to the following website:
http://en.wikipedia.org/wiki/Wi-Fi_Protected Setup

With the WPS Push button technology, you can connect a wireless client to the modem router by pressing
a button on each device.

The WPS Push Button technology requires a (virtual) button on the wireless client to establish a
connection between the modem router and the wireless client.

Some wireless clients use an actual button for activating the WPS Push Button technology; other wireless
clients use a virtual button in their software.

Follow the steps below to activate and establish a WPS connection with the Push Button technology:

C. Press the WPS button on the back of the modem router, the WPS LED will start to flash indicating
that WPS authentication has started.

D. Press the WPS button on the wireless client. This can be either a hardware button or a virtual
button in the software of the wireless client.

Note: The modem router will keep the WPS authentication active for 120 seconds. During this process,
the WPS LED will flash. If there is no WPS connection established within 120 seconds, the LED will
turn off and WPS authentication will be stopped.

If the WPS authentication is successful, the WPS LED will bun steady to indicate a successful connection.
The wireless client is now connected to the secured wireless network of the modem router.

You can add more wireless clients without losing the connection to previously connected wireless clients.
If you want to add more wireless clients, you will need to repeat step A and B.
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Manually configure wireless security

This chapter describes how to manually secure the wireless connection of the C150APRA2. To prevent
unauthorized access to your network, securing your network is necessary.

Follow the steps below to manually configure the wireless security.

A. Login to the C150APRA2 as described in Chapter 5.2.
B. Click on “Wireless” and then on “Wireless Security” in the left menu.

Welcome admin, Logout
CONCEPTRONIC
S s Advanced  Menagement s elp |
Setup WIRELESS SECURITY

Use this section to configure the wireless security settings for your router. Please note that changes made on this section
wil 30 need to be duplicated to your wieless clients and PC.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless securtty features. This device supports three wireless securty modes
ocal Netwo including: WEP, WPA and WPA2. WEP s the original wireless encryption standard. WPA and WPA2 provides 2 higher level

of securtty.
dDa
Security Mode : | Auto(WPA or WPAZ)[~ |
ogo
WPA Encryption : | TKIP+AES [+ ]
WPA

Use WPA or WPA2 mode to achieve a baknce of strong securtty and best compatbilty. This mode uses WPA for legacy
clients whie maintaining higher securty with stations that are WPA2 capable. Also the strongest cipher that the dient
supports wil be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cpher and legacy stations are
not allowed access with WPA security. For maximum compatbility, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

‘WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

WPA Mode : ‘Autb(\NF’A or WPA2)-PSK

o ey s etz 0

PRE-SHARED KEY

ettt e

Please take note of your SSID and securtty Key as you will need to duplicate the same settings to your wireless devices and
PC.
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C. Choose a “Security Mode” from the drop down list.
Note: It is advised to secure your network using “Auto (WPA or WPA2)” security. This enables the highest
security level (WPA2), while maintaining backwards compatibility with clients that only support
WPA.
D. Select a “WPA Encryption” from the drop down list.

Note: It is advised to select “TKIP+AES” encryption. This enables the highest encryption level (AES),
while maintaining backwards compatibility with clients that only support TKIP.

E. Enter a security key in the “Pre-Shared Key” field.
F. Click on “Apply” to save the changed security settings.

Note: Remember or write down the security information you enter. You will need it when you want to
connect a wireless client to the C150APRA2.

You can now use the settings you have just set to connect your wireless client to the C150APRA2 as
described in Chapter 6.1 and Chapter 6.2.
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8. Setting up port forwarding rules

The Conceptronic C150APRA2 is equipped with a built-in firewall to prevent attacks from the Internet on
your network. This firewall automatically blocks all incoming traffic on unused ports. When a blocked port
is needed for a service or application (for example: a FTP or WEB server) you can create a port forwarding
rule in the configuration pages to forward the traffic.

Note: The Conceptronic C150APRA2 supports Universal Plug & Play (UPnP), which makes it possible for
UPnP compatible applications and devices such as game consoles to automatically open the ports
they need so no manual configuration is needed. However, UPnP also makes your network
environment more vulnerable for attacks. If you use applications which are using UPnP, you can
enable the UPnP option in the configuration of the C150APRA2 at “Advanced” > “Network
Tools” > “UPnP”.

Below you will find a list of some common used ports and their corresponding application:

Port Application Port Application

20 FTP data (FTP server) 80 HTTP (Web server)

21 FTP (FTP server) 110 POP3 (Mail server - incoming)
22 SSH (Secure Shell) 2000 Remotely Anywhere

23 Telnet 5800 VNC

25 SMTP (Mail server - outgoing) 5900 VNC

For more ports and their corresponding applications, see: http://portforward.com/cports.htm

Note: When using port forwarding rules, it is advised to configure the computer(s) with a fixed IP
address instead of a dynamic IP address.

Note: For detailed information about the port forwarding and DMZ options, see the Extended User
Manual (English only) on the Product CD-ROM. Please select “View Extended User Manual” from
the autorun menu.

A. Login to the C150APRA2 as described in Chapter 5.2.
B. Click on “Advanced” in the top menu.
C. Click on “Port Forwarding” in the left menu.

The Port forwarding configuration will be shown on your screen.
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Note:

Setup Advanced Management Help

Port Forwart
Advanced Wireless
pMmz

Parental Control

Filtering Options

QOs Config

Frewall Settings
DNS

Dynamic DNS
Hetwork Tools
Routing
Schedules

Logout

PORT FORWARDING

Port: Forwarding alows you to direct incoming traffic from the WAN side (identified by protocel and external port)to the
internal server with 2 private TP address on the LAN side. The internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and click "Apply” to forward IP packets for this service to the
specfied server. Note: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automatically changes
accordingly.

MNote: You have to open the pvc's WAN Service at "Management " "Access Controls” — "Services™ that the Port
Forwarding configration will become effective.

PORT FORWARDING SETUP

IR i el T e e e T

PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32
WAN Connection(s) : | pppoa_8_46_0_0 [+
Server Name :
© Select a Service : | FTP Sener [l

© Custom Server :
Schedule :

Server 1P Address

In the picture above you will see an example of a port forwarding configuration.
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J.

Click the “Add” button to add a new port forwarding rule.

Select a preset service from the “Select a Service” drop down list, or enter a new service name for
your port forwarding rule in the “Custom Server” field.

Enter the IP Address of the computer using the port forwarding rule in the “Server IP Address”
field.

Enter the ports which need to be accessible from the internet in the “External Port Start” and
“External Port End” fields.

Select a prototol or your port forwarding rule from the “Protocol” drop down list: “TCP”, “UDP” or
“Both”.

If you do not know which protocol you need for your port forwarding, select “Both”. This option
will pass both TCP and UDP traffic to the configured IP address of your computer/server.

Enter the ports which need to be accessible on your computer in the local network in the “Internal
Port Start” and “Internal Port End” fields.

Click on “Apply” to save the por t forwarding rule.

The added rule is now visible in the port forwarding list.

Welcome admin,
CSNCEPTRSNIC e

S— : iﬁmﬂm

PORT FORWARDING

Port Forwarding allows you to diract incoming traffic from the WAN side (identified by protocol and external port)ta the
intemal server with a private IP address on the LAN side. The intemal port i requied only if the extemal port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server 1P address and cick “Apply" to forward P packets for this service to the
specified server. Note: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automatically changes
accordngly.

Note: You have to open the pvc's WAN Service at "Management " "Access Controls” — "Services™ that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

Server  Extemnal  External o Internal Internal ~ ServerP  Schedule Remote
HoTEs Name PortStart Port End Port Start  Port End Address Rule P
FTP
outing ] 21 21 tep 21 21 192.168.0.10 Always

To create more port forwarding rules, repeat steps D to J.
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9. Rebooting

When you change settings in the configuration of the modem router, the settings are directly applied and
active. However, it is advised to reboot the C150APRA2 after you made big and important changes in the
configuration to make sure that all settings are correctly applied.

A. Login to the C150APRA2 as described in Chapter 5.2.
B. Click on “Magement” in the top menu.

C. Click on “System Management” in the left menu.

D. Click on the “Reboot” button to reboot the C150APRA2.

During the reboot, a progress bar will be shown on your screen.

Rebooting...

System is rebooting._. Please wait for a moment

Please relogin after reboot

Wait until the progress bar is completed before logging in again.

Your C150APRA2 is now ready to use!

Note: For detailed explanation of the features and settings available for the C150APRA2, please refer to

the Extended User Manual (English only) on the Product CD-ROM. Select “View Extended User
Manual” from the autorun menu.
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C150APRA2 de Conceptronic
Manual de usuario

Felicidades por la compra de su
moédem-router ADSL inalambrico de Conceptronic.

Este manual de usuario le ofrece una descripcion paso a paso acerca de como instalar y utilizar el médem-
router ADSL inalambrico de Conceptronic.

Si necesita mas informacion o soporte técnico acerca de su producto, le recomendamos que visite nuestra
pagina web de Servicio y Soporte www.conceptronic.net/support y seleccione una de las siguientes
opciones:

e FAQ : Base de datos con las preguntas mas frecuentes (FAQ)
e Descargas : Manuales, drivers, firmware y otras descargas
¢ Contactar : Contactar con el servicio técnico de Conceptronic

Para informacion general sobre los productos de Conceptronic, visite la pagina web de Conceptronic
WWww.conceptronic.net.

La informacion de este manual esta basada en Windows 7 y Vista, y las indicaciones podrian no coincidir
exactamente con su caso si utiliza un sistema operativo diferente.

Nota: Este manual de usuario describe Gnicamente los pasos basicos para el funcionamiento del médem-
router ADSL inalambrico. Para mas informacion acerca de las diferentes funciones del producto,
consulte el Manual de Usuario Ampliado (solo en inglés) que encontrara en el CD-ROM del

producto.
Contenidos
1. Contenido del paquete 5.1. Configuracion de fabrica

5.2. Configuracion via web

2. Descripcion del médem-router ADSL ! . B
5.3. Asistente de configuracion

inalambrico

2.1. Panel frontal 6. Conexion a la red inalambrica
2.2. Panel posterior 6.1. Conexion manual con Windows 7
3. Instalacién del hardware 6.2. Conexion manual con Windows Vista
3.1. Puerto DSL (telefénico) 6.3. Conexién automatica utilizando WPS
3.2. Puertos LAN 7. Configuracion manual de la proteccion
4. Configuracién del ordenador inalambrica
4.1. Configurar la direccion IP 8. Configuracion de las reglas de redireccion de
4.2. Comprobar la conexion puertos
9. Reinicio

5. Configuracion del médem-router
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1. Contenido del paquete

El paquete del moédem-router ADSL inalambrico de Conceptronic incluye los siguientes componentes:

Antena para la conexion inalambrica.
Fuente de alimentacion (12 V CC, 800 mA)
Cable de red (LAN).

Cable telefonico RJ-11.

CD-ROM del producto.

Este manual de usuario en varios idiomas.

Modem-router ADSL inalambrico de Conceptronic (C150APRA2).

Tarjeta de garantia y folleto de declaracion de conformidad de la CE.

2. Descripcion del médem-router ADSL inalambrico

2.1 Panel frontal

Q

N° Descripcion Estado Descripcion del estado de los LED
A LED de encendido OFF Modem-router apagado.
ON - VERDE Encendido e inicializado de forma normal.
ON - ROJO El médem-router se esta inicializando.
ON - PARPADEO  Se esta actualizando el firmware.
B LED de ADSL OFF Ha fallado la autocomprobacion inicial.
ON - PARPADEO  El dispositivo esta detectando sefal DSL.
ON - FIJO Sefal DSL detectada, autocomprobacion inicial correcta.
C LED de Internet ON - ROJO No hay conexion DSL.
ON - VERDE Conexion a Internet disponible.
D LEDs de LAN OFF El puerto LAN no esta conectado.
1,2,3,4) ON - FIJO Hay un dispositivo conectado al puerto LAN.
ON - PARPADEO  Se estan transfiriendo datos.
E LEDs de WLAN OFF LAN inalambrica apagada.
ON - FIJO LAN inalambrica activa y normal.

ON - PARPADEO

Actividad en la red LAN inalambrica (enviando o

recibiendo datos)

F LED de WPS OFF
ON - PARPADEO
ON - FIJO

WPS (proteccion Wi-Fi) no activada.
WPS activa, pueden afadirse nuevos clientes WLAN.
Cliente WPS ahadido correctamente.
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2.2 Panel posterior

On/Off
Reset

N e oL L I o0 :
4 3 LN 2 1 I WLANWPS:
EE— o : —
— e
N° Descripcion Explicacion
A Conexion de antena Para conectar la antena incluida al médem-router.
B Puerto DSL Para conectar la linea ADSL al médem-router.
C Puertos LAN (1-4) Para conectar el o los ordenadores o dispositivos de red al médem-
router.
D Conector de alimentacion Para enchufar la fuente de alimentacion al médem-router.
E Reset Reestablecer la configuracion de fabrica (mantener pulsado).
F Boton WLAN / WPS Pulsacion corta (1 segundo): Activar o desactivar el modo WiFi.
Pulsacion larga (> 3 segundos): Iniciar la configuracion WPS con “Push
Button”.
G. Boton de encendido Para encender o apagar el moédem-router.
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3. Instalacion del hardware

e  Conecte la antena incluida al conector de antena [A] de la parte posterior del médem-router.

e Conecte la fuente de alimentacion al conector [D] de la parte posterior del moédem-router
inalambrico y a un enchufe de pared disponible.

e Pulse el boton de encendido [G] de la parte posterior del moédem-router.

EL LED de encendido de la parte frontal del médem-router se encendera y el dispositivo realizara su
inicializacion.

3.1 Puerto DSL (telefénico)

Con la mayoria de proveedores de ADSL hay que colocar un separador (splitter) entre la linea de teléfono
y el moédem ADSL para impedir que la linea ADSL interfiera con el servicio telefonico normal. La no
utilizacion del separador podria causar problemas de conexion o un mal rendimiento.

Nota: Con el C150APRA2 no se suministra ninguin separador (splitter) para la conexion ADSL. Contacte
con su proveedor telefonico o de Internet para saber qué tipo de separador ADSL debe utilizar.

Normalmente, los puertos de conexion de un separador ADSL vienen indicados de la siguiente manera:

e Line : Conectar este puerto al zocalo de pared.
e ADSL : Conectar este puerto al médem-router.
e Phone : Conectar este puerto al teléfono u otro dispositivo telefonico.

Aseglrese de que las lineas estén correctamente conectadas. Si no oye el tono de marcado con el
teléfono, compruebe las conexiones para asegurarse de que los cables estén correctamente fijados y
conectados a los puertos correctos.

Utilice un cable telefénico para conectar el mdédem-router de Conceptronic (B) al zocalo de linea
telefénica o al separador (splitter). El LED de ADSL se encendera cuando se haya detectado sefial ADSL.

Nota: Si el LED de ADSL de la parte frontal no se enciende, asegurese de que:
El médem-router inalambrico esta enchufado (el LED de encendido deberia estar encendido).
Existe sefial ADSL en la linea telefénica.
EL LED de Internet solo se encendera en verde cuando se hayan introducido y se apliquen
correctamente los valores DSL y los datos de usuario correctos en la interfaz de configuracion
via web del médem-router.

3.2 Puertos LAN

Conecte el cable de red (LAN) a uno de los cuatro puertos LAN del panel posterior del médem-router
inalambrico y a la tarjeta de red de su ordenador.

EL LED LAN del puerto LAN utilizado se encenderd, indicando que el ordenador esta conectado. (Su
ordenador tiene que estar encendido y la conexion LAN habilitada).
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4. Configuracion del ordenador

4.1 Configurar la direccién IP

ELl C150APRA2 esta equipado con un servidor DHCP incorporado. El servidor DHCP asignara
automaticamente una direccion IP a cada ordenador conectado que esté configurado en el modo “Obtener
direccion IP automaticamente”.

La mayoria de ordenadores estan configurados de forma predeterminada para que obtengan la direccion IP
automaticamente. Si éste no fuera su caso, necesitara configurar su ordenador para que obtenga la
direccion IP automaticamente; para ello, siga las instrucciones siguientes. Estas instrucciones estan
basadas en Windows Vista con Service Pack 1. Si su ordenador tiene un sistema operativo o una version
diferente, los pasos a seguir podrian variar.

A. Haga clic en “Inicio” - “Ejecutar”. =

= Run

==  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

B. Introduzca el comando “NCPA.CPL” y
pulse “OK”. Open: | NN ._9 -
l QK ] ‘ Cancel | | Browse... ‘

Aparecera la ventana de conexiones de red.

C. Haga clic con el boton derecho en su “Conexiéon
de area local” (por cable o inalambrica,
dependiendo del tipo de conexion que utilice) y

Local Area Connection

seleccione “Propiedades”. Disable

Diagnose
Bridge Connections

Create Shortcut

m
m
m

Rename

©:> Properties
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Aparecera la ventana de propiedades de la conexion de area local.

D. Seleccione la “Version 4 del protocolo de — ~
Internet (TCP/IPv4)” y haga clic en I Local Area Connection Properties ==

“Propiedades”.
Networking | Sharing

Connect using:
L¥ Atheros L1 Gigabit Ethemet 10/100/1000Base-T Controlle

This connection uses the following items:

o8 Cliertt for Microsoft Networks
BQDS Packet Scheduler
EH\E and Frinter Sharing for Microsoft Networs
& [ntemet Protocol Version & (TCP/IPvE)
& Intemet Protocol Version 4 (TCP/IPv4)
& Link-Layer Topology Discovery Mapper |
& Link-Layer Topology Discovery Responder

®)

=

Aparecera la ventana de propiedades de la Version 4 del protocolo de Internet (TCP/IPv4).

E. S(::-leccl:(?ne la OpCiOn “qb.tener la Internet Protocol Version 4 (TCP/IPw4) Properties &I&J
direccién de IP automaticamente” y
pulse “OK” para guardar la General | Alternate Configuration
conﬁguramon. ‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
F. Pulse “OK” en la ventana de propiedades for the appropriate [? settings.

de ladcoTeX]onfqe are,a, local para (@ Obtain an IP address automatically @
guardar la configuracion. (7) Use the following TP address:

(@ Obtain DNS server address automatically
() Use the following DNS server addresses:
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4.2 Comprobar la conexion

Haciendo uso de la linea de comandos de Windows puede verificar si ha recibido una direccion de IP
correcta en su conexion de area local inaldmbrica o por cable. Este ejemplo esta basado en Windows Vista
con Service Pack 1. Con Vista se necesitan derechos de administrador para poder realizar los pasos
explicados mas abajo. Los derechos de administrador se pueden conseguir de la siguiente manera:

A. Haga clic en “Inicio” > “Todos los programas” - “Accesorios”, haga clic con el boton derecho en
“Linea de comandos” y seleccione “Utilizar como administrador”. Puede que aparezca un
mensaje de aviso, en el que debera hacer clic en “Continuar”.

A continuacion aparecera la linea de comandos. Aseglrese de que en la barra de titulo ponga
“Administrador: linea de comandos”. Si no se menciona “Administrador”, significa que no tiene los
derechos de administrador y no podra seguir con los pasos siguientes, y debera realizar el paso A de
nuevo.

B. Introduzca el comando “IPCONFIG” y pulse “ENTER”.

BN Administrator: Command Prompt |ﬂli—1

C:“Windows\systen3d2 ipconfig -e

indows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPv6 Address . . .
IPv4 Address. . . . .

feBB::414e:2c26:6398:a9£828
192.168.0.108

Subnet Mask . . . . . . . . . . 255955 955 g

Default Gateway . . . 192.168.8.1
Tunnel adapter Local Area Connection#* 6:

Media State . . . . . . . . . .. Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter Local Area Connection% 7:

Media State . . . . . . . . . .. Media disconnected
Connection—specific DNS Suffix .

C:\Windows\system32 >

Deberia ver la informacion siguiente:

Direccion IPv4 : 192.168.0.xxx (donde xxx puede ser un nimero entre 100y 199).
Mascara de subred : 255.255.255.0

Puerta de enlace predeterminada : 192.168.0.1

Si la informacion mostrada arriba concuerda con su configuracion, puede continuar con la configuracion
del dispositivo en el apartado 5.

Si la informacion mostrada arriba no concuerda con su configuracion (por ejemplo, si su direccion IP es
169.254.xxx.xxx), pruebe las opciones siguientes:

1. Desconecte la corriente del dispositivo y vuelva a conectarla.
2. Vuelva a conectar el cable LAN al dispositivo y al ordenador.
3. Renueve la direccion IP de su ordenador con los comandos siguientes:
- “IPCONFIG /RELEASE” para prescindir de la direccion IP incorrecta.
- “IPCONFIG /RENEW” para recibir una nueva direccion IP desde el dispositivo.
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B Administrator: Command Prompt |ﬂl-§:—;-1
Windows\systen3d2>ipconfig /release -e

lindows IP Configuration

fin error occurred while releasing interface Loopback Pseudo-Interface 1 : The sy
lstem cannot Find the file specified.
[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Link-local IPv6 Address . - feBB::414e:2c26:6398:a9f8x8

Default Gateway . . . . . . .

Tunnel adapter Local Area Connection# 6:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter Local Area Connection* 7:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix . =
C:s\Windowssystemn3d2>ipconfig ~renew -e
indows IP Configuration
fin error cccurred while releasing interface Loophack Pseudo-Interface 1 : The sy

lstem cannot Find the file specified.

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPu6 Address . . . .
IPv4 Address. . . . . . . . . .
Subnet Mask . . . . . . . -
Default Gateway . . . . . -

i feBB::414e:2c26:6398:a9f828
- 192.168.0.1660
- 255.2505.2585.0
- -z 192.168.8.1
Tunnel adapter Local Area Connection* 6:

Media State . s s s s = = = » « : Media disconnected
Connection—specific DNS Suffix . :

Tunnel adapter Local Area Connection= 7:

Media State . . . . . . . . . . . I Media disconnected
Connection—specific DNS Suff

C:~Windouwsssystem3d2 > i

Si los pasos de arriba no solucionan el problema con la direccion IP, puede hacer un “reset” para que el
dispositivo vuelva a la configuracion de fabrica pulsando el boton “Reset” de la parte posterior del
dispositivo.

Mantenga pulsado el boton “Reset” durante unos 15 segundos para cargar la configuracion de fabrica.
Cuando el LED de estado esté activo de nuevo, repita el paso B para renovar la direccion IP.

Nota: Si el problema continia, compruebe que todos los cables estén correctamente conectados. El
puerto ADSL debe estar conectado a la linea ADSL y al puerto LAN del ordenador.
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5. Configuracion del médem-router

Este apartado describe como configurar el C150APRA2 mediante el asistente de configuracion rapida
incorporado. Una vez completados los pasos de este apartado, su moédem-router ya estara configurado
para una conexion ADSL y listo para conectarse a Internet.

5.1 Configuracion de fabrica

ELl C150APRA2 esta preconfigurado con varios parametros. A continuacion se detallan los parametros
preconfigurados:

Direccién IP :192.168.0.1 (Servidor DHCP para clientes LAN/WLAN habilitado)

Nombre de usuario : admin (seleccione este usuario)

Contrasefa : admin (en mindsculas)

SSID inalambrica : C150APRA2

Canal inalambrico : Canal 6

Proteccién inalambrica : WPA2

UPnP : desactivado (puede activarse cuando se haya configurado la conexion a
Internet)

Cuando cambie la configuracion del C150APRA2, la nueva configuracion quedara guardada en la memoria
del moédem-router. Para que el dispositivo vuelva a la configuracion de fabrica, haga un “reset” pulsando
el boton “Reset” de la parte trasera del dispositivo durante unos 15 segundos.

5.2 Configuracién via web

La configuracion del C150APRA2 se realiza via web. Necesitara utilizar un navegador de Internet para
realizar la configuracion del dispositivo.

Nota: Para la configuracion del médem-router se recomienda utilizar una conexion con cable LAN en vez
de una conexién inalambrica.

A. Inicie su navegador de Internet (como Internet Explorer, Firefox, Safari o Chrome).

B. Introduzca la direccion IP del dispositivo en la barra de direcciones de su navegador de Internet
(predeterminado: http://192.168.0.1/).

C. En primer lugar aparecera la ventana de acceso, en la que se le pedira que introduzca un nombre
de usuario y una contrasefa. Seleccione “admin” como usuario en la lista desplegable, introduzca
la contrasefia de administrador (por defecto: “admin”) y haga clic en “Login” para acceder a la
configuracion via web.
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Si el nombre de usuario y la contrasefia son correctos, el modem-router mostrara la pagina “Overview”

(Resumen):
Welcome admin, Logout
COMNCEPTRSNIC
The Concept of Global Communicasion
Seup Advanced  Management _ _Staus _Help
Set ]
i SETTING UP YOUR INTERNET

There are two ways to set up your Internet connection. You can use the Web-based Internet Connection Setup Wizard or

you can manually configure the connection.

Please make sure you have your ISP's connection settings first if you choose manual setup.

INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new Router to the Internet. You wil be presented
with step-by-step instructions in order to get your Internet connection up and running. Click the button below to begin.

Setup Wizard

MNote: Before lunching the wizard, please ensure you have correctly followed the steps outlined in the Quick Installztion
Guide included with the router.

La pagina “Overview” muestra un menu rapido para la configuracion y el mantenimiento del C150APRA2.
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5.3 Asistente de configuracion

Puede configurar la conexion a Internet del C150APRA2 utilizando el asistente incorporado. Este asistente
le ayudara a realizar la configuracion paso a paso.

Nota: Antes de iniciar la configuracion con el asistente, aseglrese de que tiene a mano toda la
informacion acerca de su configuracion de Internet. (Por ejemplo: informacion de su cuenta, tipo
de conexion, etc.)

A. Haga clic en el botén “Quick Start” (Inicio rapido) del menu superior de la pagina de configuracion
via web.

B. Haga clic en el botén “Setup WELCOME T0 SETUP WIZARE
Wizard” (Asistente de
configuracion).

The weard wil guide you thiough 2 step-by-step Process o configure yous new router and connect to th

= Step 1: et Trme and Date

C. La pantalla de bienvenida muestra
cuatro pasos del asistente. Haga clic
en “Next” (Siguiente) para

continuar. (o) ()
D. Elmddem-router detectara la fecha STEP 1L SETTIE A0 DATE
y la hora correctas cuando se i
’ The Time Configuration opts ure, update, and mantas orrect time on the intemal system clock.
conecte a Internet. Ello solo se From th section you can se : t the NT vork Trre Protacol) Server. Daylght

Saving can 20 be configured &

utilizara para el inicio de sesion de
configuracion. Seleccione la zona

horaria y las fechas de inicioy
finalizacion del horario de verano. 2] Automatically synchronice with Internet time servers
Al finalizar, haga clic en “Next” TP thwe serve :[Lommospiron poottporg

(Siguiente).

TIME CONFIGURATION

Time Zone : [ (GHT+01:00) AMsterasm, Barin, Roms. Stocinom, Vieens, Pars %

[ Enable Daylight Saving
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E. Seleccione su pais y su proveedor de RTES 3 Uei\¥ T T I
servicios de Internet. Se aplicaran
los parametros introducidos para la
conexion a Internet. Podra Countay: (Cick to Seect)
modificarlos posteriormente. e

Please selact your 15P (ntemet Sarvice Prowder) from the lst below

Si utiliza una conexion a Internet
PPPOE o PPPOA, utilice el nombre B e
de usuario y la contrasefa que le o
haya proporcionado su proveedor de

servicios de Internet. PRPOE [PPP0A
Al finalizar, haga clic en “Next” e oter your Usarar ard P 3 provded b yoe 159 (Ikamat Serve Brovder. P antes the
(Siguiente) formation exactly as shown takng note of upper and lowar cases. Cick “Next” to contmue,

Username :

Password

[Back] [Cancel]
F. Puede activar o desactivar la SIEF 31 CORFIGUE: WIREL 556 RETWORX
conexion inalambrica (activada por
A Your wireless network & enabled by default. You can smply uncheck t to dsable &t and dick “Next” to skip configuration of
defecto). El médem-router se wreles network
mostrara con la SSID “C1 §0APRA2", o Gtk B
pero puede ocultarla. Esta
. our wrelssnetworkneeds a ame so G be easly recognized by wrelesscents. Forsecurty purpase, & hohy
configurado con una clave de ecarmentied to change the pre-confiured neEwork name.
seguridad WPA2-PSK unica. i e i [ SRS
Nota: En la parte inferior del Seect "Vsbi"to publeh your wirless network nd SSID ca be found by weesscent, o slet “nvibl” o hide your
médem'router enCOntral’é la wreless network so that users need to manualy enter SSID in order to connect to your wreless network.
clave de seguridad Visbilty Status : © Vsble O Inveble
predeterminada. I e o et your nework o hckasad unuthoreed s, € g recommendd you chooseoneof he

folowng wreles network securey settngs
Puede conservar la clave que e .
aparece en la interfaz del usuario o 1 _We o Sncumyl:a:fr:w“ J W;-.:
cambiarla a una clave P

precompartida de su eleccién. Select this option F your wireless adapters support WPA2-PSK.

Now, please enter your wireless securty key

WPA2 Pre-Shared Key : J000000000(
Al finalizar, haga clic en “Next” (863 chaacters, ch a8 32, AZ, o 0~5, Le. WaFortress1238)

(Siguiente). Note: You wil nead to anter the same Key here 1o your wreles cents n rder to enable Droper wreless connectn

Back Cancel
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G.

Cuando haya completado la
configuracion de red LAN
inalambrica, vera el “Setup
Summary” (Resumen de
configuracién) con los parametros
configurados.

Cuando todo esté correcto, haga
clic en “Apply” (Aplicar).

Su dispositivo se encuentra ya
configurado y la conexion a Internet
lista para ser utilizada.

STEP 4: COMPLETED AND RESTART

Setup complete. Cick “Back” to review or modFy settings.

¥ your Intemet connaction doas not work, you €an try the Setup Wizard agan wih alternativa ssttings or usa Manusl Setup
nstead f you have your Intemet connection detais s provided by your ISP

SETUP SUMMARY

Below & 2 detaled summary of your settings. Please priit ths page out, ar wiite the nforration an a piece of paper, so
¥OU Can Configure the COTECE S25TNgs an your wisless Chent adapters.
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6. Conexioén a la red inalambrica

Puede conectarse de dos formas distintas sin cables a la red inalambrica del médem-router inalambrico:
- Manualmente.
- Automaticamente utilizando la funcion WPS.

iNOTA IMPORTANTE!
inalambrico esta protegido con cifrado WPA-PSK/WPA2-PSK (modo mixto) de forma

ada. La frase secreta WPA unica puede encontrarse en la etiqueta situada en la base
del médem-router.

Casi todas las marcas o tipos de tarjetas inalambricas utilizan aplicaciones de cliente distintas. Consulte la
informacion del manual de su tarjeta de red inaldmbrica acerca de como crear una conexion con una red
inalambrica.

6.1 Conexion manual con Windows 7

En el siguiente ejemplo se utiliza la opcion integrada “Conectarse a una red” de Windows 7.
A. Hagaclic en el icono “Red” de la barra

de tareas para ver la lista de conexiones Not connected oy
a redes inalambricas disponibles.
Iﬂj{!Connections are available

Wireless Network Connection -

C150APRA2 M

Open Netwark and Sharing Center

Y P ‘ |
B. Seleccione la red “C150APRA2” de la

lisa y haga clic en “Conectar”. Not connected 4
De forma predeterminada estara dﬂﬂ&"”e‘tm”we available
seleccionada la opcion "Conectarse
automaticamente”. Esto hace que la Wireless Network Connection -
conexion se realice automaticamente C150APRA2 all
cada vez que encienda el ordenador. Si ) -
no desea que esto ocurra, desactive esta #|Cennect automatically
opcion antes de hacer clic en
“Conectar”. Open Network and Sharing Center

2 g o O ‘ |
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C.

D.

Introduzca la frase secreta WPA
predeterminada (que encontrara en la
parte inferior del moédem-router
inalambrico) en el campo “Clave de
seguridad” y haga clic en “OK”.

El cliente iniciara ahora su conexion a la
red inalambrica.

Para comprobar el estado de la conexion
inalambrica, puede hacer clic en el icono
“Red” de la barra de tareas. Podra ver a
qué red esta actualmente conectado, el
tipo de acceso y el nivel de la sefal de
conexion.

& Connect to a Network

Type the network security key

Security key: wsessecevens

[¥] Hide characters

A Connect to a Network

Connecting to C150APRAZ . ..

Cancel

Open Network and Sharing Center

Currently connected to: s
<% C150APRA2

200 Internetaccess

Wireless Network Connection ~
C150APRA2 Connected ]

e
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6.2 Conexion manual con Windows Vista

En el siguiente ejemplo se utiliza la opcion integrada “Conectarse a una red” de Windows Vista con
Service Pack 1.

A.

B.

C.

Haga clic en el icono de red de la
bandeja del sistema y haga clic
en “Hay disponibles redes
inalambricas”.

Seleccione la red “C150APRA2”
de la lisa y haga clic en
“Conectar”.

Introduzca la frase secreta WPA
predeterminada (que encontrara
en la parte inferior del
C150APRA2) en el campo “Clave
o frase de seguridad” y haga clic
en “Conectar”.

Mot Connected

L‘. Wireless networks are available,
==

Connect to a network
Metwork and Sharing Center

< =2 o 1348

=[5

(@] % Connectte a network

Select a network to connect to
Show |All e

A cisoapra
-

Security-enabled network !,5!5

Set up a connection or network
Open Network and Sharing Center

—

@ & Connectto a network

Type the network security key or passphrase for CL50APRA2

The person whe setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

sz ¥you have a USE flash drive with network settings for CLS0APRAZ, insert it now.
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D.

Una vez se ha establecido la
conexion, puede guardar la red y
hacer que se inicie
automaticamente cada vez que
encienda el ordenador. Haga clic
en “Cerrar” para salir del
asistente de conexion.

Para comprobar el estado de la
conexion inalambrica, puede
hacer clic en el icono de red de
la bandeja del sistema. Podra ver
a qué red esta actualmente
conectado, el tipo de acceso y el
nivel de la senal de conexion.

| )
@ % Connectto a network
Successfully connected to CL50APRA2
Save this network
Start this connection autematically

Currently connected to:
C150APRAZ !ﬂ
> Access: Local and Internet ol

Connect or disconnect...
Network and Sharing Center
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6.3 Conexion automatica utilizando WPS

El médem-router es compatible con la funcion WPS (configuracion Wi-Fi protegida). La funcion WPS es un
procedimiento para establecer una red inalambrica de forma facil y segura. Con esta funcién podra
configurar y proteger su red inalambrica siguiendo tan sdlo unos pasos muy sencillos.

Nota: Para utilizar la funcion WPS con el moédem-router, debera tener un cliente inalambrico
compatible con dicha funcion. Si tiene uno o mas clientes inalambricos que no son compatibles
con la funcion WPS, se recomienda que se conecte al mdédem-router manualmente utilizando la
clave WPA preconfigurada que aparece en la base del médem-router. Consulte el apartado 6.1 6
6.2 para mas informacion sobre cdmo conectarse manualmente a la red inalambrica.

Nota: Si desea mas informacion (general o técnica) sobre la funcion WPS, puede visitar el sitio web
siguiente:
http://en.wikipedia.org/wiki/Wi-Fi_Protected Setup

Gracias a la tecnologia “Push Button” para WPS, podra conectar un cliente inalambrico al médem-router
con sélo pulsar un boton en cada dispositivo.

La tecnologia “Push Button” para WPS requiere un boton (real o virtual) en el cliente inalambrico para
establecer una conexion entre el médem-router y el cliente inalambrico.

Algunos clientes inalambricos utilizan un boton real para activar la tecnologia Push Button para WPS,
mientras que otros emplean un boton virtual basado en software.

Siga los pasos siguientes para activar y establecer una conexion WPS con la tecnologia “Push Button”:

A. Pulse el botdon WPS en la parte posterior del médem-router; el LED WPS empezara a parpadear, lo
que indicara que se ha iniciado la autenticacion WPS.

B. Pulse el boton WPS del cliente inalambrico. Puede tratarse de un boton real o de un botén virtual
en el software del cliente inalambrico.

Nota: El médem-router mantendra activa la autenticacion WPS durante 120 segundos. Durante este
proceso, el LED WPS parpadeara. Si no hay conexion WPS durante estos 120 segundos, el LED se
apagara y la autenticacion WPS se detendra.

Si la autenticacion WPS se realiza de forma satisfactoria, el LED WPS se encendera y se quedara
encendido, indicando que se ha establecido la conexion.

El cliente inalambrico se encuentra ahora conectado a la red inalambrica protegida del médem-router.
Puede afadir mas clientes inalambricos sin perder la conexion con los clientes inalambricos anteriores. Si
desea anadir mas clientes inalambricos, debera repetir los pasos Ay B.
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aldmbrica manualmente

la proteccion i

Este apartado describe como proteger la conexion inalambrica al C150APRA2 de forma manual. Para
impedir accesos no autorizados a su red, es necesario protegerla.

Siga los pasos siguientes para configurar manualmente la proteccion inalambrica.

A. Entre en la pagina de configuracion del C150APRA2 tal como se describe en el apartado 5.2.

B. Haga clic en “Wireless” (Inalambrico) y luego en “Wireless Security” (Proteccién inalambrica) en

el menu de la izquierda.

Welcome admin, Logout

CONCEPTRINIC

T it T s e ]

WIRELESS SECURITY

Use this section to configure the wireless security settings for your router. Please note that changes made on this section
wil also need to be duplcated to your wieless clients and PC.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device Supports three wireless security modes
inciuding: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level
of securtty.

Security Mode : | Auto(WPA or WPA2)
WPA Encryption : | TKIP+AES [+

wPA

Use WPA or WPA2 mode to achieve 2 balance of strong security and best compatibiity. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the cient
supports will be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are
not alowed access with WPA security. For maximum compatbiity, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

WPA Mode : | Auto(WPA or WPA2)-PSK [=]

Group Key Update Interval:

PRE-SHARED KEY'

f—

Please take note of your SSID and securty Key 2s you wil need to duplcate the same settings to your wrreless devices and
PC.
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C. En “Security Mode” (Tipo de proteccion), escoja un tipo de proteccion de la lista desplegable.
Nota: Se recomienda que proteja su red con la opcion de proteccion “Auto (WPA or WPA2)”. Se trata del
nivel mas alto de seguridad (WPA2), al mismo tiempo que guarda compatibilidad con clientes que
solo son compatibles con WPA.
D. En “WPA Encryption” (Cifrado WPA), escoja un tipo de cifrado WPA de la lista desplegable.

Nota: Se recomienda seleccionar el cifrado “TKIP+AES”. Se trata del nivel mas alto de cifrado (AES), al
mismo tiempo que guarda compatibilidad con clientes que solo son compatibles con TKIP.

E. Introduzca una clave de seguridad en el campo “Pre-Shared Key” (Clave precompartida).
F. Haga clic en “Apply” (Aplicar) para guardar los cambios en la configuracion.

Nota: Recuerde o anote la informacion de seguridad inalambrica que introduzca. La necesitara cuando
desee conectar un cliente inalambrico al C150APRA2.

Ahora puede utilizar los parametros que acaba de configurar para conectar su cliente inalambrico al
C150APRA2 tal como se describe en el apartado 6.1 6 6.2.
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8. Configuracion de las reglas de redireccion de puertos

EL C150APRA2 de Conceptronic esta equipado con un cortafuegos para impedir ataques a su red desde
Internet. Este cortafuegos bloqueara automaticamente todo trafico entrante por puertos no utilizados.
Cuando un puerto bloqueado se necesite para algn servicio o aplicacion (por ejemplo: un servidor FTP o
un servidor web), puede crear una regla de redireccion de puertos en la pagina de configuracion para
redirigir el trafico.

Nota: El C150APRA2 de Conceptronic es compatible con Plug & Play Universal (UPnP), lo que permite
que las aplicaciones y dispositivos (como por ejemplo videoconsolas) compatibles con UPnP abran
automaticamente los puertos que necesitan, de forma que no sea necesaria ninguna configuracion
manual. No obstante, el sistema UPnP hace que su entorno de red sea mas vulnerable a los
posibles ataques. Si utiliza aplicaciones que utilicen UPnP, puede habilitar la opcion UPnP en la
configuracion del C150APRA2 en “Advanced” (Avanzado) - “Network Tools” (Herramientas de
red) > “UPnP”.

A continuacion encontrara una lista de los puertos mas utilizados y sus correspondientes aplicaciones:

Puerto Aplicacion Puerto Aplicacion

20 Datos FTP (servidor FTP) 80 HTTP (servidor web)

21 FTP (servidor FTP) 110 POP3 (Servidor de correo entrante)
22 SSH (Secure Shell) 2000 Remotely Anywhere

23 Telnet 5800 VNC

25 SMTP (Servidor de correo saliente) 5900 VNC

Para informacion sobre otros puertos y sus correspondientes aplicaciones, visite:
http://portforward.com/cports.htm.

Nota: Cuando utilice reglas de redireccion de puertos, se recomienda configurar el ordenador u
ordenadores para que obtengan una IP fija en vez de una IP dinamica.

Nota: Para informacion mas detallada acerca de la redireccion de puertos y las opciones de DMZ,
consulte el Manual de Usuario Ampliado (so6lo en inglés) que encontrara en el CR-ROM del
producto. Seleccione “Ver el Manual de Usuario Ampliado” en el menu autoejecutable.

A. Entre en la pagina de configuracion del C150APRA2 tal como se describe en el apartado 5.2.
B. Haga clic en “Advanced” (Avanzado) en el menu superior.
C. Haga clic en “Port Forwarding” (Redireccién de puertos) en el menl de la izquierda.

Aparecera la pantalla de configuracion de la redireccion de puertos.
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Nota:

-~
s i

— _
Setup Advanced Management Status

Port Forwarding
Advanced Wireless
bDMZ

Parental Control

Filtering Options

QS Config

Firewall Settings

Network Tools
Routing
Schedules

Logout

PORT FORWARDING

Port Forwarding allows you ta direct incoming traffic from the WAN side (identified by protocol and exteral port)to the
internal server with a private 1P address on the LAN side. The intemal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and cick "Apply” to forward IP packets for this service to the
specified server. Note: Modfying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start o the External Port End changes, the Internal Port Start or Internal Port End automaticaly changes
accordingly.

Note: You have to open the pvc's WAN Service at "Management "— "Access Controls” — "Services™ that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

e i i vl

PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32

WAN Connection(s) : | pppoa_8_48_0 0[]

Server Name :

@ Select a Service : | FTP Sener [l

© custom Server :
Schedule :

Server IP Address

En la imagen anterior, vera un ejemplo de configuracion de redireccion de puertos.
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D.
E.

J.

Haga clic en el boton “Add” (Afadir) para afiadir una nueva regla de redireccion de puertos.

En “Select a Service” (Seleccionar un servicio), seleccione un servicio predeterminado de la lista
desplegable, o introduzca un nuevo nombre de servicio para la regla de redireccion en el campo
“Custom Server” (Servidor personalizado).

Introduzca la direccion IP del ordenador que utilizara la regla de redireccion de puertos en el
campo “Server IP Address” (Direccion IP del servidor).

Introduzca los puertos que desee hacer accesibles desde Internet en los campos “External Port
Start” (Puerto externo inicial) y “External Port End” (Puerto externo final).

Escoja un protocolo o su regla de redireccion de puertos en la lista desplegable “Protocol”: “TCP”,
“UDP” o “Both” (Ambos).

Si no sabe qué protocolo debe utilizar para la redireccion de puertos, escoja “Both” (Ambos). Esta
opcion redireccionara tanto el trafico TCP como el UDP hacia la direccion IP configurada de su
ordenador o servidor.

Introduzca los puertos de su ordenador que deban estar accesibles para la red local en los campos
“Internal Port Start” (Puerto interno inicial) y “Internal Port End” (Puerto interno final).

Haga clic en “Apply” (Aplicar) para guardar la regla de redireccion de puertos.

La regla anadida puede verse ahora en la lista de redireccion de puertos.

Welcome admin, Logout
CONCEPTRONIC
et | . I Il |
[ F L L L =
Advanced

PORT FORWARDING

Port Forwarding alows you to direct incoming traffic from the WAN side (identfied by protocol and extemal port)to the
internal server with 3 private IP address on the LAN side. The intemal port is required only If the external port needs to be
converted to a diferent port number used by the server on the LAN Side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and ciick "Apply” to forward IP packets for this service to the
e ° specified server. Note: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automatically changes

Filtering Options accordingly.

QOS Config Note: You have to open the pvc's WAN Service at "Management " "Access Controls™ — "Services” that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

Server  External  External Internal Intemal  ServerIP  Schedule Remote
ork Toals Name Port Start Port End Port Start PortEnd  Address Rule »
FTP
outing ] 21 21 e 21 21 192.168.0.10  Always

elete

Para crear mas reglas de redireccion de puertos, repita los pasos de D a J.
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Cuando usted cambia cualquier parametro de configuracion del médem-router, la nueva configuracion se
aplica y queda activada directamente. No obstante, es recomendable reiniciar el C150APRA2 después de
haber hecho algiin cambio importante en la configuracion para asegurarse de que la nueva configuracion
se aplique correctamente.

A. Entre en la pagina de configuracion del C150APRA2 tal como se describe en el apartado 5.2.
B. Haga clic en “Magement” (Gestion) en el menU superior.

C. Haga clic en “System Management” (Gestion del sistema) en el menu de la izquierda.

D. Haga clic en el boton “Reboot” (Reiniciar) para reiniciar el C150APRA2.

Durante el reinicio, en la pantalla aparecera una barra de progresion.

Rebooting...

System is rebooting. . Please wait for a moment

Please relogin after reboot

Espere hasta que la barra de progresion haya llegado al final antes de iniciar sesion de nuevo.

jSu C150APRA2 ya esta listo para ser utilizado!

Nota: Para informacion mas detallada acerca de las funciones y configuraciones disponibles del
C150APRA2, consulte el Manual de Usuario Ampliado (solo en inglés) que encontrara en el CR-ROM
del producto. Seleccione “View Extended User Manual” (Ver el Manual de Usuario Ampliado) en
el men( autoejecutable.
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Conceptronic C150APRA2
Benutzerhandbuch

Wir gratulieren lhnen zum Kauf lhres
Conceptronic Wireless ADSL Modem-Routers.

In dieser Bedienungsanleitung wird lhnen Schritt fir Schritt gezeigt, wie der Wireless ADSL Modem-Router
von Conceptronic installiert und verwendet wird.

Wenn Sie weitere Informationen oder Support fir lhr Produkt bendtigen, besuchen Sie unsere Service &
Support-Webseite www.conceptronic.net/support und wahlen Sie eine der folgenden Optionen:

e FAQ : Datenbank mit den haufig gestellten Fragen
e Downloads : Handbiicher, Treiber, Firmware und weitere Downloads
« Kontakt : Kontakt fiir den Conceptronic-Support

Allgemeine Informationen liber Conceptronic-Produkte finden Sie auf der Conceptronic-Webseite unter
WWww.conceptronic.net.

Die Informationen in dieser Schnellinstallationsanleitung basieren auf Windows 7 und Vista und treffen
moglicherweise nicht vollstandig zu, wenn Sie ein anderes Betriebssystem auf Ihrem Computer verwenden.

Hinweis: In diesem Benutzerhandbuch sind lediglich die Grundschritte fiir die erste Inbetriebnahme des
Wireless ADSL Modem-Routers beschrieben. Weitere Informationen liber die verschiedenen
Funktionen des ADSL Wireless Modem-Routers finden Sie im erweiterten Benutzerhandbuch auf
der im Lieferumfang enthaltenen CD-ROM (nur Englisch).

Inhaltsverzeichnis

1. Packungsinhalt 5. Modem-Router-Konfiguration

2. Erlauterungen zum Wireless ADSL Modem- 5.1. Werkseinstellungen
Router 5.2. Webbasierte Konfiguration
2.1. Vorderseite 5.3. Einrichtungsassistent
2.2. Riickseite 6. Verbindung mit dem Drahtlosnetzwerk

3. Hardwareinstallation 6.1. Manuelle Verbindung unter Windows 7
3.1. DSL (Telefon)-Port 6.2. Manuelle Verbindung unter Windows Vista
3.2. LAN-Port(s) 6.3. Automatische Verbindung mit WPS

4. Konfiguration des Computers 7. Manuelle Konfiguration der Wireless-Sicherheit
4.1. Konfiguration der IP-Adresse 8. Einrichten von Portweiterleitungsregeln
4.2. Uberpriifen der Verbindung 9. Neustart
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1. Packungsinhalt

In der Verpackung des Wireless ADSL Modem-Routers von Conceptronic ist Folgendes enthalten:

Conceptronic Wireless ADSL Modem-Router (C150APRA2)
Antenne fir Wireless-Verbindungen

Netzteil 12V Gleichstrom 800mA

Netzwerk (LAN)-Kabel

RJ11-Telefonkabel

Produkt-CD-ROM

Dieses mehrsprachige Benutzerhandbuch

Garantiekarte und Broschiire mit CE-Erklarung

2. Erlauterungen zum Wireless ADSL Modem-Router

2.1 Vorderseite

— Bt L —— - Wik e
Nr. Beschreibung Status Status-Erklarung
A Power-LED AUS N Stromversorgung ausgeschaltet
EIN - GRUN Stromversorgung eingeschaltet; normale Initialisierung
EIN - ROT Gerat am Initialisieren
EIN - BLINKEND Firmware-Upgrade im Gange
B ADSL-LED AUS Initialer Selbsttest fehlgeschlagen

EIN - BLINKEND Gerat erkennt DSL-Signal
EIN - DAUERLICHT DSL-Signal erkannt, Selbsttest erfolgreich

C Internet-LED EIN - Rot Keine DSL-Verbindung
EIN - Griin Internetverbindung vorhanden
D LAN-LEDs AUS LAN-Port ist nicht angeschlossen
(1,2, 3, 4) EIN - DAUERLICHT Ein Gerat ist am LAN-Port angeschlossen
EIN - BLINKEND Daten werden iibertragen
E WLAN-LEDs AUS Wireless LAN ist ausgeschaltet

EIN - DAUERLICHT Wireless LAN ist aktiv und normal
EIN - BLINKEND Wireless LAN-Aktivitat (Daten werden gesendet oder
empfangen)
F WPS-LED AUS WPS (Wi-Fi Protected Setup) nicht aktiv
EIN - BLINKEND WPS aktiv, neue WLAN-Clients konnen hinzugefiigt werden
EIN - DAUERLICHT WPS-Client erfolgreich hinzugefiigt
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2.2 Riickseite

— On/Off
L J J -\ IReset 1
S N o A R T o 0 :
4 3 LAN 2 1 . WLANWPS:

Nr.  Beschreibung Erklarung
A Antennenanschluss Fiir den Anschluss der im Lieferumfang enthaltenen Antenne an das Gerat
B DSL-Port Fiir den Anschluss der ADSL-Leitung an das Gerat
C LAN-Ports (1 - 4) Fiir den Anschluss von Computernetzwerkgeraten an das Gerat
D Stromanschluss Anschluss fiir die Stromversorgung des Gerats
E Reset Fiir das Zuriicksetzen auf die Werkseinstellungen (gedriickt halten)
F WLAN -/WPS-Taste Kurz driicken (1 Sekunde) : Zum Ein-/Ausschalten von WiFi
Lang driicken (> 3 Sekunde) : Startet die WPS-Knopfdruck-Konfiguration
G Power-Taste Zum Ein-/Ausschalten des Gerats
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3. Hardwareinstallation

¢ SchlieBen Sie die im Lieferumfang enthaltene Antenne am Antennenanschluss [A] auf der Riickseite des
Gerats an.

o SchlieBen Sie das Netzteil am Stromanschluss [D] auf der Riickseite des Gerdts und an die
Stromversorgung an.

o Driicken Sie die Power-Taste [G] auf der Riickseite des Gerats.

Daraufhin leuchtet die Power-LED-Anzeige auf der Vorderseite des Gerats und das Gerat fahrt das System
hoch.

3.1 DSL (Telefon)-Port

Bei den meisten ADSL-Anbietern ist ein Splitter zwischen der Telefonleitung und dem ADSL-Modem
erforderlich, der die ADSL-Leitung von der normalen Telefonleitung trennt. Wenn kein solcher Splitter
verwendet wird, konnte dies zu Verbindungsproblemen oder Storungen fiihren.

Hinweis: Der Splitter fir die ADSL-Verbindung ist nicht im Lieferumfang des C150APRA2 enthalten. Den
korrekten ADSL-Splitter erhalten Sie uiber lhren Telefon- oder Internetdienstanbieter.

Die Anschliisse fiir einen ADSL-Splitter sind Ublicherweise wie folgt gekennzeichnet:

e Line [Leitung] : Anschluss an die Wandbuchse
e ADSL : Anschluss an den Router
e Telefon : Anschluss an das Telefon oder andere Telefongerate

Stellen Sie sicher, dass die Leitungen korrekt angeschlossen sind. Wenn Sie den Wahlton des Telefons nicht
horen, Uberpriifen Sie die Verbindungen um sicherzustellen, dass die Kabel richtig befestigt und am
korrekten Port angeschlossen sind.

SchlieBen Sie den Conceptronic Wireless ADSL Modem-Router (B) mit einem Telefonkabel an die analoge
Telefonleitung (bzw. den Splitter) an. Die ADSL-LED-Anzeige leuchtet, wenn ein ADSL-Signal erkannt wird.

Hinweis: Wenn die ADSL-LED-Anzeige auf der Vorderseite nicht leuchtet, vergewissern Sie sich, dass:
der Wireless ADSL Modem/Router eingeschaltet ist (die Power-LED-Anzeige sollte leuchten),
ein ADSL-Signal auf der Leitung vorhanden ist.

Die Internet-LED-Anzeige leuchtet erst dann griin, wenn die korrekten DSL- und
Benutzerkonteneinstellungen auf der Webbenutzeroberflache des ADSL-Modem/Routers
vorgenommen wurden.

3.2 LAN-Port(s)

SchlieBen Sie das Netzwerk (LAN)-Kabel an einen der vier LAN-Ports auf der Riickseite des Wireless ADSL
Modem-Routers und an die Netzwerkkarte lhres Computers an.

Die LAN-LED-Anzeige des verwendeten LAN-Ports schaltet ein und zeigt damit an, dass der Computer
angeschlossen ist. (Ihr Computer muss eingeschaltet und die LAN-Verbindung muss aktiviert sein.)

75



DEUTSCH

4. Konfiguration des Computers

4.1 Konfiguration der IP-Adresse

Der C150APRA2 ist mit einem eingebauten DHCP-Server ausgeriistet. Der DHCP-Server weist automatisch
jedem angeschlossenen Computer eine IP-Adresse zu, wenn dieser auf ,,IP-Adresse automatisch
beziehen*“ eingestellt ist.

Die meisten Computer sind so konfiguriert, dass sie automatisch eine IP-Adresse beziehen. Sollte dies bei
Ihnen nicht der Fall sein, miissen Sie lhren Computer so konfigurieren, dass er automatisch eine IP-Adresse
bezieht. Befolgen Sie dazu untenstehende Anweisungen. Diese Anweisungen basieren auf Windows Vista
mit Service Pack 1. Wenn Ihr Computer eine andere Version oder ein anderes Betriebssystem hat, konnen
die auszufilhrenden Schritte von den im Folgenden beschriebenen abweichen.

A. Klicken Sie auf ,,Start” - , Ausfiihren”. =

= Run

==  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

B. Geben Sie den Befehl ,,NCPA.CPL” ein
und klicken Sie auf ,,0K”. Open: | NN ._9 -
l QK ] ‘ Cancel | | Browse... ‘

Es erscheint das Fenster ,,Netzwerkverbindungen*.

C. Rechtsklicken Sie auf lhre ,LAN-Verbindung” l.-u Lo_cal ft\rea_'_c_o_""?c_tio_" -
(verkabelt oder kabellos, je nach verwendeter > A
Verbindung) und wahlen Sie ,,Eigenschaften”. x S D

Disable
Diagnose

Bridge Connections

Create Shortcut

m
m

Rename

@:> Properties
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Es erscheint das Fenster ,,Eigenschaften von LAN-Verbindung“.

D. Wahlen Sie das ,,Internetprotokoll
Version 4 (TCP/IPv4)“ und klicken Sie
auf ,Eigenschaften“.

©

U Local Area Connection Properties [

"

Networking | Sharing

Connect using:
l_-"‘ Atheros L1 Gigabit Ethemet 10/100/1000Base-T Controlle

This connection uses the following items

o8 Client for Microsoft Networks

SQOS Packet Scheduler

8 File and Prirter Sharing for Microsaft Networks
-4 Intemet Protocol Version & (TCP/IPvE)

=4 Intemet Protocol Version 4 (TCP/IPvd)

& Link-Layer Topology Discovery Mapper 1/0
& Link-Layer Topology Discovery Responder

v

Uninstall

Es erscheint das Fenster ,,Eigenschaften von Internetprotokoll Version 4 (TCP/IPv4)“.

E. Aktivieren Sie das Feld ,,IP-Adresse
automatisch beziehen“ und klicken Sie
auf ,,OK“, um die Einstellungen zu
speichern.

F. Klicken Sie im Fenster ,,Eigenschaften

von LAN-Verbindung* auf ,,0K“, um die
Einstellungen zu speichern.

B ||

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(@ Obtain an IP address automatically
(7) Use the following TP address:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:
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4.2 Uberpriifen der Verbindung

Uber die Eingabeaufforderung von Windows kénnen Sie iiberpriifen, ob Sie fiir lhre (verkabelte oder
kabellose) LAN-Verbindung eine korrekte IP-Adresse erhalten haben. Dieses Beispiel basiert auf Windows
Vista mit Service Pack 1. Sie missen tiber Administratorrechte verfiigen, um die folgenden Schritte
durchfiihren zu konnen. Diese Administratorrechte konnen Sie wie folgt erlangen.

A. Klicken Sie auf ,,Start” = ,,Alle Programme” - ,,Zubehor”, rechtsklicken Sie auf
,Eingabeaufforderung” und wahlen Sie ,,Als Administrator ausfiihren”. Moglicherweise wird eine
Warnmeldung angezeigt. Akzeptieren Sie diese, indem Sie auf ,,Weiter” klicken.

Es erscheint die Eingabeaufforderung. Stellen Sie sicher, dass die Titelleiste der Eingabeaufforderung den
Text ,,Administrator: Eingabeaufforderung” aufweist. Wenn ,,Administrator” nicht erwahnt ist, haben Sie
die erforderlichen Administratorrechte nicht und missen erneut den Schritt A durchfihren.

B. Geben Sie den Befehl ,,IPCONFIG” ein und driicken Sie die ,,ENTER”-Taste.

BN Administrator: Command Prompt |ﬂ|&]

C:“\MWindowsssysten32 >ipconfig -G

lindows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Link-local IPv6 Address . . . . . feBB::414e:2c26:6398:a9f8x8
IPv4 Ad 192.168.0.166

Subnet Mask . . 255255 -

Default Gateway 192.168.8.

Tunnel adapter Local Area Connection® 6:

Media State ¢ Media disconnected
Connection—specific DNS Suffix H

Tunnel adapter Local Area Connection* 7:

Media State : Media disconnected
Connection—specific DNS Suffix H

C:\Windows\system32>

Es sollten die folgenden Informationen angezeigt werden:
IPv4-Adresse 1 192.168.0.xxx (wobei xxx eine Zahl zwischen 100 ~ 199 sein kann).
Subnetzmaske : 255.255.255.0

Standardgateway £ 192.168.0.1

Wenn |hre Konfiguration mit obigen Informationen tbereinstimmt, konnen Sie weitergehen zu Kapitel 5,
um mit der Konfiguration des Gerats fortzufahren.

Wenn Ihre Konfiguration nicht mit obigen Informationen tbereinstimmt (z.B. wenn Ihre IP-Adresse
169.254.xxx.xxx lautet), gehen Sie bitte folgendermaBen vor:

1. Schalten Sie das Gerat aus und wieder ein.
2. Trennen Sie das LAN-Kabel vom Gerat und von lhrem Computer und schlieBen Sie es erneut an.
3. Erneuern Sie die IP-Adresse lhres Computers mit den folgenden Befehlen:

- ,IPCONFIG /RELEASE”, um die falsche IP-Adresse zu loschen.

- ,IPCONFIG /RENEW”, um eine neue IP-Adresse vom Gerat zu erhalten.
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Windows\systen3d2>ipconfig /release -e

lindows IP Configuration

fin error occurred while releasing interface Loopback Pseudo-Interface 1
lstem cannot Find the file specified.
[Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
Link—local IPu6 Address . - feBB::414e:2c26:6398:a9f8x8
Default Gateway . . . . . . .

Tunnel adapter Local Area Connection# 6:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter Local Area Connection* 7:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix . =

C:s\Windowssystemn3d2>ipconfig ~renew -e

indows IP Configuration

fin error cccurred while releasing interface Loopback Pseudo-Interface 1

lstem cannot Find the file specified.

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H
Link-local IPu6 Address . . . .

IPv4 Address. . . . . . . . . .
Subnet Mask . . . . . . . -
Default Gateway . . . . . -

i feBB::414e:2c26:6398:a9f828
- 192.168.0.1660
- 255.2505.2585.0

- -z 192.168.8.1

Tunnel adapter Local Area Connection* 6:
Media State . s s s s = = = » « : Media disconnected
Connection—specific DNS Suffix . :

Tunnel adapter Local Area Connection= 7:

Media State . . . . . . . . . . . I Media disconnected
Connection—specific DNS Suff

C:~Windouwsssystem3d2 >

B Administrator: Command Prompt |ﬂl-§:—;-1

: The sy

: The sy

Wenn diese MaBnahmen das Problem mit der IP-Adresse nicht ldsen, kdnnen Sie durch Betatigen der Reset-
Taste auf der Riickseite des Gerats das Gerat auf die Werkseinstellungen zuriicksetzen.

Driicken Sie die Reset-Taste und halten Sie diese wahrend + / - 15 Sekunden gedriickt, um die
Werkseinstellungen zu laden. Sobald die Status-LED-Anzeige wieder aktiv ist, wiederholen Sie den Schritt

B, um die IP-Adresse zu erneuern.

Hinweis: Wenn das Problem weiterhin besteht, uberpriifen Sie, ob alle Kabel korrekt angeschlossen sind.
Der ADSL-Port sollte mit der ADSL-Leitung und der LAN-Port mit dem Computer verbunden sein.
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5. Modem-Router-Konfiguration

In diesem Kapitel wird die Konfiguration des C150APRA2 mit dem integrierten Schnellstartassistenten
beschrieben. Nachdem alle Schritte in diesem Kapitel durchgefiihrt wurden, ist Ihr Router fiir eine ADSL-
Verbindung konfiguriert und kann eine Verbindung zum Internet herstellen.

5.1 Werkseinstellungen

Der C150APRA2 ist mit einigen Einstellungen vorkonfiguriert. Dies sind:

IP-Adresse :192.168.0.1 (DHCP-Server fiir LAN/WLAN Clients aktiviert)
Benutzername : admin (diesen Benutzer auswahlen)

Passwort : admin (Kleinbuchstaben)

Wireless SSID : C150APRA2

Wireless-Kanal : Kanal 6

Wireless-Sicherheit : WPA2

UPnP : deaktiviert (kann aktiviert werden, sobald die Internetverbindung

konfiguriert ist)
Wenn Sie Einstellungen in der Konfiguration des C150APRA2 geandert haben, werden diese im Router

gespeichert. Um die Werkseinstellungen wiederherzustellen, driicken Sie die Reset-Taste auf der
Riickseite des Gerats und halten Sie diese wahrend + / - 15 Sekunden gedriickt.

5.2 Webbasierte Konfiguration

Die Konfiguration des C150APRA2 ist webbasierend. Fiir die Konfiguration des Gerats benotigen Sie einen
Webbrowser.

Hinweis: Wir empfehlen, fiir die Konfiguration des Routers eine LAN-Kabelverbindung statt einer
drahtlosen Verbindung zum Gerat zu verwenden.

A. Starten Sie Ihren Webbrowser (z.B. Internet Explorer, FireFox, Safari oder Chrome).

B. Geben Sie die IP-Adresse des Gerats in das Adressfeld Ihres Webbrowsers ein (standardmaBig:
http://192.168.0.1/).

C. Eserscheint ein Anmeldefenster, das Sie zur Eingabe eines Benutzernamens und Passworts
auffordert. Wahlen Sie den Benutzer ,,admin” aus der Dropdown-Liste, geben Sie das Passwort fiir
den Administrator (standardmaBig = ,admin’) ein und klicken Sie auf ,,Login”, um die webbasierte
Konfiguration einzugeben.
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Wenn Benutzername und

Passwort korrekt sind, zeigt der Router die ,,Uberblicks“-Seite* an:

CONCEPTRONIC

Welcome admin, Logout

The Cencapt ol Global Communicasion
| sewp  Advanced | Momgement S ___Help

| sew
Wizard
Internet Setup
reless
Local Network

Time and Date

Logout

SETTING UP YOUR INTERNET

There are two ways to set up your Internet connection. You can use the Web-based Internet Connection Setup Wizard or
you can manually configure the connaction.

Please make sure you have your ISP's connection settings first if you choose manual setup.

INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new Router to the Internet. You wil be prasented
with step-by-step instructions in order to get your Internet connection up and running. Click the button below to begin.

Setup Wizard

Note: Before lunching the wizard, please ensure you have correctly followed the steps outlined in the Quick Installation
Guide included with the router.

Die ,,Uberblicks“-Seite enthalt ein Schnellmenti fur die Konfiguration und den Unterhalt des C150APRA2.
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5.3 Einrichtungsassistent

Sie konnen die Internetverbindung des C150APRA2 iiber den integrierten Assistenten einrichten. Dieser
Assistent zeigt Ihnen Schritt fuir Schritt, wie die Einstellungen konfiguriert werden missen.

Hinweis: Bevor Sie die Konfiguration mithilfe des Sc

hnellstartassistenten beginnen, stellen Sie sicher,

dass Sie alle Informationen uber |hre Interneteinstellungen zur Hand haben. (Zum Beispiel:

Kontoinformationen, Verbindungsart usw.)

Konfiguration.

Klicken Sie auf die Schaltflache ,,Quickstart [Schnellstart]“ im oberen Menii in der Web-

Klicken Sie auf die Schaltflache

ME TO SETUP WIZAK

»Setup Wizard
[Einrichtungsassistent]”.

Im Willkommensfenster werden die
vier Schritte des Assistenten
angezeigt. Klicken Sie auf ,,Next

wizard wil guie you thiough 2 step-by-step process to configure your new router and Connect to the Intemet.

= Step1:Set

t Connection

iess Network

+ Completed and Qut:

[Weiter]“.

(Next] [Cancel ]

Das ADSL-Modem iibernimmt

SET TIME AND DATE

automatisch das korrekte Datum
und die korrekte Uhrzeit, wenn es
mit dem Internet verbunden ist.

Tha Time Configuration apton alows you
From ths section you can set
Saving can aso be configured

onfigure, updats, and mantan the comect tme on the intemal system clock.
ou are n and set the HTP (Hetwork Trme Protocal) Server. Dayight
he tme whan nasded.

2o u
0 automatically adjust t

Diese werden lediglich zu

Protokollierungszwecken
verwendet. Sie kdnnen die Zeitzone
und Sommerzeitdaten auswahlen.
Klicken Sie danach auf ,,Next
[Weiter]".

= V! ith Internet
[] Enable Daylight Saving
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E.

Wahlen Sie das Land und den
Internetdienstanbieter aus. Die
korrekten Einstellungen fir Ihre
Internetverbindung werden
Ubernommen. Diese konnen spater
geandert werden.

Verwenden Sie bei PPPOE- oder
PPPOA-Internetverbindungen den
Benutzernamen und das Passwort,
die Sie von lhrem
Internetdienstanbieter erhalten
haben.

Klicken Sie danach auf ,,Next
[Weiter]".

Sie konnen |hr Drahtlosnetzwerk
aktivieren oder deaktivieren
(standardmaBig ist es aktiviert). Der
C150APRA2 wird mit der SSID
,»C150APRA2” angezeigt; Sie
konnen die SSID ausblenden. Der
C150APRA2 ist mit einem
gerateeigenen WPA2-PSK-
Sicherheitsschlissel vorkonfiguriert.

Hinweis: Den vorkonfigurierten
Sicherheitsschlussel
finden Sie auf der
Unterseite des Modem-

Routers.

Sie kdnnen den Schlissel auf der
Benutzeroberflache beibehalten
oder zu einem Pre-Shared-Schliissel
abandern, wenn Sie mochten.

Klicken Sie danach auf ,,Next
[Weiter]".

STEP 2: SETUP INTERNET CONNECTION

Please selact your 5P (Intermet Sanvice Provider) from the st below.

Country : | (Click 1o Select) ¥

159 | (Click 10 Select) ¥

(0-255)

(32:65535)

Plsase enter your Username and Password as provided by your 1S9 (Intemet Service Provder). Please enter the
nformabon exacty as shown takng note of upper and lowar cases. Cick "Naxt” to contmus,

Usorname :
Password :
Confirm Password :

[Back] [(Cancel

STEP 3: CONFIGURE WIRELESS NETWORK

Your wireless network & enabled by default. You can smply uncheck it to dsable & and cick “Next” to skp configuration of
whreless network.

Enable Your Wireless Network : [2]

Your vreless net
recommended

needs 2 name 50 £ can be easly recognzed by wreless clents. For securty purposes, & highly
hange the pre-configured network name.

Wireless Network Name (SSID) : C1504PRA2

Select “Visble" to publsh your wireless network
wreless network so that users need to manualy

SSID can be found by wireless cents, o select "Invisble” to hide your
ter SSID In order to coNNeCt t0 your wreless network.

Visibility Status : © Veble O Inveble

In order to protect your network from hackers and unauthorzed users, It is highly recommended you choose one of the
folowng wreless network securty settngs.

Security Lovol Best
O None O wer C Ak

® WpA2-PsK

Security Mode:\/PA2-PSK
Select this 0pton F your wireless adagters support WPA2-PSK.

Now, please enter your wreless securtty key

WPA2 Pre-Shared Key : 2000000000

(863 characters, such as a~2, A~ 9, Le. ‘YeFortress1238)

Note: You wil need to enter the same key here Nto your wreless clents i order to enable proper wireless connection.

Back | [Next] [Cancel
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G. Nach dem Fertigstellen der STEP 4: COMPLETED AND RESTART
Wireless-LAN-Konfiguration wird das
»Setup Summary” mit einem

Setup complete. Chck “Back” to review or madFy settings.

Uberblick iiber die Einstellungen T et o g1 WA Zharatin st f e Hanuad et
angezeigt.

SETUP sUMMARY
Wenn Sie die Einstellungen Below & 2 detaled summary of your settings. Please prt ths page out, or wie the Inforaten on 2 iece of paper, s0

YU can configure the comct sertngs an your wieless clent 2dapters.

Ubernehmennmbchten, klicken Sie
auf ,,Apply [Ubernehmen]".

Damit ist |hr Gerat konfiguriert und
die Internetverbindung
betriebsbereit.
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losnetzwerk

Es gibt zwei Moglichkeiten der Drahtlosverbindung mit dem Wireless-Router-Netzwerk:
Manuell.
Automatisch mithilfe der WPS-Funktion.

! WICHTIGER HINWEIS !
Der Wireless-Router ist standardmaBig mit WPA-PSK/WPA2-PSK (gemischter Modus)-

Verschliisselung geschiitzt.
Die gerateeigene WPA-Passphrase findet sich auf dem Aufkleber auf Inrem Modem-Router.

Fir die verschiedenen Marken/Arten von Wireless-Karten werden unterschiedliche Client-Anwendungen
verwendet. Informationen iiber das Erstellen einer Verbindung mit einem Drahtlosnetzwerk finden Sie im
Handbuch Ihrer Wireless-Netzwerkkarte.

6.1 Manuelle Verbindung unter Windows 7

Im folgenden Beispiel wird die integrierte Option ,,Connect to a Network [Verbindung mit einem
Netzwerk]” aus Windows 7 verwendet.

A. Klicken Sie auf das ,Netzwerk’-Symbol in
der Kontrollleiste. Daraufhin wird die

. . Mot connected +s
Liste der verfiigbaren drahtlosen
Netzwerkverbindungen angezeigt. djjﬂﬁnnmtmnsareavmlahle
Wireless Network Connection ~
CI50APRAZ 2

Open Network and Sharing Center

= m‘f‘]‘lﬂ) ‘ |

B. Wahlen Sie das Netzwerk ,,C150APRA2”
aus der Liste aus und klicken Sie auf
,Connect [Verbinden]’.

Mot connected *+5

dﬂ-']Connact\ons are available

StandardmaRig ist die Option ,,Connect

automatically [Automatisch verbinden]” Wireless Network Connection ~
ausgewahlt. Damit ist sichergestellt, dass C1504PRAZ M
die Verbindung immer, wenn Sie lhren

Computer einschalten, gestartet wird. | Cannect automatically

Wenn Sie dies nicht mdchten, konnen Sie
diese Option deaktivieren, bevor Sie auf

h . Open Network and Sharing Center
,Connect [Verbinden]’ klicken.

@a@,ﬂ*‘_‘]ﬂj) ‘|
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C.

Geben Sie die Standard-WPA-Passphrase
(diese findet sich auf der Unterseite des
Wireless-Routers) im Feld ,,Security key
[Sicherheitsschliissel]” ein und klicken
Sie auf ,,0K”.

Daraufhin beginnt der Client, die
Verbindung mit dem Drahtlosnetzwerk
herzustellen.

Zur Uberpriifung des Status der
drahtlosen Verbindung konnen Sie auf
das ,Netzwerk’-Symbol in der
Kontrollleiste klicken. Daraufhin wird
angezeigt, mit welchem Netzwerk
gegenwartig eine Verbindung besteht,
welchen Zugriff Sie haben und welche
Signalstarke die Verbindung hat.

¥ Connect to a Network

Type the network security key

Security key:

Hide characters

¥ Connect to a Network =
Connecting to C150APRAZ ...

Currently connected to:

/‘ C150APRA2
g

17 Internet access
Wireless Network Connection

C150APRA2

Open Network and Sharing Center

*

~

Connected |

T o O
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6.2 Manuelle Verbindung unter Windows Vista

Im folgenden Beispiel wird die integrierte Option ,,Connect to a Network [Verbindung mit einem
Netzwerk]” aus Windows Vista mit Service Pack 1 verwendet.

A.

Klicken Sie auf das ,Netzwerk’-
Symbol in der Kontrollleiste und
dann auf ,Wireless networks are
available [Verfiigbare
Drahtlosnetzwerke]”.

Wahlen Sie das Netzwerk
»C150APRA2” aus der Liste aus
und klicken Sie auf ,Connect
[Verbinden]’.

Geben Sie die Standard-WPA-
Passphrase (diese findet sich auf
der Unterseite des C150APRA2)
im Feld ,,Security key or
Passphrase [Sicherheitsschlissel
oder Passphrase]” ein und klicken
Sie auf ,,Connect [Verbinden]”.

Mot Connected

L‘. Wireless networks are available,
-

Connect to a network
Network and Sharing Center

<l 138

[©)] % Connecttoa network

=1 e

@ B Connecttoa network

Select a network to connect to
Show |All v
w -
5- C150APRA2 Security-enabled network ,555!
Set up a connection or network
Open Netwerk and Sharing Center
= [ ()

Type the network security key or passphrase for CLS0APRA2

The person who setup the network can give you the key or passphrase.

Security key or passphrase

[ Display characters

£ Hyouhavea USE flash drive with network settings for CLS0APRAZ, insert it now.
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D.

Sobald die Verbindung hergestellt
wurde, konnen Sie die Optionen
»Save this network [Dieses
Netzwerk speichern]“ und
»Start this connection
automatically [Diese Verbindung
automatisch starten]
aktivieren. Klicken Sie auf ,,Close
[SchlieBen]“, um den
Verbindungsassistenten zu
schlieBen.

Zur Uberpriifung des Status der
drahtlosen Verbindung konnen Sie
auf das ,Netzwerk’-Symbol in der
Kontrollleiste klicken. Daraufhin
wird angezeigt, mit welchem
Netzwerk gegenwartig eine
Verbindung besteht, welchen
Zugriff Sie haben und welche
Signalstarke die Verbindung hat.

| E [
@ % Connect toa network
Successfully connected to CL50APRAZ
Save this network
Start this connection automatically

Currently connected to:

/‘ C150APRAZ

Q0 Access: Local and Internet a!!ﬂ

Connect or disconnect...
MNetwork and Sharing Center

<=

T e 1348
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6.3 Automatische Verbindung mit WPS

Der C150APRA2 unterstiitzt WPS (Wi-Fi Protected Setup). WPS ist ein Standard fiir die einfache und sichere
Einrichtung eines Drahtlosnetzwerks. Mit WPS konnen Sie mit ein paar wenigen, einfachen Schritten lhr
Drahtlosnetzwerk einrichten und schiitzen.

Hinweis: Sie konnen WPS mit dem Modem-Router nur verwenden, wenn Sie einen Wireless-Client haben
,der WPS unterstiitzt. Wenn Sie einen oder mehrere Wireless-Clients ohne WPS-Unterstiitzung
haben, empfehlen wir lhnen, die Verbindung mit dem Modem-Router manuell mithilfe des
vorkonfigurierten WPA-Schlissels, der auf der Unterseite des Gerats zu finden ist, herzustellen.
Im Kapitel 6.1 oder 6.2 konnen Sie nachlesen, wie eine manuelle Verbindung mit dem
Drahtlosnetzwerk hergestellt wird.

Hinweis: Weitere (technische) Informationen tiber WPS finden Sie auf folgender Website:
http://en.wikipedia.org/wiki/Wi-Fi_Protected Setup

Mit der WPS-Knopfdruck-Methode konnen Sie den C150APRA2 mit einem Wireless-Client verbinden, indem
Sie an beiden Geraten einen Knopf driicken.

Fir die WPS-Knopfdruck-Methode ist ein (virtueller) Knopf am Wireless Client erforderlich, um eine
Verbindung zwischen dem C150APRA2 und dem Wireless Client herzustellen.

Einige Wireless-Clients haben einen richtigen Knopf fiir die Aktivierung der WPS-Knopfdruck-Methode; bei
anderen wiederum ist dies ein virtueller Knopf in deren Software.

Fiihren Sie die folgenden Schritte fiir die Aktivierung und Einrichtung einer WPS-Verbindung mit der
Knopfdruck-Methode aus:

A. Driicken Sie den WPS-Knopf auf der Hinterseite des C150APRA2; daraufhin beginnt die WPS-LED-
Anzeige zu blinken, was bedeutet, dass die WPS-Authentifizierung gestartet wurde.

B. Driicken Sie den WPS-Knopf am Wireless Client. Dies kann ein Hardware-Knopf oder ein virtueller
Knopf in der Software des Wireless Clients sein.

Hinweis: Der C150APRA2 behalt die WPS-Authentifizierung wahrend 120 Sekunden aktiv. Wahrend
diesem Prozess blinkt die WPS-LED-Anzeige. Wenn in diesen 120 Sekunden keine WPS-
Verbindung zustande kommt, schaltet die LED-Anzeige aus und die WPS-Authentifizierung wird
abgebrochen.

Wenn die Authentifizierung erfolgreich war, leuchtet die WPS-LED dauerhaft, um anzuzeigen, dass eine
Verbindung hergestellt wurde.

Damit ist der Wireless-Client mit dem gesicherten Drahtlosnetzwerk des C150APRA2 verbunden.

Sie konnen weitere Wireless-Clients hinzufiigen, wobei die Verbindung der zuvor verbundenen Wireless-
Clients bestehen bleibt. Wenn Sie weitere Wireless-Clients hinzufiigen mdchten, wiederholen Sie die
Schritte A und B.
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Manuelle i i ireless-Sicherheit

In diesem Kapitel wird beschrieben, wie die Drahtlosverbindung des C150APRA2 manuell gesichert werden
kann. lhr Netzwerk muss gesichert werden, um den unbefugten Zugriff darauf zu verhindern.

Fihren Sie fiir die manuelle Konfiguration der Wireless-Sicherheit die folgenden Schritte aus.
A. Melden Sie sich auf dem C150APRA2 gemaB den Anweisungen in Kapitel 5.2 an.

B. Klicken Sie im linken Menii auf ,,Wireless [Drahtlos]” und dann auf ,Wireless Security
[Drahtlossicherheit]”.

CONCEPTRINIC o
== " Advanced | Wanagement | Staws | felp |
Setup WIRELESS SECURITY

: Use this section to configure the wireless security settings for your router. Please note that changes made on this section
wil also need to be duplcated to your wieless clients and PC.

- WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device Supports three wireless security modes
inciuding: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level

of securty.

Security Mode : |Auto(WWPA or WPA2)[+]
WPA Encryption : | TKIP+AES[=]

wPA

Use WPA or WPA2 mode to achieve 2 balance of strong security and best compatibiity. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the cient
supports will be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are
not alowed access with WPA security. For maximum compatbiity, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

WPA Mode : | Auto[WPA or WPA2)-PSK [=]

Group Key Update Interval:

PRE-SHARED KEY'

f—

Please take note of your SSID and securty Key 2s you wil need to duplcate the same settings to your wrreless devices and
PC.
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C. Wihlen Sie einen ,,Security Mode [Sicherheitsmodus]” aus der Dropdown-Liste aus.

Hinweis: Wir empfehlen lhnen, Ihr Netzwerk mit ,,Auto (WPA oder WPA2)” zu sichern. Damit erreichen
Sie den hochsten Sicherheitsstandard (WPA2) und die Riickwartskompatibilitat mit Clients, die
nur WPA unterstiitzen, bleibt erhalten.

D. Wahlen Sie eine ,WPA Encryption [WPA-Verschlisselung]” aus der Dropdown-Liste aus.
Hinweis: Wir empfehlen, die ,, TKIP+AES”-Verschlisselung auszuwahlen. Damit erreichen Sie die hochste
Verschlisselungsebene (AES) und die Riickwartskompatibilitat mit Clients, die nur TKIP

unterstiitzen, bleibt erhalten.

E. Geben Sie im Feld ,,Pre-Shared Key [Pre-Shared-Schliissel]” einen Sicherheitsschliissel ein.
F. Klicken Sie auf ,,Apply [Ubernehmen]”, um die gedanderten Sicherheitseinstellungen zu speichern.

Hinweis: Notieren Sie sich die Sicherheitsinformationen, die Sie eingeben. Sie werden diese bendtigen,
wenn Sie einen drahtlosen Client mit dem C150APRA2 verbinden mochten.

Sie konnen jetzt mit den zuvor vorgenommenen Einstellungen gemaB den Anweisungen in Kapitel 6.1 eine
Verbindung des Wireless-Clients mit dem C150APRA2 herstellen.
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8. Einrichten von Portweiterleitungsregeln

Der Conceptronic C150APRA2 ist mit einer eingebauten Firewall ausgeriistet, um Angriffe aus dem Internet
auf Ihr Netzwerk zu verhindern. Diese Firewall blockiert automatisch den gesamten eingehenden Verkehr
auf nicht benutzten Ports. Wenn fiir einen Dienst oder eine Anwendung ein blockierter Port benotigt wird
(zum Beispiel fiir einen FTP-oder WEB-Server), konnen Sie auf den Konfigurationsseiten eine
Portweiterleitungsregel erstellen, um den Verkehr weiterzuleiten.

Hinweis: Der Conceptronic C150APRA2 unterstiitzt Universal Plug & Play (UPnP); dies ermaglicht es
UPnP-kompatiblen Anwendungen und Geraten wie Spielkonsolen, die von ihnen bendétigten
Ports automatisch zu 6ffnen, ohne dass dazu eine manuelle Konfiguration erforderlich ist.
Durch UPnP wird jedoch lhre Netzwerkumgebung anfélliger auf Angriffe. Wenn Sie
Anwendungen haben, die UPnP verwenden, kdnnen Sie in der Konfiguration des C150APRA2
unter ,,Advanced [Erweitert]” - ,Network Tools [Netzwerktools]” - ,,UPnP” die UPnP-Option
aktivieren.

Folgendes ist eine Liste einiger haufig verwendeter Ports und deren jeweiligen Anwendungen:

Port Anwendung Port Anwendung

20 FTP Daten (FTP Server) 80 HTTP (Webserver)

21 FTP (FTP Server) 110 POP3 (Mail Server - Eingang)
22 SSH (Secure Shell) 2000 Remotely Anywhere

23 Telnet 5800 VNC

25 SMTP (Mail Server - Ausgang) 5900 VNC

Weitere Ports und deren jeweilige Anwendung finden Sie unter: http://portforward.com/cports.htm

Hinweis: Wir empfehlen, bei der Verwendung von Portweiterleitungsregeln den/die Computer mit einer
festen IP-Adresse statt mit einer dynamischen IP-Adresse zu konfigurieren.

Hinweis: Detaillierte Erklarungen zu den Portweiterleitungs- und DMZ-Optionen finden Sie im
erweiterten Benutzerhandbuch auf der Produkt-CD-ROM (nur Englisch). Wahlen Sie dazu bitte
»View Extended User Manual [Erweitertes Benutzerhandbuch 6ffnen]” im Autorun-Menii.

A. Melden Sie sich auf dem C150APRA2 gemaB den Anweisungen in Kapitel 5.2 an.
B. Klicken Sie im obersten Menii auf ,,Advanced [Erweitert]”.
C. Klicken Sie im linken Menii auf ,,Port Forwarding [Portweiterleitung]”.

Daraufhin wird die Portweiterleitungskonfiguration auf lhrem Bildschirm angezeigt.
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[
Setup Advanced Management

Hinweis:

Port Forwarding
Advanced Wireless
bDMZ

Parental Control

Filtering Options

QS Config

Firewall Settings

Network Tools
Routing
Schedules

Logout

PORT FORWARDING

Port Forwarding allows you ta direct incoming traffic from the WAN side (identified by protocol and exteral port)to the
internal server with a private 1P address on the LAN side. The intemal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and cick "Apply” to forward IP packets for this service to the
specified server. Note: Modfying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start o the External Port End changes, the Internal Port Start or Internal Port End automaticaly changes
accordingly.

Note: You have to open the pvc's WAN Service at "Management "— "Access Controls” — "Services™ that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

e i i vl

PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32

WAN Connection(s) : | pppoa_8_48_0 0[]

Server Name :

@ Select a Service : | FTP Sener [l

© custom Server :
Schedule :

Server IP Address

Obige Abbildung zeigt ein Beispiel einer Portweiterleitungskonfiguration.
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D.

Klicken Sie auf die Schaltflache ,,Add [Hinzufligen]“, um eine neue Portweiterleitungsregel
hinzuzufiigen.

Wahlen Sie aus der Dropdown-Liste ,,Select a Service [Dienst auswahlen]” einen voreingestellten
Dienst aus oder geben Sie im Feld ,,Custom Server” einen neuen Dienstnamen fiir lhre
Portweiterleitungsregel ein.

Geben Sie im Feld ,,Server IP Address [Server-IP-Adresse]” die IP-Adresse des Computers ein, der
die Portweiterleitungsregel verwendet.

Geben Sie in den Feldern ,,External Port Start [Externe Ports Anfang]“ und ,,External Port End
[Externe Ports Ende]“ die Ports ein, auf die aus dem Internet zugegriffen werden muss.

Wahlen Sie fur lhre Portweiterleitungsregel aus der Dropdown-Liste ,,Protocol [Protokoll] ein
Protokoll aus: ,,TCP”, ,,UDP” oder ,,Both [Beide]”.

Hinweis: Wenn Sie nicht wissen, welches Protokoll Sie fiir Ihre Portweiterleitungsregel benétigen,

J.

wahlen Sie ,,Both [Beide]“ aus. Mit dieser Option werden sowohl der TCP- als auch der UDP-
Verkehr auf die konfigurierte IP-Adresse Ihres Computers/Servers geleitet.

Geben Sie in den Feldern ,Internal Port Start [Interne Ports Anfang]” und ,Internal Port End
[Interne Ports Ende]” die Ports ein, auf die auf lhrem Computer zugegriffen werden muss.

Klicken Sie auf ,,Apply [Ubernehmen]”, um die Portweiterleitungsregel zu speichern.

Jetzt wird die hinzufiigte Regel in der Portweiterleitungsliste angezeigt.

Welcome admin, Logout
CONCEPTRTNIC
T 1l I I I
[ il I I i A
Advanced
PORT FORWARDING

d od cless Port Forwarding alows you to direct incoming traffic from the WAN side (identified by protocol and external portito the
= — internal server with a private IP address on the LAN side. The internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and click "Apply” to forward IP packets for this service to the
ADEC AT specified server. Note: Modifying the Internal Port Start or Internal Port End s not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automatically changes

Filtering Options accordingly.

QOS Config Note: You have to open the pvc's WAN Service at "Management " "Access Controls™ — "Services” that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

Server  External  External ; Intemal Intemal ~ ServerIP  Schedule Remote
TEIITs Name Port Start Port End Port Start  Port End Address Rule P
. FTP
] 5 21 21 tep 21 21 192.168.0.10  Always

Um weitere Portweiterleitungsregeln zu erstellen, wiederholen Sie die Schritte D bis J.
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9. Neustart

Wenn Sie Einstellungen in der Konfiguration des Modem-Routers andern, werden diese Einstellungen direkt
tibernommen und aktiv. Es ist jedoch empfehlenswert, den C150APRA2 neu zu starten, nachdem Sie groBe
und wichtige Anderungen in der Konfiguration vorgenommen haben, um sicherzustellen, dass alle
Einstellungen korrekt iibernommen werden.

A. Melden Sie sich auf dem C150APRA2 gemaB den Anweisungen in Kapitel 5.2 an.

B. Klicken Sie im obersten Menu auf ,,Management [Verwaltung]”.

C. Klicken Sie im linken Menu auf ,,System Management [Systemverwaltung]”.

D. Klicken Sie auf die Schaltflache ,,Reboot [Neustart]“, um den C150APRA2 neu zu starten.

Wahrend dem Neustart wird auf lhrem Bildschirm ein Fortschrittsbalken angezeigt.

Rebooting...

System is rebooting. . Please wait for a moment

Please relogin after reboot

Warten Sie, bis dieser beendet ist, bevor Sie sich wieder anmelden.

Damit ist ihr C150APRA2 betriebsbereit!

Hinweis: Detaillierte Erklarungen zu den fiir den C150APRA2 verfiigbaren Funktionen und Einstellungen
finden Sie im erweiterten Benutzerhandbuch auf der Produkt-CD-ROM (nur Englisch). Wahlen

Sie dazu ,,View Extenden User Manual [Erweitertes Benutzerhandbuch 6ffnen]” im Autorun-
Menii.
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C150APRA2 de Conceptronic
Manuel d’Utilisateur

Nous vous félicitons d'avoir acheté votre
modem routeur sans fil ADSL de Conceptronic.

Vous trouverez dans ce Manuel d'Utilisateur une explication détaillée de linstallation du modem routeur
sans fil ADSL de Conceptronic.

Pour plus d'informations ou pour obtenir de l'aide concernant votre produit, nous vous conseillons de
visiter notre site web de Service & Support sur www.conceptronic.net/supportet de sélectionner l'une
des options suivantes :

o Foire aux Questions : Base de Données de Questions les plus Fréquemment Posées
e Téléchargements : Manuels, Drivers, Microprogramme et plus de téléchargements
e Contact : Pour contacter le Service support de Conceptronic

Pour plus d'informations générales concernant les produits Conceptronic, visitez le site web de
Conceptronic sur www.conceptronic.net.

Les informations contenues dans ce guide d'installation rapide sont basées sur Windows 7 et Vista, et donc
peuvent étre différentes de votre ordinateur si vous utilisez un systéme d’exploitation différent.

Note : Ce manuel dutilisateur n’explique que les opérations de base pour mettre en service le modem
routeur sans fil ADSL et le faire fonctionner. Pour plus d’informations sur les différentes fonctions
du modem routeur sans fil ADSL veuillez consulter le manuel d’utilisateur version longue (en
anglais uniquement) contenu dans le Cd-Rom de Produit.

Table des matiéres

1. Contenu du Coffret 5. Configuration du modem routeur

2. Explication du modem routeur sans fil ADSL de 5,1. Reglages dusine par défaut
Conceptronic 5.2. Configuration basée sur Internet
2.1. Facade avant 5.3. Assistant de Configuration
2.2. Facade arriére 6. Connexion a un réseau sans fil

3. Installation du hardware 6,1. Connexion manuelle sur Windows 7
3.1. Port (téléphonique) DSL 6.2. Connexion manuelle sur Windows Vista
3.2. Port(s) LAN 6.3. Connexion automatique avec WPS

4. Configuration de l'ordinateur 7. Configurez manuellement votre sécurité sans fil
4.1. Configuration de votre adresse IP. 8. Paramétrage des régles de redirection de port
4.2. Vérification de votre connexion 9. Redémarrage
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1. Contenu du Coffret

Les éléments suivants sont fournis dans le paquet avec le modem routeur sans fil ADSL de Conceptronic :

Modem routeur sans fil ADSL de Conceptronic (C150APRA2)
Antenne pour connexions sans fil

Alimentation électrique 12V CC, 800mA

Cable de réseau (LAN)

Cable de téléphone RJ-11

CD-ROM du produit

Ce manuel d’utilisation en plusieurs langues

Carte de garantie et brochure de déclaration CE

lication du modem routeur sans fil ADSL de Conceptronic

2.1 Facade avant

<
N° Description Etat Explication d'état
A LED Alimentation OFF L'appareil est éteint
ON - VERT L'appareil est allumé et linitialisation est normale
ON - ROUGE L'appareil est en cours d'initialisation
ON - CLIGNOTANT Mise a jour du microprogramme en cours
B ADSL LED OFF Echec du test automatique initial
ON - CLIGNOTANT Appareil détecte signal DSL
ON - FIXE Signal DSL détecté, test automatique réussi
C LED Internet ON - Rouge Pas de connexion DSL
ON- Vert Connexion Internet disponible
D LED LAN OFF Le port LAN n'est pas connecté
(1,2, 3, 4) ON- FIXE Un dispositif est connecté au port LAN
ON - CLIGNOTANT Transmission des données en cours
E LED WLAN OFF LAN sans fil est éteint
ON - FIXE LAN sans fil est actif et normal
ON - CLIGNOTANT Activité port LAN (Envoi ou réception de données)
F LED WPS OFF WPS (Wi-Fi Configuration protégée) non actif
ON - CLIGNOTANT WPS actif, nouveaux clients WLAN peuvent étre ajoutés
ON - FIXE Client WPS ajouté avec succes
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2.2 Fagade arriére

On/Off
Reset

N e oL L I o0 :
4 3 LAN 2 1 i WLANWPS:
g o —
— S e
N° Description Explication
A Connexion antenne Pour brancher l'antenne fournie sur le modem routeur
B Port DSL Pour brancher votre ligne ADSL sur le modem routeur.
C Ports LAN (1 - 4) Pour connecter votre(vos) ordinateur(s) / dispositif(s) de réseau sur le

modem routeur.

D Connecteur électrique Pour brancher lalimentation électrique sur le modem routeur

E Reset Pour restaurer aux parametres d'usine (tenez la touche enfoncée).

F Touche WLAN / WPS  Bref appui (1 sec) : Pour allumer ou éteindre le WiFi.
Appui prolongé (> 3 sec) : Pour lancer la configuration du Bouton Poussoir
WPS

G Touche marche/arrét Pour éteindre ou allumer le modem routeur
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3. Installation du hardware

e  Branchez l'antenne fournie sur la connexion d'antenne [A] a l'arriére du modem routeur.

e  Connectez lalimentation électrique sur la prise d'alimentation électrique [D] a l'arriere du modem
routeur et sur une prise électrique murale disponible.

e  Appuyez sur la touche marche/arrét a l'arriére du modem routeur.

La LED d'alimentation sur la partie avant du modem routeur s'allume et le systeme du modem routeur
démarre.

3.1 Port (téléphonique) DSL

La plupart des fournisseurs ADSL nécessitent un filtre entre votre ligne téléphonique et le modem ADSL qui
empéche la ligne ADSL de produire des interférences avec les services téléphoniques traditionnels.
L'absence de ce filtre pourrait provoquer des problémes de connexion ou une mauvaise performance de
l'appareil.

Note : Aucun filtre pour connexion ADSL n’est fourni avec le C150APRA2. Veuillez prendre contact avec
votre compagnie de téléphone ou votre fournisseur internet pour obtenir le filtre ADSL correct.

Les ports de connexion d'un filtre ADSL sont normalement étiquetés comme suit :

e Ligne : Ce port se connecte a la prise murale.
e ADSL : Ce port se connecte au router
e Téléphone : Ce port se connecte a un téléphone ou a un autre appareil téléphonique.

Vérifiez que les lignes sont bien connectées. Si vous n’entendez pas de tonalité avec le téléphone, vérifiez
les connexions pour vous assurer que les cables sont bien fixés et connectés au port correspondant.

Utilisez un cable téléphonique pour connecter le modem routeur sans fil ADSL de Conceptronic (B) sur
votre ligne téléphonique analogique locale (ou filtre). La LED ADSL s‘allume dés qu'un signal ADSL est
détecté

Note : Sila LED ADSL sur la fagade avant ne s'allume pas, vérifiez que :
Le modem routeur sans fil ADSL est bien allumé (la led d'alimentation doit étre allumée).
IL'y a un signal ADSL sur la ligne.
La LED Internet ne s'allume en vert que lorsque d'un DSL et des paramétres de compte
dutilisateur corrects sont appliqués sur l'Interface Web du modem routeur ADSL.

3.2 Port(s) LAN

Connectez le cable de réseau (LAN) sur l’un des 4 ports LAN de la facade arriére du modem routeur sans
fil ADSL et sur la carte de réseau de votre ordinateur.

La LED LAN du port LAN utilisé s’allume pour indiquer que l’ordinateur est connecté. (Votre ordinateur
doit étre allumé et la Connexion LAN doit étre activée).
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4. Configuration de l'ordinateur

4.1 Configuration de votre adresse IP.

Le C150APRA2 est équipé d’un serveur DHCP intégré. Le serveur DHCP affectera automatiquement une
adresse IP a chaque ordinateur connecté si l’ordinateur connecté est réglé sur I’option «Obtenir
automatiquement une adresse IP».

La plupart des ordinateurs sont configurés par défaut pour obtenir automatiquement une adresse IP. Si ce
n'est pas le cas, vous devez configurer votre ordinateur pour obtenir une adresse IP automatiquement en
suivant les instructions données ci-apres : Cet exemple est basé sur Windows Vista avec Service Pack 1. Si
l'ordinateur fonctionne avec un systeme d'exploitation autre ou une version différente, les actions
nécessaires peuvent étre un peu différentes.

A. Cliquez sur "Commencer" - "Exécuter”.

= Run =

= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

B. Entrez la commande "NCPA.CPL" et
appuyez sur "OK". Open: | [EERE ._9 -
l QK ] ‘ Cancel | | Browse... ‘

La fenétre de "Connexions de Réseau"” s’affiche.

C. Cliquez avec le bouton de droite sur votre l. LocalSizalEonnechioniy
"Connexion Locale" (avec ou sans fil, en fonction " :
de la connexion que vous utilisez) et sélectionnez  —
"Propriétés". Disable

Diagnose
Bridge Connections

Create Shortcut
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La Fenétre propriétés de votre Connexion de Réseau Local s’affiche.

D. Sélectionnez "Protocole Internet [ Local Area Connection Properties [
Version 4 (TCP/IPv4)" et cliquez sur

"Properties”. Networking | Sharing

Connect using:
l_-"‘ Atheros L1 Gigabit Ethemet 10/100/1000Base-T Controlle

This connection uses the following items

o8 Client for Microsoft Networks

SQOS Packet Scheduler

8 File and Prirter Sharing for Microsaft Networks
-4 Intemet Protocol Version & (TCP/IPvE)

=4 Intemet Protocol Version 4 (TCP/IPvd)

& Link-Layer Topology Discovery Mapper 1/0
& Link-Layer Topology Discovery Responder

v

La fenétre Propriétés du Protocole Internet Version 4(TCP/IPv4) s'affiche.

E. Reglez les proprietes sur "Obtenir Internet Protocol Version 4 (TCP/IPw4) Properties &I&J
automatiquement une adresse IP" et
appuyez sur "OK" pour enregistrer les General | Alternate Configuration
paramEtreS' ‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
F. Appuyez sur "OK" dans la fenétre de for the appropriate [° settings.

Erop[]etes dela (.:Onnei(]on de Rqseau (@ Obtain an [P address automatically @
ocal pour enregistrer les paramétres. - se he Flowng T acress:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:
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4.2 Vérification de votre connexion

Avec le Message de Commande de Windows, vous pouvez vérifier si vous avez recu une adresse IP correcte
(avec fil ou sans fil) sur votre Connexion de Réseau Local. Cet exemple est basé sur Windows Vista avec
Service Pack 1. Vous devez disposer des droits d'administrateur sur Windows Vista pour réaliser les
opérations ci-aprés. Voici comment avoir les droits d'administrateur.

A. Cliquez sur "Démarrer” -> "Tous les programmes” -> "Accessoires”, cliquez avec la touche de droite
sur "Invite de Commande” et sélectionnez "Exécuter en tant qu'administrateur”. Le systeme
affiche un message d'avertissement que vous devez accepter en cliquant sur "Continuer”.

L’Invite suivante apparait. Vérifiez que le titre de lInvite mentionne bien “"Administrateur : Invite de
Commande”. Si "Administrateur” n'est pas indiqué, cela signifie que vous n'avez pas les droits
d'administration nécessaires pour réaliser ces opérations ; vous devez alors recommencer a partir de
'étape A.

B. Entrez la commande "IPCONFIG" et appuyez sur ENTER.

BN Administrator: Command Prompt |ﬂli—1

C:“Windows\systen3d2 ipconfig -e

indows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPv6 Address . . .
IPv4 Address. . . . .

feBB::414e:2c26:6398:a9£828
192.168.0.108

Subnet Mask . . . . . . . . . . 255955 955 g

Default Gateway . . . 192.168.8.1
Tunnel adapter Local Area Connection#* 6:

Media State . . . . . . . . . .. Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter Local Area Connection% 7:

Media State . . . . . . . . . .. Media disconnected
Connection—specific DNS Suffix .

C:\Windows\system32 >

Vous verrez s’afficher les informations suivantes

Adresse 1Pv4 1 192.168.0.xxx (ou xxx peut étre compris entre 100 ~ 199).
Masque de sous-réseau : 255.255.255.0
Passerelle par Défaut :192.168.0.1

Si les informations présentées ci-dessus correspondent a votre configuration, vous pouvez poursuivre la
configuration de votre appareil au Chapitre 5.

Si les informations présentées ci-dessus ne correspondent pas a votre configuration (par ex. votre adresse
IP est 169.254.xxx.xxx), procédez comme indiqué ci-apres :

1. Eteignez et rallumez 'appareil.
2. Rebranchez le cable LAN sur l’appareil et sur votre ordinateur.
3. Réécrivez ’adresse IP de votre ordinateur avec les commandes suivantes :
- "IPCONFIG/RELEASE" pour éditer ’adresse IP incorrecte.
- "IPCONFIG/RENEW" pour recevoir une nouvelle adresse IP du dispositif.
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B Administrator: Command Prompt |ﬂl-§:—;-1
Windows\systend2>ipconfig /release -e

indows IP Configuration

fin error occurred while releasing interface Loophack Pseudo-Interface 1 : The sy
lstem cannot Find the file specified.
[Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
Link-local IPv6 Addeess . . . feBB::414e:2c26:6398:a9£8x8
Default Gateway . . . . .
Tunnel adapter Local Area Connection 6:

Media State . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix .
Tunnel adapter Local Area Connection* 7:

Media State . Media disconnected

Cnnnectinn*specif“ii‘: ]‘.’!Né éui:‘f-ix- : ;
C:~Windowsssysten3d2»ipconfig ~renew -e
Windows IP Configuration

An error occurred while releasing interface Loophack Pseudo—Interface 1 : The
lstem cannot Find the file specified.

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H

Link-local IPv6 Address . . . . feB@::414 c26:6398:a9£828
IPv4 Address. . . . . . . . . . 192.168.0.1660

Subnet Mask . . . . . . . . .. 255.2505.2585.0

Default Gateway . . . . . . . . @ 192.168.8.1

Tunnel adapter Local Area Connection¥ 6:

Media State . . - Media disconnected

Cnnnection—apecif-‘it-: DHE Sufeix’ | :
Tunnel adapter Local Area Connection=* 7:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix . =

C:\Windows\system32> A

Si les actions ci-dessus ne suffisent pas a résoudre votre probléme d’adresse IP, vous pouvez réinitialiser
I’appareil sur les paramétres par défaut avec le bouton Reset situé sur la facade arriére de ’appareil.
Appuyez sur le Bouton Reset pendant +/- 15 secondes pour charger les paramétres par défaut. Lorsque la
LED d’état est de nouveau active, recommencez [’opération B pour renouveler votre adresse IP.

Note : Si le probléme persiste, vérifiez que tous les cables sont bien connectés. Le port ADSL doit étre
connecté a la ligne ADSL et au port LAN a lordinateur.
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5. Configuration du modem routeur

Ce chapitre décrit comment configurer le C150APRA2 a l'aide de l'Assistant de Démarrage Rapide. Lorsque
vous avez réalisé toutes les actions indiquées dans ce chapitre, votre routeur est paramétré pour une
connexion ADSL et peut se connecteur a Internet.

5.1 Réglages d'usine par défaut

Le C150APRA2 est préconfiguré en usine avec plusieurs parameétres. Les parametres préconfigurés sont
indiqués ci-apres :

Adresse IP :192.168.0.1 (Serveur DHCP pour clients LAN/W-LAN Activé)

Nom d'utilisateur : admin (sélectionnez cet utilisateur)

Mot de Passe : admin (minuscules)

SSID sans fil : C150APRA2

Canal sans fil : Channel 6

Sécurité sans fil : WPA2

UPnP : désactivé (peut étre activé lorsque la connexion Internet est configurée)

Si vous avez modifié des paramétres dans la configuration du C150APRAZ2, ils seront enregistrés dans la
mémoire du routeur. Pour réinitialiser ’appareil aux paramétres par défaut, appuyez sur le bouton reset a
l'arriére de ’appareil pendant +/- 15 secondes.

5.2 Configuration basée sur Internet

La configuration de votre C150APRA2 est basée sur Internet. Vous aurez donc besoin d’un navigateur
Internet pour configurer le dispositif.

Note : Pour configurer le routeur, nous vous conseillons d’utiliser une connexion par cable LAN pour ce
dispositif au lieu d’une connexion sans fil.

A. Lancez votre navigateur Internet (par ex. : Internet Explorer, Firefox, Safari ou Chrome).

B. Entrez l’adresse IP du dispositif dans la barre d’adresse de votre navigateur Internet (par défaut :
http://192.168.0.1/).

C. Vous obtenez d'abord une fenétre de connexion ou le systéme vous demande d'indiquer un Nom
d'utilisateur et un Mot de passe. Sélectionnez l'utilisateur "admin” dans la liste déroulante, saisissez
le mot de passe pour 'administrateur (par défaut = "admin”) et cliquez sur "Login" pour saisir la
configuration basée sur Internet.
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Lorsque le Nom d’utilisateur et le Mot de passe sont corrects, le routeur affiche la page "Overview"

[Apercu] :

Welcome admin, Logout
CSNCEPTRSNIC
The Concept of Global Communicasion
| sewp _ Advanced | Momgement S ___Help__
p— |
i SETTING UP YOUR INTERNET

There are two ways to set up your Internet connection. You can use the Web-based Internet Connection Setup Wizard or

you can manually configure the connection.

Please make sure you have your ISP's connection settings first if you choose manual setup.

INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new Router to the Internet. You wil be presented
with step-by-step instructions in order to get your Internet connection up and running. Click the button below to begin.

Setup Wizard

MNote: Before lunching the wizard, please ensure you have correctly followed the steps outlined in the Quick Installztion
Guide included with the router.

La page "Overview" affiche un court menu pour configurer et maintenir le C150APRA2.
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5.3 Assistant de Configuration

Vous pouvez configurer la connexion Internet du C150APRA2 grace a l'assistant intégré. Cet assistant vous
aide a configurer les paramétres pas a pas.

Note : Avant de commencer avec l'Assistant de Configuration Rapide, vérifiez que vous disposez bien de
toutes les informations disponibles sur les parametres Internet. (Par exemple : informations sur le
compte, type de connexion, etc.)

A. Cliquez sur la touche "Quick Start" [Démarrage Rapide] dans le menu supérieur de la configuration
Internet.

B. Cliquez sur la touche "Setup WELCOME
Wizard" [Assistant de

. . The wzard wil guide you though 3 step-Dy-step process to configure your new router and connect to the Intemet.
Configuration].
. o » Step 1: et Trme and Date
C. L'écran d'accueil indique les quatre - step

figure Wreless Network

= Step 4 : Completad and Qut

premiéres étapes de l'assistant.
Cliquez sur "Next" [Suivant] pour

continuer. (i) (Goncet)
D. Le modem ADSL détectera la date ST LS TE A DaTE
correcte et l'heure lorsqu'il est
Tha Time Configuration opton figure, update, and mantan the corect time on the intemnal system cock.

are n and set the HTP (Hetwork Time Pratocol) Server. Bayight
ymatically adjust the tme when nasded.

connecté a Internet. Ces From th sacon you 0
N e . Saving can akso be configured £ autor
parameétres ne seront utilisés que
pour la connexion. Vous pouvez
sélectionner la zone horaire et les
dates des changements d'heure. B
Lorsque vous avez terminé, cliquez Ity
sur "Next".

¥ ith Internet

Time Zone : | (GIT+0100) Amsterdam, Berin, Rame, Stockhim Vienna, Pare

[] Enable Daylight Saving
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E.

Sélectionnez votre pays et votre
Fournisseur de Services Internet.
Les paramétres corrects de votre
connexion Internet seront
appliqués. Vous pourrez les modifier
par la suite.

Si vous utilisez des connexions
Internet PPPOE ou PPPOA, utilisez
le nom d'utilisateur et le mot de
passe que vous avez recus de votre
Fournisseur de Services Internet.

Lorsque vous avez terminé, cliquez
sur "Next".

Vous pouvez activer ou désactiver
votre Réseau sans fil (activé par
défaut). Le modem routeur affiche
son propre nom comme SSID
"C150APRA2" mais vous pouvez
également occulter le SSID. Il est
préconfiguré avec un code de
sécurité WPA2-PSK unique.

Note : Vous trouverez le code de
sécurité défini a l'avance sur
la partie inférieure du
modem routeur.

Vous pouvez conserver le code
indiqué dans lInterface Utilisateur
ou le remplacer par un Code Pré-
Partagé que vous souhaitez.

Lorsque vous avez terminé, cliquez
sur "Next".

STEP 2: SETUP INTERNET CONNECTION

Please selact your 15P (ntemet Sarvice Provider) from the st below

Country : | (Click 1o Salect) ¥

159 : | (Ciick 1o Select) ¥

(0-255)

(3265535)

PPPOE/PPPOA

Plaase enter your Username and Password as prowdad by your 1S9 (Intemat Service Provder). Please enter the
nformabon exacty as shown taking note of upper and lowar cases. Chck "Next” to contiue,

Usorname :
Password :

Confirm Password :

[Bacx] (Cancel]

STEP 3: CONFIGURE WIRELESS NETWORK

Enable Your Wireless Network : 7]

Your wireless network needs 2 name so £ can be easly recognied by wieless dlents. For securty puroses, & & highly
recommended to change the pre-configured network name.

Wireless Network Name (SSID) : C1504PRA2

Select "Visbie" to publsh your wireless network and SSID can be found by wireless chents, or select “Invisble” to hide your
wreless network so that users need to manualy enter SSID in order to CONNECt to your wireless network.

Visibility Status : © Vible O Ivsble

In order to protect your network from hackers and unauthorzed users, It i highly recommended you choose one of the
folowng wireless network securiy settigs.

© None

Security Lovol Best
© WPAPSK ® WPAZ-PSK

Security Mode:\PA2-95K
Select this 0pton £ your wireless adapters support WPA2-PSK

Now, please enter your wireless securty key

WPA2 Pre-Shared Key :  2000000000(
(863 characters, Such 38 a~L, A~Z, 0f 0~0, Le. ‘YoFortress1238")

Wote: You wil need to enter the same key here Nto your wieless clents in order to enable proper wieless connection.

[Back Cancel
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G.

Lorsque vous avez terminé de
configurer le réseau LAN sans fil,
vous obtenez le "Setup Summary"”
[Résumé de la configuration] avec
un apercu des réglages.

Lorsque vous étes prét, cliquez sur
“Apply".

Votre dispositif est alors configuré
et votre connexion Internet est
préte.

STEP 4: COMPLETED AND RESTART

Setup complete. Clck “Back” to review o mody settings.

F your Intamet connaction doas ot work, you can try the Setup Weard agan wih aktemative settngs or uss Manual Setup
nstead if you have your Intemet: connecton detais as provided by your 159,

SETUP SUMMARY

Below & a detaded summary of your settings. Please print this page out, or write the nformation on 3 piece of paper, so
wu g your
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6. Connexi un réseau sans fil

Il existe deux maniéres différentes de vous connecter sans fil au réseau de votre modem routeur :
- Manuellement.
- En utilisant automatiquement la fonction WPS.

! NOTE IMPORTANTE !

Le routeur sans fil est protégé par le cryptage WPA-PSK/WPA2-PSK Mixed mode par défaut.
Le mot de passe exclusif de WPA est indiqué sur ['autocollant du produit de votre modem routeur.

Presque tous les types / toutes les marques de cartes sans fil utilisent une application client différente.
Veuillez consulter le manuel de votre carte sans fil pour plus d’informations sur la création d’une
connexion avec un réseau sans fil.

6.1 Connexion manuelle sur Windows 7

Dans l'exemple suivant, l'option intégrée "Connexion a un réseau"” dans Windows 7 est utilisée.

A. Cliquez sur licone "Réseau” de la barre

de taches pour voir la liste des Mot connected +
connexions de réseau sans fil disponibles.
dﬂ'i]mnnmmn;are available
Wireless Network Connection -~
C150APRAZ o

Open Network and Sharing Center

= @‘dﬂ‘ i ‘ |

B. Sélectionnez le réseau "C150APRA2"

dans la liste et cliquez sur "Connexion". Mot connected +3

Par défaut l'option "Lancer dﬂ"](nnna(tmns are available

automatiquement cette connexion” est

sélectionnée. De cette maniére la Wireless Network Connection *

connexion démarrera automatiquement C150APRAZ 1_..-,'!

chaque fois que vous allumerez votre :

ordinateur. Si vous ne le souhaitez pas, | Cannect automatically

vous pouvez désactiver cette option

avant de cliquer sur "Connexion”. Open Network and Sharing Center

= o gl 0 ‘|
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C. Entrez la phrase code WPA par défaut
(indiquée sous le routeur sans fil) dans le
champ "Clé de Sécurité" et cliquez sur
"Connexion”.

D. Le client commencera alors a vous
connecter au réseau sans fil.

E. Pour vérifier l'état de la connexion sans
fil, vous pouvez cliquer sur Ulcéne
"Réseau” dans la barre de taches. Vous
pouvez y voir sur quel réseau vous étes
actuellement connecté, l'acces dont vous
disposez et la force du signal de la
connexion.

-
¥ Connect to a Network

Type the network security key

Security key: sessnenneees

Hide characters

’@ Connect to a Network =)
Connecting to C150APRAZ ...
= —_— =

f 5
Currently connected to: *
C150APRAZ2
* Internet access
Wireless Network Connection ~
C150APRA2 Connected |
Open Network and Sharing Center
—
913 |
=)
= e ﬂ
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6.2 Connexion manuelle sur Windows Vista

Dans l'exemple suivant, l'option intégrée "Connexion a un Réseau" dans Windows Vista avec Service PAck
1 est utilisée.

A.

B.

C.

Cliquez sur l'icone "Réseau” de
votre plateau systeme et cliquez
sur "Des réseaux sans fil sont
disponibles”.

Sélectionnez le réseau
"C150APRA2" dans la liste et
cliquez sur "Connexion".

Entrez le mot de passe WPA par
défaut (indiqué sous le
C150APRA2) dans le champ "Code
de sécurité ou mot de passe” et
cliquez sur "Connexion".

Mot Connected

L‘. Wireless networks are available,
-

Connect to a network
Network and Sharing Center

<l 138

[©)] % Connecttoa network

=[5

Select a network to connect to
Show |All v

Ae casoapra2
g ;

Security-enabled network !.ﬂﬂ

Set up a connection or network
Open Netwerk and Sharing Center

—

@ B Connecttoa network

Type the network security key or passphrase for CLS0APRA2

The person who setup the network can give you the key or passphrase.

Security key or passphrase

[ Display characters

£ Hyouhavea USE flash drive with network settings for CLS0APRAZ, insert it now.
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D.

Lorsque la connexion est établie,
vous pouvez choisir d'enregistrer
le réseau et de le faire démarrer
automatiquement chaque fois
que votre ordinateur est ON.
Cliquez sur "Fermer" pour sortir
de l'assistant de configuration.

Pour vérifier l'état de la
connexion sans fil, vous pouvez
cliquer sur licone de Réseau dans
le plateau systéme. Vous pouvez
y voir sur quel réseau vous étes
actuellement connecté, l'accés
dont vous disposez et la force du
signal de la connexion.

=1 e
@ % Connect toa network
Successfully connected to CL50APRAZ
Save this network
Start this connection automatically

Currently connected to:
C150APRA2 ﬂ!
Access: Local and Internet ol

Connect or disconnect...
MNetwork and Sharing Center

<170 @ 1348
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6.3 Connexion automatique avec WPS

Le routeur sans fil de Conceptronic supporte WPS (Configuration de Wi-Fi Protégée). WPS est une norme
pour paramétrer facilement et sécuriser un réseau sans fil. Avec WPS vous pouvez paramétrer et protéger
votre réseau sans fil en quelques petits clics seulement.

Note : Pour utiliser WPS avec le modem routeur, vous devez disposer d'un client sans fil qui supporte
WPS. Si vous disposez d'un ou de plusieurs clients sans fil sans support WPS, nous vous conseillons
de vous connecter manuellement au modem routeur a l'aide de la clé WPA configurée a l'avance,
comme indiqué sous l'appareil. Consultez le chapitre 6.1 ou 6.2 pour savoir comment vous
connecter manuellement au réseau sans fil.

Note : Pour plus d'informations (techniques) sur WPS, vous pouvez consulter le site web suivant :
http://en.wikipedia.org/wiki/Wi-Fi_Protected Setup

Avec la technologie de Bouton-poussoir WPS, vous pouvez connecter votre modem routeur a un client en
appuyant sur un bouton sur chaque appareil.

La technologie de Bouton WPS nécessite un bouton (virtuel) sur votre client sans fil pour établir une
connexion entre le modem routeur et votre client sans fil.

Certains clients sans fil travaillent avec un bouton réel pour activer la technologie de Bouton de SPW ;
certains clients sans fil utilisent un bouton virtuel dans leur software.

Procédez comme indiqué ci-apres pour activer et définir une connexion WPS avec la technologie Bouton :

A. Appuyez sur le bouton WPS a larriere du routeur sans fil, la LED WPS commence a clignoter pour
indiquer que l'authentification WPS a commencé.

B. Appuyez sur le bouton WPS de votre client sans fil. Il peut s'agir d'un bouton de hardware ou d'un
bouton virtuel dans le software de votre client sans fil.

Note : Le modem routeur laisse l'authentification WPS active pendant 120 secondes. Pendant ce
processus, la LED WPS clignote. S'il n'y a pas de connexion pendant ces 120 secondes, la LED s'éteint
et le processus d'authentification WPS s'arréte.

Si l'authentification WPS est réussie, la LED WPS s'allumera fixement pour indiquer que la connexion est
réussie.

Le client sans fil est a présent connecté sur le réseau sans fil sécurisé du modem routeur.
Vous pouvez ajouter d'autres clients sans fil WPS sans perdre la connexion aux clients sans fil WPS
précédents. Si vous souhaitez ajouter d'autres clients sans fil, vous devez reprendre les étapes A et B.
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otre sécurité sans fil

Ce chapitre décrit comment sécuriser manuellement la connexion sans fil du C150APRA2. Pour empécher
tout acces non autorisé dans votre réseau, il est indispensable de le sécuriser.

Procédez comme indiqué ci-aprés pour configurer manuellement la sécurité sans fil.

A. La connexion au C150APRA2 est décrite au chapitre 5.2.
B. Cliquez sur "Wireless" [Sans fil] puis choisissez "Wireless Security” [Sécurité sans fil] dans le menu

de gauche.
Welcome admin, Logout
CONCEPTRSNIC
bty
Sewp | Advanced | Management | Swmws | felp |
WIRELESS SECURITY
. Use this section to configure the wireless security settings for your router. Please note that changes made on this section
wil also need to be duplicated to your wireless clients and PC.
= WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device Supports three wireless security modes
inciuding: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level

of securty.
d pa
Security Mode : | Auto(WPA or WPA2)
WPA Encryption : | TKIP+AES [+
wPA

Use WPA or WPA2 mode to achieve 2 balance of strong security and best compatibiity. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the cient
supports will be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are
not alowed access with WPA security. For maximum compatbiity, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

WPA Mode : | Auto(WPA or WPA2)-PSK [=]

Group Key Update Interval:

PRE-SHARED KEY'

f—

Please take note of your SSID and securty Key 2s you wil need to duplcate the same settings to your wrreless devices and
PC.
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C. Choisissez un "Security Mode" [Mode de Sécurité] dans la liste déroulante.

Note : Nous vous conseillons de sécuriser votre réseau a l'aide de la sécurité "Auto (WPA ou WPA2). Ceci
permet d'avoir un niveau de sécurité maximum (WPA2) tout en maintenant la compatibilité arriére
avec des clients qui ne supportent que WPA.

D. Choisissez un "WPA Encryption” [Cryptage WPA] dans la liste déroulante.
Note : Nous vous conseillons de sélectionner le cryptage "TKIP+AES". Ceci permet d'avoir un niveau de
sécurité maximum (AES) tout en maintenant la compatibilité arriere avec des clients qui ne

supportent que TKIP.

E. Entrez un code de sécurité dans le champ de "Pre-Shared Key".
F. Cliquez sur "Apply" pour enregistrer les paramétres de sécurité modifiés.

Note : Souvenez-vous des informations de sécurité que vous indiquez ou notez-les. Vous en aurez besoin
pour connecter un client sans fils sur le C150APRA2.

Vous pouvez a présent utiliser les parametres que vous venez de régler pour connecter votre client sans fil
au C150APRA2 comme indiqué au Chapitre 6.1 et au Chapitre 6.2.
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8. Paramétrage des régles de redirection de port

Le C150APRA2 de Conceptronic est équipé d’un pare-feu intégré pour empécher les attaques d’Internet
dans votre réseau. Ce pare-feu bloque automatiquement tout le trafic entrant de ports non utilisés. Si
vous avez besoin d'un port bloqué pour un service ou une application (par exemple : un site FTP ou un
serveur Web), vous pouvez créer une réegle de redirection de port sur les pages de configuration pour
rediriger le trafic.

Note : Le C150APRA2 de Conceptronic supporte Universal Plug & Play (UpnP), qui permet aux
applications compatibles avec UPnP et aux appareils tels que les consoles de jeux d'ouvrir
automatiquement les ports sans avoir besoin de configuration manuelle. Néanmoins UPnP rend
également votre environnement de réseau plus vulnérable aux attaques. Si vous utilisez des
applicatyions qui utilisent UPnP, vous pouvez activer l'option UPnP dans la configuration du
C150APRA2 sur “Advanced” > “Network Tools” - “UPnP" ["Avancé" "Outils de Réseau" "UPnP"]

Vous trouverez ci-aprés une liste des ports les plus couramment utilisés et leur application
correspondante:

Port Application Port Application

20 Données FTP (Serveur FTP) 80 HTTP (Serveur Web)

21 FTP (Serveur FTP) 110 POP3 (Serveur de mail - entrant)
22 SSH (Secure Shell) 2000 A distance n'importe ou

23 Telnet 5800 VNC

25 SMTP (Serveur de mail - sortant) 5900 VNC

Pour connaitre les détails sur d'autres ports et leurs applications correspondantes, veuillez consulter le
site suivant : http://portforward.com/cports.htm

Note : Lorsque vous utilisez des régles de redirection de port, nous vous conseillons de configurer le/s
ordinateur/s avec une Adresse IP Fixe au lieu d’'une Adresse IP Dynamique.

Note : Pour plus d’explications sur la redirection de ports et les options DMZ, veuillez consulter le
Manuel d’utilisateur version longue (en anglais uniquement) présent sur le Cd-Rom du Produit.
Sélectionnez "View Extended User Manual" [Voir manuel d'utilisateur version longue] dans le
menu a lancement automatique.

A. La connexion au C150APRA2 est décrite au chapitre 5.2.
B. Sélectionnez "Advanced” dans le menu de la partie supérieure.
C. Sélectionnez "Port Forwarding" [Redirection de port] dans le menu de la partie supérieure.

La configuration "Port Forwarding" s'affiche a l'écran.
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[
Setup Advanced Management

Port Forwarding
Advanced Wireless
bDMZ

Parental Control

Filtering Options

QS Config

Firewall Settings

Network Tools
Routing
Schedules

Logout

PORT FORWARDING

Port Forwarding allows you ta direct incoming traffic from the WAN side (identified by protocol and exteral port)to the
internal server with a private 1P address on the LAN side. The intemal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and cick "Apply” to forward IP packets for this service to the
specified server. Note: Modfying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start o the External Port End changes, the Internal Port Start or Internal Port End automaticaly changes
accordingly.

Note: You have to open the pvc's WAN Service at "Management "— "Access Controls” — "Services™ that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

e i i vl

PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32

WAN Connection(s) : | pppoa_8_48_0 0[]

Server Name :

@ Select a Service : | FTP Sener [l

© custom Server :
Schedule :

Server IP Address

Note : L'image ci-apreés vous présente un exemple d'une configuration de redirection de ports.
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D.

E.

-

(2]

H.

Note :

J.

Cliquez sur le bouton "Add" pour ajouter une nouvelle régle de redirection de port.

Sélectionnez un service préréglé dans la liste déroulante "Select a Service" [Sélectionner un
service] ou indiquez un nouveau nom de service pour votre regle de redirection de port dans le
champ "Custom Server" [Serveur Personnalisé]

Entrez l’adresse IP de l'ordinateur dans la regle de redirection de port dans le champ "Server IP
Address" [Adresse IP de Serveur].

Indiquez les ports que vous souhaitez accessibles par Internet dans les champs “External Port Start"
et "External Port End" [Démarrage de port externe] [Fin de port externe].

Choisissez un protocole pour votre régle de redirection de port dans la liste déroulante "Protocol”
[Protocole] “TCP”, “UDP” ou “Both” [Les deux].

Si vous ne savez pas de quel protocole vous avez besoin pour votre redirection de port, sélectionnez
"Both". Cette option passera les deux trafics, TCP et UDP a l'adresse IP configurée sur votre
ordinateur / serveur.

Indiquez les ports que vous souhaitez accessibles par Internet dans les champs “Internal Port Start”
et "Internal Port End" [Démarrage de port interne] [Fin de port interne].

Cliquez sur "Apply" pour enregistrer les regles de redirection de port.

La regle ajoutée est a présent visible dans la liste de redirection de port.

Welcome admin, Logout
CONCEPTRONIC
il i - I Il |
Advanced

PORT FORWARDING

Part Forwarding alows you to direct incoming traffic from the WAN side (identified by protocol and external port)to the
internal server with a private IP address on the LAN side. The internal port is required only if the external port needs to be
converted to a dfferent port number used by the server on the LAN Side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and cick "Apply" to forward IP packets for this service to the
EETE T specified server. Note: Modifying the Internal Port Start or Internal Port End s not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automaticaly changes

Filte g Optio accordingly.

Q0S Config Note: You have to open the pvc's WAN Service at "Management “— “Access Controls™ — “Services™ that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

Server  Extarnal  Extemnal Internal  Internal  ServerIP  Schedule Remote
IS Name Port Start Port End Port Start  Port End Address Rule ®P
FTP
outing ] 21 21 tp 21 21 192.168.0.10  Always

Pour créer d'autres régles de redirection de port, répétez les étapes D a J.
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9. Redémarrage

Si vous modifiez les paramétres de la configuration du modem routeur, les paramétres sont directement
appliqués et actifs. Néanmoins nous vous conseillons de redémarrer le C150APRA2 aprés avoir fait

d'importantes modifications dans la configuration pour vous assurer que tous les paramétres sont bien
appliqués.

A. La connexion au C150APRA2 est décrite au chapitre 5.2.

B. Sélectionnez "Management" [Gestion] dans le menu de la partie supérieure.

C. Sélectionnez "System Management" [Gestion de systéme] dans le menu de gauche.
D. Cliquez sur le bouton "Reboot" [Redémarrage] pour faire redémarrer le C150APRA2.

Pendant ce redémarrage, une barre de progression s'affiche sur votre écran.

Rebooting...

System is rebooting. . Please wait for a moment

Please relogin after reboot

Attendez que la barre de progression arrive a la fin avant de vous connecter a nouveau.

Vous pouvez des a présent utiliser votre C150APRA2 !

Note : Pour plus d’explications concernant les fonctions et les parametres du C150APRA2, veuillez
consulter le Manuel d’Utilisateur version longue (en anglais uniquement) présent sur le Cd-Rom de
Produit. Sélectionnez "View Extended User Manual" [Voir Manuel d'Utilisateur version longue]
dans le menu a lancement automatique.
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Conceptronic C150APRA2
Manuale d’uso

Complimenti per aver acquistato il modem router ADSL wireless di
Conceptronic.

Il presente manuale illustra passo dopo passo come installare e utilizzare il modem router ADSL wireless di
Conceptronic.

Per ulteriori informazioni o assistenza relativamente al prodotto, consultare il sito Service & Support
all’indirizzo www.conceptronic.net/support, selezionando una delle seguenti opzioni:

e FAQ : Archivio delle risposte alle domande piu frequenti
e Download : Manuali, driver, firmware e altri prodotti scaricabili
e Contact : Contattare il servizio di assistenza Conceptronic

Per ricevere informazioni generali sui prodotti Conceptronic, visitare il sito Web di Conceptronic
all’indirizzo www.conceptronic.net.

Le informazioni contenute in questo manuale si riferiscono a Windows 7 e Vista, e possono variare in
maniera significativa in computer in cui sia installato un sistema operativo differente.

Nota: Il presente manuale d’uso illustra le operazioni basilari per installare e far funzionare il modem
router ADSL wireless. Per maggiori informazioni sulle varie funzioni del modem router ADSL
wireless, si rinvia alla consultazione del manuale d’uso dettagliato (solo in inglese) nel CD-ROM
allegato al prodotto.

Indice

1. Contenuto della confezione 5.1. Impostazioni predefinite

2. Descrizione del modem router ADSL wireless 5.2. Configurazione tramite Web
2.1. Pannello frontale 5.3. Procedura d’installazione guidata
2.2. Pannello posteriore 6. Connessione a una rete wireless

3. Installazione dell’hardware 6.1. Connessione manuale per Windows 7
3.1. Porta DSL (Telefono) 6.2. Connessione manuale per Windows Vista
3.2. Porta (e) LAN 6.3. Connessione automatica con WPS

4. Configurazione del computer 7. Configurazione manuale della sicurezza
4.1. Configurazione dell’indirizzo IP wireless
4.2. Verifica della connessione 8. Configurazione delle regole d’inoltro delle

. . porte
5. Configurazione del modem router 9. Riavvio del sistema
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1. Contenuto della confezione

La confezione del modem router ADSL wireless di Conceptronic contiene le seguenti unita:

Modem router ADSL wireless di Conceptronic (C150APRA2)
Antenna per connessioni wireless

Alimentazione elettrica da 12V DC, 800mA

Cavo di rete (LAN)

Cavo telefonico RJ-11

CD-ROM del prodotto

Il presente manuale d’installazione rapida multilingue

Certificato di garanzia e libretto di dichiarazione di conformita CE

2. Descrizione del modem router ADSL wireless

2.1 Pannello frontale

P o - - - - 7 - - -
N Descrizione Stato Illustrazione dello stato
LED di accensione OFF L’alimentazione & scollegata
ON - VERDE L’alimentazione elettrica durante l’inizializzazione e
normale
ON - RED Inizializzazione dell’alimentazione
ON - LAMPEGG. Aggiornamento in corso del firmware
B LED ADSL OFF Auto-test iniziale non eseguito correttamente
ON - LAMPEGG. Rilevazione del segnale DSL in corso
ON - FISSO Segnale DSL rilevato, auto-test effettuato con successo
C LED Internet ON - Rosso Nessuna connessione DSL
ON - Verde Connessione Internet disponibile
D LED LAN OFF Porta LAN disconnessa
(1,2, 3, 4) ON - FISSO Un dispositivo & connesso alla porta LAN
ON - LAMPEGG. Trasmissione dati in corso
E LED WLAN OFF La funzione wireless LAN non é attiva
ON - FISSO La funzione wireless LAN é attiva e funzionante
ON - LAMPEGG. Attivita wireless LAN (invio/ricezione dati)
F LED WPS OFF La funzione WPS (Wi-Fi Protected setup) non é attiva

ON - LAMPEGG. La funzione WPS e attiva, nuovi client WLAN possono
essere aggiunti
ON - FISSO Client WPS aggiunto con successo

121



ITALIANO

2.2 Pannello posteriore

On/Off
Reset

N e oL L I o0 :
4 3 LaN 2 1 I WLANWPS:
T T : —
— e
N Descrizione lllustrazione
A Connessione antenna Collega l’antenna in dotazione al modem router.
B Porta DSL Collega la linea ADSL al modem router.
C Porte LAN (1 - 4) Collega uno o pit computer o dispositivi di rete al modem router.
D Connettore elettrico  Collega [’alimentazione elettrica al modem router.
E Ripristino Esegue un ripristino (se tenuto premuto).
F Pulsante WLAN / WPS Premendo brevemente (1 sec) : Accende o spegne la funzione WiFi.
Premendo a lungo (> 3 sec) : Attiva la configurazione WPS Push Button.
G Tasto alimentazione  Accende o spegne il modem router.
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3. Installazione dell’hardware

e Collegare ’antenna in dotazione all’apposito connettore [A] posto sul retro del modem router.

e Collegare l’alimentazione elettrica all’apposito connettore [D] posto sul retro del modem router e a
una presa a muro libera.

e  Premere il pulsante dell’alimentazione [G] sul retro del modem router.

ILLED di accensione sulla parte frontale del modem router si illuminera e il modem router effettuera
un’inizializzazione del sistema.

3.1 Porta DSL (telefono)

Molti fornitori di servizi ADSL richiedono ’installazione di uno splitter tra la linea telefonica e il modem
ADSL per evitare che la linea ADSL interferisca con i regolari servizi telefonici. In mancanza di tale
splitter, si potrebbero verificare dei problemi di connessione o prestazioni inadeguate.

Nota: Lo splitter per la connessione ADSL non é in dotazione con il C150APRA2. Si prega di contattare il
proprio fornitore Internet o di servizi telefonici per avere informazioni sullo splitter ADSL piu
adeguato.

Le porte di connessione di uno splitter ADSL riportano tipicamente le seguenti indicazioni:

e Linea : Questa porta collega la presa a muro
e ADSL : Questa porta collega il router
o Telefono : Questa porta collega un telefono o un dispositivo telefonico

Accertarsi che le linee siano correttamente collegate. Se non & udibile il tipico rumore di digitazione del
telefono, controllare i collegamenti in modo che siano correttamente inseriti e connessi alla porta
corretta.

Utilizzare un cavo telefonico per collegare il modem router ADSL wireless Conceptronic (B) alla propria
linea telefonica analogica (o splitter). Il led dell’ADSL si accendera non appena rilevera un segnale ADSL.

Nota: Se il LED ADSL posto sul pannello frontale non si illumina, accertarsi che:
Il modem router wireless ADSL sia connesso all’alimentazione elettrica (Il LED di accensione
deve essere rosso).
Esista un segnale ADSL sulla linea.
ILLED Internet diventera verde solo quando saranno correttamente impostati il DSL e [’account
utente sull’interfaccia Web del modem router ADSL.

3.2 Porta(e) LAN

Collegare il cavo di rete (LAN) a una delle quattro porte LAN poste sul pannello posteriore del router
modem ADSL wireless e alla scheda di rete del computer.

ILLED LAN della porta LAN utilizzata si illuminera indicando che il computer & connesso (Il computer deve
essere acceso e la connessione LAN attiva).
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4. Configurazione del computer

4.1 Configurazione dell’indirizzo IP

IL C150APRA2 é dotato di un server interno DHCP. Il server DHCP assegnera automaticamente un indirizzo
IP a ogni computer connesso se quest’ultimo € configurato in modalita “Ottieni un indirizzo IP in maniera
automatica” (“Obtain an IP address automatically”).

La maggior parte dei computer sono configurati in maniera predefinita per ottenere automaticamente un
indirizzo IP. In caso contrario, sara necessario configurare il computer per ottenere un indirizzo IP in
maniera automatica seguendo le istruzioni sotto riportate. Tali istruzioni si riferiscono a Windows Vista
con Service Pack 1. Qualora nel computer sia installata una versione diversa o di un diverso sistema
operativo, le operazioni potrebbero differire da quelle indicate.

A. Cliccare su “Avvia” (“Start”) > “Esegui”

= Run =

==  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

B. Inserire il commando “NCPA.CPL” e Open: | SNEY -_Q -
cliccare su “OK”.
l QK ] ‘ Cancel | | Browse... ‘

Verra visualizzata la finestra “Connessioni di rete” (Network Connections”).

C. Fare clic col tasto destro su “Connessione alla
rete locale” (“Local Area Connection”) (via cavo
o wireless, in base alla connessione utilizzata) e —
selezionare “Proprieta” (“Properties”). Disable

Local Area Connection

Diagnose
Bridge Connections

Create Shortcut

Rename

@:> Properties
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Verra visualizzata la finestra delle proprieta della connessione alla rete locale.

D.

Selezionare “Protocollo Internet
Versione 4 (TCP/IPv4)” (“Internet
Protocol Version 4 (TCP/IPv4)” e fare
clic su “Proprieta” (“Properties”).

©

U Local Area Connection Properties @

Networking | Sharing

Connect using:
l_-"‘ Atheros L1 Gigabit Ethemet 10/100/1000Base-T Controlle

This connection uses the following items

o8 Client for Microsoft Networks

SQOS Packet Scheduler

8 File and Prirter Sharing for Microsaft Networks
-4 Intemet Protocol Version & (TCP/IPvE)

=4 Intemet Protocol Version 4 (TCP/IPvd)

& Link-Layer Topology Discovery Mapper 1/0
& Link-Layer Topology Discovery Responder

v

Uninstall

Verra visualizzata la finestra delle proprieta del protocollo Internet versione 4 (TCP/IPv4).

E.

Impostare le proprieta su “Ottieni
indirizzo IP in maniera automatica”
(“Obtain an IP address automatically”)
e fare clic su “OK” per salvare le
impostazioni.

Fare clic su “OK” nella finestra delle
proprieta della connessione alla rete
locale per salvare le impostazioni.

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration

‘fou can get IP settings assigned sutomatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:

(@ Obtain DNS server address automatically

(7 Use the following DNS server addresses:
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4.2 Verifica della connessione

IL “Prompt dei comandi” (“Command Prompt”) di Windows consente di verificare se e stato ottenuto un
indirizzo IP in maniera corretta nella connessione alla rete locale (via cavo o wireless). L’esempio sotto
riportato si riferisce a Windows Vista con Service Pack 1. Per eseguire le operazioni sotto riportate, &
necessario disporre dei requisiti di amministratore. Di seguito, viene illustrato come acquisire i diritti di
amministratore.

A. Cliccare su “Avvia” (“Start”) - “Programmi” (“All programs”) - ”Accessori” (“Accessories”), fare
clic col tasto destro su “Prompt dei comandi” (“Command Prompt”) e selezionare la funzione
“Esegui come amministratore” (“Run as administrator”). Il sistema potrebbe visualizzare un
messaggio di avvertimento che & necessario accettare cliccando su “Continua” (“Continue”).

Verra visualizzata la finestra del Prompt dei comandi. Accertarsi che la barra del titolo del “Prompt dei
comandi” rechi la scritta “Amministratore: Prompt dei comandi” (“Administrator: Command Prompt”).
Se la scritta “Amministratore” (“Administrator”) non & presente, significa che non si dispongono dei
requisiti necessari di amministratore per andare avanti. In tal caso & necessario ripetere la procedura
illustrata al punto A.

B. Inserire il comando “IPCONFIG” e premere “INVIO” (“ENTER”).

Ed Administrator: Command Prompt (= [ E [

C:\Windowssysten32>ipconf ig -Q

lindows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Link-local IPv6 Address - 6398:a9f8x8
IPv4 Address. . - 12

Subnet Mask . . - 255.2565.255.0

Default Gateway . 192.168.8.1
Tunnel adapter Local Area Connection¥ 6:

Media State . . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter Local Area Connection= 7:

Media State . . . . . . . . . . . I Media disconnected
Connection—specific DNS Suffix . :

C:~Windouwsssystem3d2 >

Il sistema dovrebbe visualizzare le seguenti informazioni:

Indirizzo IPv4 :192.168.0.xxx (in cui xxx puo assumere valori compresi tra 100 ~ 199).
Maschera di sottorete: 255.255.255.0

Gateway predefinito : 192.168.0.1

Se le informazioni sopra riportate corrispondono alla configurazione del proprio computer, & possibile
proseguire impostando il router come illustrato nella sezione 5.

126



ITALIANO

Qualora dette informazioni non corrispondessero alla configurazione del proprio computer (per es.
U’indirizzo IP & 169.254.xxx.xxx), € necessario proseguire come di seguito illustrato:

1. Scollegare e ricollegare |’alimentazione elettrica del dispositivo.
2. Ricollegare il cavo LAN al dispositivo e al computer.
3. Aggiornare U'indirizzo IP del computer eseguendo i comandi sotto riportati:
- “IPCONFIG /RELEASE” per rilasciare ’indirizzo IP scorretto.
- “IPCONFIG /RENEW?” per ottenere un nuovo indirizzo IP dal dispositivo.

Ed Administrator: Command Prompt [ [ [
C:\Windows\systen32>ipconfig ~release -e

indows IP Configuration

Ain error occurred while releasing interface Loopback Pseudo-Interface 1 : The sy
l=tem cannot Find the file specified.
[Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
Link-local IPv6 Address . feBB::414e:2c26:6398:a9£828
Default Gateway . . . = « « « = o &
Tunnel adapter Local Area Connection 6:

Media State . . - Media disconnected

Cnnnection—speciiié DHE Sufeix’ | :

Tunnel adapter Local Area Connection=* 7:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix . :

Windowsssysten3d2>ipconfig Arenew -e
lindows IP Configuration

fin error occurred while releasing interface Loopback Pseudo-Interface 1 : The sy
lstem cannot Find the file specified.

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H

Link—local IPv6 Address . . . . feBB::414e:2c26:6398:a9f8x8
IPv4 Address. . . . . . . . . . 192.168.0.1660
Subnet Mask . . . . . . . . ..

Default Gateway . . . . . . . .

255.255.255.8
: 192.168.08.1

Tunnel adapter Local Area Connection* 6:

Media State . . . . . . . . .. Media disconnected
Connection—specific DNS Suffix .
Tunnel adapter Local Area Connection#* 7:

Media State . Media disconnected

Cnnnectinn*spet‘:if“ii‘: ]‘.’!Né éui:‘f-ix- : ;

C:~Windowsssystem3d2 > h

Se le istruzioni sopra riportate non consentono di risolvere il problema dell’indirizzo IP, & possibile
riconfigurare il dispositivo riportandolo alle impostazioni predefinite tramite il pulsante di ripristino posto
sul retro del dispositivo.

Tenere premuto il pulsante di ripristino per circa 15 secondi per caricare le impostazioni predefinite. Non
appena il LED di stato € di nuovo attivo, & necessario ripetere le istruzioni del punto B per aggiornare
’indirizzo IP.

Nota: Se il problema persiste, verificare che tutti i cavi siano collegati in maniera corretta. La porta
ADSL va connessa alla porta LAN del computer.
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5. Configurazione del modem router

Questo capitolo descrive come configurare il C150APRA2 utilizzando la procedura d’installazione rapida
data. Dopo aver eseguito le operazioni riportate in questa sezione, il router sara impostato per stabilire la
connessione ADSL e sara in grado di connettersi a Internet.

5.1 Impostazioni predefinite

IL C150APRA2 é configurato in maniera predefinita in base a una serie di impostazioni. Le impostazioni
predefinite sono le seguenti:

Indirizzo IP :192.168.0.1 (Server DHCP per client LAN/WLAN abilitati)

Username : admin (selezionare questo utente)

Password : admin (caratteri minuscoli)

SSID Wireless : C150APRA2

Canale Wireless : Canale 6

Wireless Security : WPA2

UPnP : disabilitato (puo essere abilitato una volta configurata la connessione Internet)

Una volta modificate le impostazioni di configurazione del C150APRA2, queste ultime saranno salvate sulla
memoria del router. Per ripristinare le impostazioni predefinite, tenere premuto il pulsante di ripristino
posto sul retro del dispositivo per circa 15 secondi.

5.2 Configurazione tramite Web

La configurazione del C150APRA2 & possibile anche tramite un’interfaccia Web. E necessario disporre di un
browser Web per la configurazione del dispositivo.

Nota: Per la configurazione del router, si consiglia di utilizzare un cavo di connessione LAN sul dispositivo,
invece di una connessione wireless.

A. Avviare il browser Web (per es.: Internet Explorer, FireFox, Safari o Chrome).

B. Inserire l’indirizzo IP del dispositivo nella barra degli indirizzi del browser Web (predefinito:
http://192.168.0.1/).

C. Verra visualizzata una finestra di login in cui & necessario inserire il nome utente e la password.
Selezionare l'utente “admin” dal menu a tendina, inserire la password dell’amministratore (di
default = ‘admin’), e fare clic su “Login” per entrare nella configurazione Web.
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Se il nome utente e la password sono corretti, il router visualizzera la pagina principale:

Welcome admin, Logout
CONCEPTRONIC ‘

The Cencapt ol Global Communicasion
| sewp  Advanced | Momgement S ___Help

EEEEE————— SETTING UP YOUR INTERNET
Wizard

Internet Setup There are two ways to set up your Intemet connection. You can use the Web-based Internet Connection Setup Wizard or
you can manually configure the connaction.

reless
Please make sure you have your ISP's connection settings first if you choose manual setup.

Local Network

Time and Date
INTERNET CONNECTION WIZARD

Logout

You can use this wizard for assistance and quick connection of your new Router to the Internet. You wil be prasented
with step-by-step instructions in order to get your Internet connection up and running. Click the button below to begin.

Setup Wizard

Note: Before lunching the wizard, please ensure you have correctly followed the steps outlined in the Quick Installation
Guide included with the router.

La pagina principale contiene un menu rapido per la configurazione e la manutenzione del C150APRA2.
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5.3 Procedura d’installazione guidata

E possibile configurare la connessione Internet del C150APRA2 mediante la procedura d’installazione
guidata prevista. Tale procedura consentira di configurare le impostazioni basilari, passo dopo passo.

Nota: Prima di avviare la procedura guidata, accertarsi di avere tutte le informazioni sulla connessione
Internet disponibile (per esempio: informazioni relative all’account, tipo di connessione, ecc.).

A. Cliccare sul pulsante “Avvio rapido” (“Quick Start”) nel menu in alto della configurazione Web.

B. Fare clic sul pulsante “Procedura WELCOME 10 SETUP WIZAX
guidata” (“Setup Wizard”).

The wizard wil guide you through 2 step-by-step process to configure your new router and connect to the Intemet.
C. Lafinestra di benvenuto elenca A SeaptsSecTme sl e
quattro passi della procedura = Step 2 Setup Intemet Connecton

= Step 3 : Configure Wreiess Network

guidata. Fare clic su “Avanti”
(“Next”) per proseguire.

= Step 4 : Completed and Qut

(Next] [ Cancet
D. Il modem ADSL rilevera la data e STEP L SETTINE A0 DATE
’ora corretta per la connessione
=l The Time Confguraton fours, updats, the comec tin o the ntareal st ek,
Internet. Questi dati saranno From th secoan vou c3 t you are  and ok Time Protocol) Server, Davight
Sivnd 1 0 b condre 2cus the ta w

utilizzati solamente per la

registrazione. E possibile
selezionare il fuso orario e le

@ : ith Internet

impostazioni di risparmio
energetico. Ultimata l’'operazione,
fare clic su “Next”.

WTP time server : |0 concepironic poolnts org ¥

Time Zone : | (GIT+0100) Amsterdam, Berin, Rame, Stockhim Vienna, Pare

[] Enable Daylight Saving
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E.

Selezionare il proprio paese e
provider Internet. Saranno applicate
le impostazioni giuste per la
connessione Internet, che potranno
essere modificate in seguito.

Con connessioni Internet PPPOE o
PPPOA, utilizzare lo username e la
password forniti dal proprio
provider Internet.

Ultimata l’operazione, fare clic su
“Next”.

E possibile abilitare o disabilitare la
propria rete wireless (abilitata di
default). Il modem router
impostato con SSID “C150APRA2”
ma & possibile nasconderlo. E altresi
predefinito con una chiave di
sicurezza unica WPA2-PSK.

Nota: La chiave di sicurezza
predefinita & posta sul retro
del modem router.

E possibile mantenere la stessa
chiave predisposta nell’interfaccia
utente o cambiarla in una chiave
precondivisa a proprio piacimento.

Ultimata l’operazione, fare clic su
“Next”.

STEP 2: SETUP INTERNET CONNECTION

Please selact your 5P (intemet Sarvice Provider) from the lst below.

Country : | (Click 1o Select) ¥

159 | (Click 10 Select) ¥

(0-255)

(32:65535)

PPPOE/PPPOA

Plaase entar your Usarname and Password 3 provided by your 159 (Intamat Service Brovider). Please enter the
nformation exactl 35 shown takng note of upper and lowar cases. Ckk "Next” to contrue.
Username :
Password :
Confirm Password :

[Bacx] (Cancel)

STEP 3: CONFIGURE WIRELESS NETWORK

Your wireless network & enabled by default. You can smply uncheck it to dsable & and cick “Next” to skp configuration of
whreless network.

Enable Your Wireless Network : [2]

Your wireless network needs 2 name 5o £ can be easly recognized by wreless clents. For securty purposes, f & highly
recommended to change the pre-configured network name.

Wireless Network Name (SSID) : C1504PRA2

Select "Visble™ to publsh your wireless network and SSID can be found by wireless chents, o select "Invisble” to hide your
wreless network so that users need to manualy enter SSID in order to connect to your wreless network.

Visibility Status : © Veble O Inveble

In order to protect your network from hackers and unauthorzed users, It is highly recommended you choose one of the
folowng wreless network securty settngs.

Security Lovol Best
O tione O wep C

A-PSK ® WpA2-PsK

Security Mode:\/PA2-PSK
Select this 0pton F your wireless adagters support WPA2-PSK.

Now, please enter your wreless securtty key

WPA2 Pre-Shared Key : 2000000000

(863 characters, such as a~2, A~ Le. ‘YeFortress1238&)

Note: You wil need to enter the same key here Nto your wieless chents i order to enable proper wireless connection.

Back Cancel
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G.

Una volta ultimata la configurazione
LAN wireless, il sistema visualizzera
una “Sintesi della configurazione”
(“Setup Summary”) con il dettaglio
delle impostazioni.

Una volta pronti, cliccare su
“Applica” (“Apply”).

Il dispositivo € ora configurato e la
connessione Internet pronta per
essere utilizzata.

STEP 4: COMPLETED AND RESTART

Setup complete. Cick “Back” to review or modfy sectings.

¥ your Intamet connaction dass not work, ¥ou can try the Sstup Wizard agan weh altemative settings or use Manual Setup
nstead f you have your Intemet connection detaik as provided by your ISP.

SETUP SUMMARY

Below & 2 detaed summary of yous settings. Please print this page out, or wiite the nformation on 2 piece of paper, so
0 Can Configure the COMECE S8TTNGS O your wrelss clent agzpters.
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6. Connessione alla rete wireless

Esistono due diversi modi per collegarsi senza fili alla rete del modem router:
- Manualmente.
- Automaticamente, utilizzando la funzione WPS.

! IMAPORTANTE !

Il router wireless é reso sicuro in maniera predefinita dal sistema di criptaggio WPA-PSK/WPA2-PSK
(modalita mista). L’unica password WPA si trova sull’etichetta del prodotto apposta sul router.

Quasi tutte le schede wireless, a prescindere dal marchio e dal modello, utilizzano una diversa
applicazione client. Si rinvia al manuale della scheda di rete wireless per informazioni su come creare una
connessione a una rete senza fili.

6.1 Connessione manuale per Windows 7

Nel seguente esempio, si utilizza l’opzione integrata “Connessione a una rete” (“Connect to a Network”)
per Windows 7.

A. Cliccare sull’icona ‘Rete’ (‘Network’)

sulla barra delle applicazioni per Mot connected +
visualizzare ’elenco delle connessioni di
rete senza fili disponibili. ffff] connctons are avatabie
Wireless Network Connection -~
CI50APRAZ 2

Open Network and Sharing Center

= m‘f‘]‘lﬂ) ‘ |

B. Selezionare la rete “C150APRA2”
dall’elenco e fare clic su “Connetti” Mot connected N

(‘Connect’).
dﬂ-']Connact\ons are available

In maniera predefinita, viene selezionata

l’opzione “Connetti automaticamente” Wireless Network Connection ~
(“Connect automatically”). Cio consente C150APRA2 r
che la connessione sia lanciata

automaticamente all’avvio del e

computer. Per evitare che cio avvenga, &
possibile deselezionare |’opzione, prima

N h Open Network and Sharing Center
di fare clic su “Connetti”.

@a@,ﬂ*‘_‘]ﬂj) ‘|
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C.

D.

Inserire la password WPA predefinita
(presente sul retro del router wireless)
nel campo “Chiave di sicurezza”
(“Security key”) e fare clic su ‘OK’.

Il client iniziera a connettersi alla rete
wireless.

Per verificare lo stato della connessione
senza fili, & possibile cliccare sull’icona
‘Rete’ sulla barra delle applicazioni.
Sara possibile vedere a quale rete ci si
sta connettendo, il tipo di accesso di cui
si dispone, e la forza del segnale della
connessione.

-
¥ Connect to a Network

Security key:

Type the network security key

Hide characters

’@ Connect to a Network =)
Connecting to C150APRAZ ...
= —_— =

Currently connected to: *
C150APRAZ2
* Internet access
Wireless Network Connection ~
C150APRA2 Connected |

Open Network and Sharing Center
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6.2 Connessione manuale per Windows Vista

Nell’esempio che segue viene utilizzata |’opzione integrata “Connessione a una rete” (“Connect to a
Network”) di Windows Vista con Service Pack 1.

A. Cliccare sull’icona ‘rete’ sulla
barra delle applicazioni e su
“Elenco reti senza fili
disponibili” (“Wireless networks
are available”).

B. Selezionare la rete “C150APRA2”
dall’elenco e cliccare su
“Connetti”.

C. Inserire la password WPA
predefinita (presente sul retro
del C150APRA2) nel campo
“Password o chiave di
sicurezza” (“Security key or
passphrase”) e fare clic su
“Connetti”.

Mot Connected

L‘. Wireless networks are available,
-

Connect to a network
Network and Sharing Center

<l 138

=1 e
[©)] % Connecttoa network
Select a network to connect to
Show |All v
Aok casoapraz Security-enabled network ﬂﬂ
= q
Set up a connection or network
Open Network and Sharing Center
=1 IS
@ B Connecttoa network
Type the network security key or passphrase for CLS0APRA2
The person who setup the network can give you the key or passphrase.
Security key or passphrase:
[7] Display characters
£ Hyouhavea USE flash drive with network settings for CLS0APRAZ, insert it now.
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D.

Una volta stabilita la
connessione, & possibile salvare
la rete come predefinita e
consentire che si avvii
automaticamente all'accensione
del computer. Cliccare su
‘Chiudi’ (‘Close’) per uscire dalla
procedura guidata.

Per verificare lo stato della
connessione senza fili, & possibile
cliccare sull’icona ‘Rete’ sulla
barra delle applicazioni. Sara
possibile vedere a quale rete ci si
sta connettendo, il tipo di
accesso di cui si dispone, e la
forza del segnale della
connessione.

=1 e
@ % Connect toa network
Successfully connected to CL50APRAZ
Save this network
Start this connection automatically

Currently connected to:

C150APRA2
Access: Local and Internet ol

Connect or disconnect...
MNetwork and Sharing Center

<170 @ 1348
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6.3 Connessione automatica con WPS

Il modem router supporta il sistema d’installazione protetto WPS (Wi-Fi Protected Setup). Il sistema WPS &
uno standard per Uinstallazione facile e sicura di reti senza fili. Con il sistema WPS & possibile installare e
proteggere con poche semplici operazioni la rete wireless.

Nota: Per utilizzare il sistema WPS con il modem router, € necessario disporre di un client wireless che
supporti il WPS. Se si dispone di uno o piu client wireless sprovvisti di WPS, & consigliabile
collegarsi manualmente al modem router utilizzando la chiave WPA predefinita indicata sul retro.
Si rinvia alla sezione 6.1 0 6.2 per collegare manualmente la rete wireless.

Nota: Per maggiori informazioni (tecniche) sul WPS, visitare il seguente sito Web:
http://en.wikipedia.org/wiki/Wi-Fi_Protected_Setup

Con la tecnologia Push Button WPS, & possibile collegare il modem router a un client premendo un
pulsante sul dispositivo.

La tecnologia Push Button WPS richiede un tasto (virtuale) sul client wireless per stabilire una connessione
tra il router wireless e il client wireless.

Alcuni client wireless utilizzano un tasto reale per attivare la tecnologia Push Button WPS; altri client
wireless utilizzano un tasto virtuale nel loro software.

Seguire le istruzioni sotto riportate per attivare e stabilire una connessione WPS con la tecnologia Push
Button:

A.  Premendo il tasto WPS sul retro del router wireless, il LED WPS comincera a lampeggiare indicando
che "autenticazione WPS é stata avviata.

B.  Premere il tasto WPS sul client wireless. Puo trattarsi sia di un tasto hardware sia di un tasto virtuale
presente nel software del client wireless.

Nota: Il modem router manterra [’autenticazione WPS attiva per 120 secondi. Durante questo processo, il
LED WPS comincera a lampeggiare. Se la connessione WPS non viene stabilita entro 120 secondi, il
LED si spegnera e [’autenticazione si interrompera.

Se |’autenticazione WPS e avvenuta con successo, il LED WPS si accendera in maniera fissa per indicare
che la connessione € stata correttamente stabilita.

Il client wireless & ora connesso alla rete wireless protetta del modem router.
E possibile aggiungere altri client wireless, senza perdere la connessione in precedenza creata per altri
client. Per aggiungere ulteriori client wireless, ripetere le istruzioni della sezione A e B.
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Questa sezione illustra come rendere sicura manualmente la connessione del C150APRA2. Per evitare
accessi non autorizzati alla rete, € necessario rendere sicura la rete stessa.

Seguire le istruzioni sotto riportate per configurare manualmente la sicurezza wireless.

A. Entrare nel C150APRA2 seguendo le modalita descritte nella sezione 5.2.
B. Fare clic su “Wireless” e in seguito su “Sicurezza wireless” (“Wireless Security”) nel menu a

sinistra.
Welcome admin, Logout
CSNCEPTRONIC
ey Advanced  Managemen  Sows _Help
Setup WIRELESS SECURITY

: Use this section to configure the wireless security settings for your router. Please note that changes made on this section
wil also need to be duplcated to your wieless clients and PC.

- WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device Supports three wireless security modes
inciuding: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level

of securty.
d pa
Security Mode : | Auto(WPA or WPA2)
WPA Encryption : | TKIP+AES [+
wPA

Use WPA or WPA2 mode to achieve 2 balance of strong security and best compatibiity. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the cient
supports will be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are
not alowed access with WPA security. For maximum compatbiity, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

WPA Mode : | Auto(WPA or WPA2)-PSK [=]

Group Key Update Interval:

PRE-SHARED KEY'

f—

Please take note of your SSID and securty Key 2s you wil need to duplcate the same settings to your wrreless devices and
PC.
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C. Selezionare “Modalita sicura” (“Security Mode”) dal menu a tendina.

Nota: Si consiglia di mettere in sicurezza la rete utilizzando la modalita “Auto (WPA or WPA2)”. Questo
sistema consente di impostare il livello di sicurezza piu alto (WPA2), mantenendo la compatibilita
con versioni precedenti di client che supportano unicamente il sistema WPA.

D. Selezionare ’opzione “Criptaggio WPA” dal menu a tendina.

Nota: Si consiglia di selezionare ’opzione di criptaggio “TKIP+AES”. Cio consente di ottenere i livelli di
sicurezza piu elevati (AES), mantenendo la compatibilita con versioni precedenti di client che
supportano unicamente il TKIP.

E. Inserire una chiave di sicurezza nel campo “Chiave precondivisa” (“Pre-Shared Key”).

F. Fare clic su “Applica” per salvare le impostazioni di sicurezza modificate.

Nota: Si consiglia di ricordare o di appuntare le informazioni di sicurezza che si inseriscono. Potrebbero
essere necessarie allorché si desidera collegare un client wireless al C150APRA2.

E ora possibile usare le impostazioni cosi modificate per collegare un client wireless al C150APRA2, come
descritto nella sezione 6.1 e nella sezione 6.2.
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8. Configurazione delle regole d’inoltro delle porte

IL C150APRA2 di Conceptronic € dotato di un firewall integrato per prevenire attacchi da Internet verso la
rete. Detto firewall blocca automaticamente tutto il traffico in entrata sulle porte non utilizzate. Quando
una porta bloccata € richiesta per un servizio o un’applicazione (per esempio, un FTP o un server WEB) e
possibile creare una regola d’inoltro delle porte nelle pagine di configurazione, per inoltrare il traffico.

Nota: Il C150APRA2 di Conceptronic supporta il sistema universale Plug & Play (UPnP), che consente ad
applicazioni e dispositivi UPnP compatibili, quali console di videogiochi, di aprire
automaticamente le porte di cui hanno bisogno senza doverle configurare manualmente.
Tuttavia, il sistema UPnP rende anche l’ambiente di rete piu vulnerabile agli attacchi. Se si
utilizzano applicazioni che richiedono I’UPnP, € possibile abilitare ’opzione UPnP nella pagina di
configurazione del C150APRA2 da “Avanzato” (“Advanced”) - “Strumenti di rete” (“Network
Tools”) > “UPnP”.

Di seguito e riportata una lista delle porte piu comunemente utilizzate e delle relative applicazioni:

Porta Applicazione Porta Applicazione

20 Dati FTP (Server FTP) 80 HTTP (Web server)

21 Dati FTP (Server FTP) 110 POP3 (Server e-mail - in entrata)
22 SSH (Shell sicura) 2000 Remotely Anywhere

23 Telnet 5800 VNC

25 SMTP (Server e-Mail - in uscita) 5900 VNC

Per informazioni su altre porte e relative applicazioni, consultare http://portforward.com/cports.htm-

Nota: Quando si utilizzano regole d’inoltro delle porte, € consigliabile configurare il computer con un
indirizzo IP fisso invece di un indirizzo IP dinamico.

Nota: Per informazioni piu dettagliate riguardo all’inoltro di porte e alle opzioni DMZ, consultare il
manuale d’uso dettagliato (solo in inglese) nel CD-ROM del prodotto. Selezionare “Manuale d’uso
dettagliato” (“View User Manual”) dal menu di esecuzione automatica.

A. Loggarsi al C150APRA2 come descritto nella sezione 5.2.
B. Fare clic su “Avanzato” (“Advanced”) nel menu in alto.
C. Fare clic su “Inoltro delle porte” (“Port Forwarding”) nel menu a sinistra.

La pagina di configurazione di inoltro delle porte verra visualizzata a schermo.
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Nota:

[
Setup Advanced Management

Port Forwarding
Advanced Wireless
bDMZ

Parental Control

Filtering Options

QS Config

Firewall Settings

Network Tools
Routing
Schedules

Logout

PORT FORWARDING

Port Forwarding allows you ta direct incoming traffic from the WAN side (identified by protocol and exteral port)to the
internal server with a private 1P address on the LAN side. The intemal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and cick "Apply” to forward IP packets for this service to the
specified server. Note: Modfying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start o the External Port End changes, the Internal Port Start or Internal Port End automaticaly changes
accordingly.

Note: You have to open the pvc's WAN Service at "Management "— "Access Controls” — "Services™ that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

e i i vl

PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32

WAN Connection(s) : | pppoa_8_48_0 0[]

Server Name :

@ Select a Service : | FTP Sener [l

© custom Server :
Schedule :

Server IP Address

Nell’immagine é riportato un esempio di configurazione di inoltro delle porte.
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D.
E.

J.

Fare clic sul pulsante “Aggiungi” (“Add”) per aggiungere una nuova regola di inoltro delle porte.
Selezionare un servizio predefinito dal menu a tendina “Seleziona un servizio” (“Select a Service”)
o inserire un nuovo nome di servizio per la regola di inoltro delle porte nel campo “Server
personalizzato” (“Custom Server”).

Inserire l’indirizzo IP del computer utilizzando la regola d’inoltro delle porte nel campo “Indirizzo
IP server” (“Server IP Address”).

Inserire le porte che si desidera rendere accessibili da Internet nei campi “Avvia porta esterna”
(“External Port Start”) e “Termina porta esterna” (“External Port End”).

Selezionare un protocollo o la propria regola d’inoltro di porte dal menu a tendina “Protocollo”
(“Protocol”): “TCP”, “UDP” o “Entrambi” (“Both”).

Se non si conosce quale protocollo & necessario per U'inoltro della porta, selezionare “Both”. Tale
opzione consentira di passare sia il traffico TCP che UDP all’indirizzo IP configurato del
computer/server.

Inserire le porte che si desidera rendere accessibili dal proprio computer nella rete locale nei campi
“Internal Port Start” e “Internal Port End”.

Fare clic su “Apply” per salvare la regola d’inoltro delle porte.

La regola aggiunta € ora visibile nell’elenco d’inoltro delle porte.

Welcome admin, Logout
CONCEPTRONIC
et | . I Il |
RS L L I P __|
Advanced
PORT FORWARDING

: — Port Forwarding alows you to direct incoming traffic from the WAN side (identified by protocol and extemal port)to the
— — internal server with a private IP address on the LAN side. The internal port is required only if the external port needs to be
converted to a dfferent port number used by the server on the LAN Side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and ciick "Apply” to forward IP packets for this service to the
AmEREIET ° specified server. Note: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automatically changes

Filtering Optio accordingly.

QOS Config Note: You have to open the pvc's WAN Service at "Management " "Access Controls™ — "Services” that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

Server  External  External Internal Intemal  ServerIP  Schedule Remote
ork Toals Name Port Start Port End Port Start PortEnd  Address Rule »
FTP
outing ] 21 21 e 21 21 192.168.0.10  Always

elete

Per creare altre regole di inoltro delle porte, ripetere le operazioni dal punto D al J.
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9. Riavvio del sistema

Quando si modificano le impostazioni di configurazione del modem router, quest’ultime sono
immediatamente applicate e attive. Si consiglia, tuttavia, di riavviare il C150APRA2 dopo aver eseguito

modifiche significative e importanti di configurazione per accertarsi che tutte le impostazioni vengano
correttamente applicate.

A. Loggarsi al C150APRA2 come illustrato nella sezione 5.2.

B. Fare clic su “Gestione” (“Management”) nel menu in alto.

C. Fare clic su “Gestione del sistema” (“System Management”) nel menu a sinistra.
D. Fare clic sul tasto “Riavvio” (“Reboot”) per riavviare il C150APRA2.

Durante il riavvio, una barra di progressione verra visualizzata sullo schermo.

Rebooting...

System is rebooting. . Please wait for a moment

Please relogin after reboot

Attendere fino al completamento della barra di progressione prima di loggarsi di nuovo.

Il C150APRA2 é pronto per essere utilizzato!

Nota: Per maggiori informazioni sulle caratteristiche e impostazioni disponibili per il C150APRA2, si

rimanda al manuale d’uso dettagliato (solo in inglese) sul CD-ROM del prodotto. Selezionare
“View Extended User Manual” dal menu di esecuzione automatica.
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Conceptronic C150APRA2
Manual do utilizador

Parabéns pela compra do seu
modem router ADSL sem fios da Conceptronic.

Este manual de utilizador fornece-lhe uma explicacao passo-a-passo sobre como instalar e usar o modem
router ADSL sem fios da Conceptronic.

Se precisar de mais informacao ou suporte para o seu produto, aconselhamo-lo a visitar a nossa pagina
Web Service & Support em www.conceptronic.net/support e a seleccionar uma das seguintes opcdes:

e FAQ : Base de dados das Perguntas Mais Frequentes
e Downloads : Manuais, controladores, firmware e mais transferéncias
e Contact : Contacte o suporte da Conceptronic

Para informacdes gerais sobre os produtos da Conceptronic visite a pagina Web da Conceptronic em
WWww.conceptronic.net.

A informacgéo contida neste manual de instalacéo rapida baseia-se no Windows 7 e no Windows Vista, mas
pode ser diferente do seu computador se estiver a usar um sistema operativo diferente.

Nota: Este manual de utilizador s6 explica os passos basicos para colocar o modem router ADSL sem fios

a funcionar. Para mais informacdes sobre as varias funcées do modem router ADSL sem fios,
consulte o manual do utilizador alargado (s6 em inglés) no CD-ROM do produto.

Indice

1. Contetdo da embalagem 5. Configuragcdo do modem router
2. 0 modem router ADSL sem fios 5.1. PredefinicGes de fabrica
2.1. Painel frontal 5.2. Configuracao com base na web
2.2. Painel traseiro 5.3. Assistente de configuracao
3. Instalagao do hardware 6. Ligacao a rede sem fios i
3.1. Porta DSL (telefone) 6.1. Ligar manualmente no Windows 7
3.2. Porta(s) LAN 6.2. Ligar manualmente no Windows Vista

3. Li i P
4. Configuracao do computador 6.3. Ligar automaticamente com WPS

4.1. Configuracio do seu endereco IP 7. Configuragdo manual da seguranga sem fios
4.2. Verificar a sua ligacao 8. Configurar regras de reencaminhamento de
portas

9. Reiniciar o sistema
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1. Contetudo da embalagem

Existem os seguintes elementos na embalagem do modem router ADSL sem fios da Conceptronic:

Modem router ADSL sem fios da Conceptronic (C150APRA2)
Antena para ligacdes sem fio

Fonte de alimentacdo 12 V CC, 800 mA

Cabo de rede (LAN)

Cabo de telefone RJ 11

CD-ROM do produto

Este manual de utilizador multilingue

Garantia e Declaracao de conformidade CE

2. O modem router ADSL sem fios

2.1 Painel frontal

0006 o oo

0 - - - - - - -
N° Descricao Estado Explicacdo do estado
A Luz de alimentacao DESLIGADA A alimentagao esta DESLIGADA
LIGADA - VERDE A alimentacao esta ligada e a inicializacao é normal
LIGADA - VERMELHA O dispositivo esta a arrancar
LIGADA - A PISCAR A decorrer actualizacao de firmware
B Luz ADSL DESLIGADA Falha no teste automatico inicial
LIGADA - A PISCAR 0 dispositivo esta a detectar o sinal DSL
LIGADA - CONTINUA Sinal DSL detectado, teste automatico bem
sucedido
C Luz de Internet LIGADA - Vermelha Sem ligagao DSL
LIGADA - Verde Ligacéo a Internet disponivel
D Luzes LAN DESLIGADAS ) A Porta LAN n&o esta ligada
1,2,3,4) LIGADAS - CONTINUAS  Ha um dispositivo ligado a porta LAN
LIGADAS - A PISCAR Estdo a ser transmitidos dados
E Luzes WLAN DESLIGADAS ) A LAN sem fios esta desligada
LIGADAS - CONTINUAS A LAN sem fios esta activa e normal
LIGADAS - A PISCAR Actividade de LAN sem fios (a enviar ou a receber
dados)
F Luz WPS DESLIGADA WPS (Wi-Fi Protected Setup) inactivo
LIGADA - A PISCAR WPS activo, podem ser adicionados novos clientes
WLAN

LIGADA - CONTINUA Cliente WPS adicionado com sucesso
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2.2 Painel traseiro

On/Off
Reset

. ) | | N e oL L I o0 :
DSL 4 3 LN 2 1 I WLANWPS:
S—— : B T : —
T : R
N° Descricéo Explicacdo
A Ligacdo da antena Ligar a antena incluida ao modem router.
B Porta DSL Ligar a sua linha ADSL ao modem router.
C Portas LAN (1 a 4) Ligar os/s seu/s computador/es ou dispositivo/s de rede ao modem router.
D Ficha de alimentagdo Ligar a fonte de alimentacao ao modem router.
E Reset Fazer uma reposicao de fabrica (segurar).
F Botdo WLAN / WPS Presséo breve (1 segundo) : Ligar ou desligar o WiFi.
Presséo longa (> 3 segundos) : Iniciar a configuracdo da tecnologia por
Botao WPS.

G Botdo de alimentacdo Ligar e desligar o modem router.
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3. Instalacao do hardware

e Ligue a antena incluida a respectiva ficha [A] na parte de tras do modem router.

e Ligue a fonte de alimentacéo a ficha de alimentacéo [D] na parte de tras do modem router e a uma
tomada de parede disponivel.

e Prima o botéo de alimentacédo [G] na parte de tras do modem router.

A luz de alimentacao na parte da frente do modem router acende e o modem router faz um arranque do
sistema.

3.1 Porta DSL (telefone)

A maioria dos fornecedores de ADSL precisa de um divisor entre a sua linha telefonica e o modem ADSL
para impedir que a linha ADSL interfira com servigos telefonicos normais. A ndo utilizagéo desse divisor
pode levar a problemas de ligacdo ou de mau desempenho.

Nota: O C150APRA2 n&o é entregue com um divisor para a ligacao ADSL. Por favor, contacte o seu
fornecedor de internet ou telefone para obter o divisor ADSL correcto.

As portas de ligacao de um divisor ADSL estao habitualmente etiquetadas da seguinte forma:

e Line :Esta porta liga-se a tomada de parede
e ADSL : Esta porta liga-se ao router
e Phone : Esta porta liga-se a um telefone ou a outro equipamento telefonico

Assegure-se de que os cabos estao bem ligados. Se nao conseguir o sinal de marcagao no telefone,
verifique as ligagGes para se certificar que os cabos estao bem metidos e ligados a porta correcta.

Use um cabo de telefone para ligar o modem router ADSL sem fios da Conceptronic (B) a sua linha de
telefone analdgica local (ou divisor). A luz ADSL acende quando se detectar um sinal ADSL.

Nota: Se a luz ADSL na parte da frente nao acender, assegure-se de que:
0 modem router ADSL sem fios esta ligado (a luz de alimentagdo deve estar acesa).
Existe sinal ADSL na linha.
A luz de Internet so fica verde quando se introduzirem dados DSL e de conta de utilizador
correctos na Interface Web do modem router ADSL.

3.2 Porta(s) LAN

Ligue o cabo de rede (LAN) a uma das quatro portas LAN no painel traseiro do modem router ADSL sem fios
e a placa de rede do seu computador.

A luz LAN da porta LAN utilizada acende, indicando que o computador esta ligado. (O seu computador
deve estar ligado e a ligacao LAN deve estar activada.)
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4. Configuracdo do computador

4.1 Configuracao do seu endereco IP

O C150APRA2 esta equipado com um servidor DHCP incorporado. O servidor DHCP atribui automaticamente
um endereco IP a cada computador ligado se esse computador estiver configurado para “Obtain an IP
address automatically” (Obter um endereco IP automaticamente).

Por defeito, a maioria dos computadores esta configurada para obter um endereco IP automaticamente.
Quando nao for esse o caso, tem de configurar o seu computador para obter um endereco IP
automaticamente seguindo as instrucdes seguintes. Estas instrucdes baseiam-se no Windows Vista com o
Service Pack 1. Se o seu computador tiver uma versao ou sistema operativo diferente, os passos podem ser
diferentes.

A. Prima “Start” (Iniciar) > “Run”
(Executar).

= Run =

==  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

7\
B. Introduza o comando “NCPA.CPL” e Open: | SNEY qB) -

prima “OK”.
l 0K ] ‘ Cancel | | Browse...

A janela “Network Connections” (Ligacoes de Rede) aparece.

C. Clique com o botdo direito do rato em ‘Local l.- focal fa‘reé_c_onn?c_tion -

Area Connection’ (Ligacao de area local) (com
ou sem fios, dependendo da ligacdo que usar) e
seleccione ‘Properties’ (Propriedades).

X

Diagnose
Bridge Connections

Create Shortcut

Rename

©:> Properties
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Es

A janela das Propriedades da Ligacao de Area Local aparece.

D.

Seleccione “Internet Protocol Version 4
(TCP/IPv4)” (Protocolo de Internet
versao 4 (TCP/IPv4)) e clique em
“Properties” (Propriedades).

©

U Local Area Connection Properties [

"

Networking | Sharing

Connect using:
l_-"‘ Atheros L1 Gigabit Ethemet 10/100/1000Base-T Controlle

This connection uses the following items

o8 Client for Microsoft Networks

SQOS Packet Scheduler

8 File and Prirter Sharing for Microsaft Networks
-4 Intemet Protocol Version & (TCP/IPvE)

=4 Intemet Protocol Version 4 (TCP/IPvd)

& Link-Layer Topology Discovery Mapper 1/0
& Link-Layer Topology Discovery Responder

v

Uninstall

A janela de Propriedades do Protocolo de Internet Versao 4 (TCP/IPv4) aparece.

E.

Configure as propriedades para “Obtain
an IP address automatically” (Obter um
endereco IP automaticamente) e clique
em “OK” para guardar as configuracdes.

Prima “OK” na janela de propriedades
de Ligacao de Area Local para guardar as
configuragoes.

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration

‘fou can get IP settings assigned sutomatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:

(@ Obtain DNS server address automatically
(7 Use the following DNS server addresses:

A4

149



PORTUGUES

4.2 Verificar a sua ligacdo

Com a Linha de Comandos do Windows pode verificar se recebeu um endereco IP correcto na sua ligacao
de area local (com ou sem fios). Este exemplo baseia-se no Windows Vista com o Service Pack 1. No
Windows Vista precisa de ter direitos de administrador para realizar os passos seguintes. Ha uma
explicacdo sobre como conseguir direitos de administrador.

A. Clique em “Start” (Iniciar) > “All Programs” (Todos os programas) > “Accessories” (Acessorios),
clique com o botao direito do rato em “Command Prompt” (Linha de comandos) e seleccione “Run
as administrator” (Correr como administrador). E possivel que apareca uma mensagem de aviso,
que deve aceitar clicando em “Continue” (Continuar).

A Linha de Comandos aparece. Certifique-se de que no titulo da Linha de comandos esta escrito
“Administrator: Command Prompt”. Quando nao aparecer a palavra “Administrator” (Administrador),
significa que vocé nao tem os direitos de administrador necessarios para realizar estes passos e deve
voltar a realizar o passo A.

B. Introduza o comando “IPCONFIG” e prima ENTER.

B Administrator: Command Prompt |ﬂli‘]

C:~Windowsssysten3d2>ipconfig e

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H
Link-local IPv6 Address -
IPv4 Address. . . . . -
Subnet Mask . . . . . . -
Default Gateway . . . . .

- feBB::414e:2c26:6398:a9£8x8
- 192.168.8.18Q8

- 255.255.255.8

. & 192.168.08.1

Tunnel adapter Local Area Connection= 6:

Media State . . . . . . . . . . . Media disconnected
Connection—specific DNS Suffix . :

Tunnel adapter Local Area Connection= 7:

Media State . . . . . . . . . . Media disconnected
Connection—specific DNS Suffix .

C:\Windows\system32 >

Devera ver a seguinte informacao:

Endereco IPv4 : 192.168.0.xxx (em que xxx pode variar entre 100 ~ 199).
Mascara Subnet 255.255.255.0

Porta de ligacdo predefinida 192.168.0.1

Se a informacao mostrada antes coincidir com a sua configuracao, pode prosseguir com a configuracao do
aparelho no Capitulo 5.

Se a informacao apresentada nao coincidir com a sua configuracao (i.e., o seu endereco IP for o
169.254.xxx.xxx), por favor verifique as opcoes seguintes:

. Desligue e volte a ligar o aparelho.
. Volte a ligar o cabo LAN ao aparelho e ao seu computador.
. Renove o endereco IP do seu computador com os seguintes comandos:
- “IPCONFIG /RELEASE” para libertar o endereco IP incorrecto.
- “IPCONFIG /RENEW?” para receber um novo endereco IP do aparelho.

WN =
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B Administrator: Command Prompt |ﬂl-§:—;-1
Windows\systen3d2>ipconfig /release -e

lindows IP Configuration

fin error occurred while releasing interface Loopback Pseudo-Interface 1 : The sy
lstem cannot Find the file specified.
[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Link-local IPv6 Address . - feBB::414e:2c26:6398:a9f8x8

Default Gateway . . . . . . .

Tunnel adapter Local Area Connection# 6:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter Local Area Connection* 7:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix . =

C:\Windows“\systen32>ipconfiy ~renew -e
indows IP Configuration

fin error cccurred while releasing interface Loophack Pseudo-Interface 1 : The sy
lstem cannot Find the file specified.

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H
Link-local IPvb Address . . . .
IPv4 Address. . . . . . . . . .

Subnet Mask . . . . . . . - 255.2505.2585.0

feBA: =414 c26:6398:a9f8x8
192.168.0.1660

Default Gateway . . . @ 192.168.8.1

Tunnel adapter Local Area Connection* 6:

Media State . Media disconnected

Cnnnectinn*specif“ii‘: ]‘.’!Né éui:‘f-ix- : ;
Tunnel adapter Local Area Connection= 7:

Media State . . . . . . . . . . . I Media disconnected
Connection—specific DNS Suff

C:~Windouwsssystem3d2 > i

Se os passos anteriores ndo resolverem o problema do endereco IP, pode repor as configuracoes
predefinidas de fabrica no aparelho com o botdo Reset na parte de tras do aparelho.

Pressione e segure o botao Reset durante +/- 15 segundos para repor as configuracdes predefinidas de
fabrica. Quando a luz de Estado estiver novamente activa, repita o passo B para renovar o seu endereco
IP.

Nota: Se o problema persistir, verifique se todos os cabos estao correctamente ligados. A porta ADSL
deveria estar ligada a linha ADSL e a porta LAN ao computador.
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5. Configuracdo do modem router

Este capitulo descreve a configuracdo do C150APRA2 através do Assistente de Iniciagdo Rapida incluido.
Depois de completar os passos descritos neste capitulo, o seu router fica configurado para uma ligagédo
ADSL e podera ligar-se a internet.

5.1 Predefini¢des de fabrica

O C150APRA2 vem pré-configurado com varias definicdes. As definicdes pré-configuradas encontram-se nos
pontos seguintes:

Endereco IP :192.168.0.1 (Servidor DHCP para clientes LAN/WLAN activados)

Nome de utilizador : admin (seleccione este utilizador)

Palavra-passe : admin (minGsculas)

SSID sem fios : C150APRA2

Canal sem fios : Canal 6

Seguranca sem fios : WPA2

UPnP : desactivada (pode ser activada quando a ligacdo a Internet estiver configurada)

Quando alterar defini¢des na configuracao do C150APRA2, estas sdo guardadas na memdria do router. Para
repor as configuragdes predefinidas de fabrica, carregue e segure o bot&o reset na parte de tras do
aparelho durante +/- 15 segundos.

5.2 Configuracdo com base na web

A configuracao do seu C150APRA2 é com base na web. Vai precisar de um navegador para configurar o
aparelho.

Nota: Para configurar o router é aconselhavel usar uma ligacdo por cabo LAN para o aparelho em vez de
uma ligacao sem fios.

A. Abra o seu navegador (como por exemplo: Internet Explorer, FireFox, Safari ou Chrome).

B. Introduza o endereco IP do aparelho na barra de enderecos do seu navegador (por defeito:
http://192.168.0.1/).

C. Primeiro, aparece uma janela de inicio de sessao que lhe pede um nome de utilizador e uma
palavra passe. Seleccione o utilizador “admin” na lista desdobravel, introduza a palavra-passe para
o administrador (por defeito = ‘admin’) e prima “Login” (Iniciar sessdao) para entrar na
configuracao com base na web.
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Quando o Nome de Utilizador e a Palavra-passe estiverem correctos, o router apresenta a pagina

“overview” (resumo):

Welcome admin, Logout

CONCEPTRONIC

The Concept of Global Communicasion
| sewp _ Advanced | Momgement S ___Help__
]

Setu

ip

SETTING UP YOUR INTERNET

There are two ways to set up your Internet connection. You can use the Web-based Internet Connection Setup Wizard or

you can manually configure the connection.

Please make sure you have your ISP's connection settings first if you choose manual setup.

INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new Router to the Internet. You wil be presented
with step-by-step instructions in order to get your Internet connection up and running. Click the button below to begin.

MNote: Before lunching the wizard, please ensure you have correctly followed the steps outlined in the Quick Installztion

Guide included with the router.

A pagina de resumo “overview” mostra um menu rapido para configurar e fazer a manutencao do

C150APRA2.
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5.3 Assistente de configuragcao

Pode configurar a ligacdo a Internet do C150APRA2 através do assistente incorporado. Este assistente vai
ajuda-lo a configurar as defini¢des passo a passo.

Nota: Antes de iniciar o Assistente de Iniciacdo Rapida, assegure-se de que tem todas as informacdes
disponiveis sobre a sua configuracéo de Internet. (Por exemplo: informagéo de conta, tipo de
ligacao, etc.)

A. Clique no botéo “Quick Start” (Iniciacao rapida), que aparece no menu superior da configuracao
Web.

B. Clique no botao “Setup Wizard” WELCOME TO SETUP WIZAF
(Assistente de Configuracao).

T waard wil guide you through 2 step-by-step process to configure your new router and connect t

C. O ecra de boas-vindas apresenta AStmo s e Tmewi
uma lista dos quatro passos do :
assistente. Clique em “Next”
(Seguinte) para continuar.

= Step 4 : Completed and Quit

(Next] (Cancet

D. O modem ADSL vai detectar a data STEP L ST TIHE D DATE
e hora correctas quando estiver S
ligado a Internet. Isto so vai ser From ths secton you can

P ~ Saving can ako be configured t
usado para o inicio de sessdao. Pode
escolher o fuso horario e as datas da
hora de Verao. Quando terminar, THE sETe
prima “Next” (Seguinte).

orract tme on the intemal system clock.
work Time Protocal) Server. Daylght

manta
he b

@ : ith Internet

WTP time server : |0 concepironic poolnts org ¥

Time Zone : | (GIT+0100) Amstersam, Berin, Rome. SIGCHON, Va8, Pare ¥

[] Enable Daylight Saving
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E. Seleccione o seu pais e 0 S 21 SEiNY SR AT
Fornecedor de Servicos de Internet.
As configuragdes correctas para a
sua ligacao a Internet vao ser Comry : |{Sick o Seloct I
aplicadas. Isto pode ser modificado .
mais tarde.

Please selact your 5P (Intermet Sanvice Provider) from the st below.

(0-255)

Quando usar ligagoes a Internet
PPPOE ou PPPOA, use o nome de
utilizador e a palavra-passe que
recebeu do seu Fornecedor de PRPOE[PPPOA
Servicos de Internet.

(32:65535)

Plsase enter your Username and Password as provided by your 1S9 (Intemet Service Provder). Please enter the
nformabon exacty as shown takng note of upper and lowar cases. Cick "Naxt” to contmus,

Quando terminar, prima “Next”
(Seguinte). oS

Password ©
Confirm Password :

[Bacx] =3
F. Pode activar ou desactivar a sua STEP o CONEKASE WIRELESS WETRORX
Rede Sem Fios (por defeito esta
. Your wireless network s enabled by default. You can smply uncheck It to dsable it and cick “Next™ to skop configuration of
activada). O modem router mostra- wrelss network.

se com o SSID “C150APRA2” mas
também pode esconder o SSSID.

3 . Your wireless network needs 2 name so £ can be easly recognized by wreless clents. For securty purposes, it & highly
Vem pré-configurado com uma fecommended t change the pre-confgured network name.
chave de seguranca WPA2-PSK
Unica.

Enable Your Wireless Network : [2]

Wireless Network Name (SSID) : C1504PRA2

Select “Visble" to publsh your wireless network
wreless network so that users need to manualy

SSID can be found by wireless cents, o select "Invisble” to hide your
ter SSID In order to coNNeCt t0 your wreless network.

Nota: Pode encontrar a chave de
seguranca pré-configurada na Visibity Status : © Veble O Inveble
parte de baixo do modem I rder o poect your o fom aces and rauthored s, g recamended o choose an ofthe
I'Outer. folowng wreless network security settings.

Pode manter a chave tal como esta 1 Hv — fawl..asx © »un::s:'

na Interface de Utilizador ou altera- e

la para a Chave Pré-partilhada que Select this 0ptin F your wireless adapters SUpport WPA2-PSK.

preferir. Now, please enter your wreless sscumy key

WPA2 Pre-Shared Key : 2000000000
(863 characters, such s a~2, A~

Quando terminar, prima “Next” Wote: You wilneed to enter the same key hare nto your wreles
(Seguinte).

Le. ‘YeFortress123&")

lents i order to enable Droper wreless connection.

Back Cancel
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G.

Depois de concluir a configuracao
da LAN Sem Fios vai poder ver o
“Setup Summary” com um resumo
das configuragdes.

Quando estiver pronto prima
“Apply” (Aplicar).

O seu dispositivo vai agora ser
configurado e a sua ligacado a
Internet vai ficar pronta a usar.

STEP 4: COMPLETED AND RESTART

Setup complete. Cick “Back” to review or modfy sectings.

¥ your Intamet connaction dass not work, ¥ou can try the Sstup Wizard agan weh altemative settings or use Manual Setup
nstead f you have your Intemet connection detaik as provided by your ISP.

SETUP SUMMARY

Below & 2 detaed summary of yous settings. Please print this page out, or wiite the nformation on 2 piece of paper, so
0 Can Configure the COMECE S8TTNGS O your wrelss clent agzpters.
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igacao a rede sem fios

Existem duas formas diferentes de se ligar sem fios a rede do modem router:
- Manualmente.
- Automaticamente através da funcdo WPS.

NOTA IMPORTANTE!

Por defeito, o router sem fios esta protegido com encriptacdo WPA-PSK/WPA2-PSK (modo misto).
Pode encontrar a frase chave WPA Unica no autocolante do seu modem router.

Quase todas as marcas ou tipos de placas sem fios usam uma aplicacao de cliente diferente. Consulte o
manual da sua placa de rede sem fios para obter informacdes sobre como criar uma ligacdo com uma rede
sem fios.

6.1 Ligar manualmente no Windows 7

No exemplo seguinte, usa-se a op¢ao integrada “Connect to a Network” (Ligar a uma rede) do Windows 7.

A. Clique no icone ‘Network’ (Rede) na

barra de tarefas para ver a lista de Mot connected +
ligaces de rede sem fios disponiveis.
dﬂ'i]mnnmmn;are available
Wireless Network Connection ~
C150APRAZ o

Open Network and Sharing Center

=R ) ‘ |

B. Seleccione a rede “C150APRA2” na lista

e clique em ‘Connect’ (Ligar). Mot connected N

Por defe]‘tO’ a OpCéO “Connect dﬂ"](nnna(tmns are available

automatically” (Ligar automaticamente)

ja esta seleccionada. Isto assegura que a Wireless Netwark Connection ~

ligacao é estabelecida automaticamente C150APRAZ M

sempre que ligar o seu computador. Se .

n&o quiser que isso aconteca, pode e

desseleccionar esta opgao antes de clicar

em ‘Connect’ (Ligar). Open Network and Sharing Center

= o gl 0 ‘|
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C.

D.

E.

Introduza a frase-chave WPA predefinida
(que pode encontrar na base do router
sem fios) no campo “Security key”
(Chave de seguranca) e prima “Ok”.

O cliente vai agora iniciar a ligacao a
rede sem fios.

Para verificar o estado da ligacao sem
fios, pode clicar no icone ‘Network’
(Rede) na bandeja de sistema. Ai vai ver
a que rede esta ligado nesse momento, o
acesso que tem e a forca do sinal da
ligacdo.

-
¥ Connect to a Network

Type the network security key

Security key: sessnenneees

Hide characters

r N
¥ Connect to a Network =
Connecting to C150APRAZ ...
e | — =)
L o)
f 5
Currently connected to: *
C150APRAZ2
* Internet access
Wireless Network Connection ~
C150APRA2 Connected |
Open Network and Sharing Center
—
913 |
=)
= e ﬂ
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6.2 Ligar manualmente no Windows Vista

No exemplo seguinte, usa-se a op¢ao integrada “Connect to a Network” (Ligar a uma rede) do Windows

Vista com o Service Pack 1.

A. Clique no icone ‘Network’ (Rede)

na bandeja de sistema e clique
em “Wireless networks are
available” (Estdo disponiveis
redes sem fios).

B. Seleccione a rede “C150APRA2”
na lista e clique em ‘Connect’
(Ligar).

C. Introduza a frase chave WPA
predefinida (que pode encontrar
na base do C150APRA2) no campo
“Security key or passphrase”
(Chave de seguranca ou frase
chave) e clique em “Connect”
(Ligar).

Mot Connected

L‘. Wireless networks are available,
-

Connect to a network
Network and Sharing Center

<l 138

[©)] % Connecttoa network

=1 e

Select a network to connect to

Show [Al -

Ae casoapra2
g ;

Security-enabled network !ﬂﬂ

Set up a connection or network
Open Netwerk and Sharing Center

@ B Connecttoa network

=1 IS

Type the network security key or passphrase for CLS0APRA2

The person who setup the network can give you the key or passphrase.

Security key or passphrase

[ Display characters

£ Hyouhavea USE flash drive with network settings for CLS0APRAZ, insert it now.
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D.

Depois de a ligacao ser
estabelecida, pode escolher
guardar a rede e inicia-la
automaticamente sempre que
ligar o computador. Clique em
‘Close’ (Fechar) para sair do
assistente de ligacao.

Para verificar o estado da ligacao
sem fios, pode clicar no icone
‘Network’ (Rede) na bandeja de
sistema. Ai vai ver a que rede
esta ligado nesse momento, o
acesso que tem e a forca do sinal
da ligagao.

=1 e
@ % Connect toa network
Successfully connected to CL50APRAZ
Save this network
Start this connection automatically

Currently connected to:

C150APRA2
Access: Local and Internet

Connect or disconnect...
MNetwork and Sharing Center

a!ﬂ!

<170 @ 1348
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6.3 Ligar automaticamente com WPS

0 modem router suporta a especificacdo WPS (Wi-Fi Protected Setup). O WPS é um standard para montar
uma rede sem fios de forma facil e segura. Com o WPS pode configurar e proteger a sua rede sem fios em
apenas alguns passos.

Nota: Para usar WPS com o modem router, precisa de ter um cliente sem fios que suporte WPS. Se tiver
um ou mais clientes sem fios que ndo suportem WPS, é aconselhavel fazer a ligacdo de forma
manual ao modem router usando a chave WPA pré-configurada tal como se vé na base. Consulte
os capitulos 6.1 ou 6.2 sobre como ligar a rede sem fios de forma manual.

Nota: Para mais informacao (técnica) acerca do WPS, visite a seguinte pagina web:
http://en.wikipedia.org/wiki/Wi-Fi_Protected_Setup

Com a tecnologia WPS por Botao, pode ligar um cliente sem fios ao modem router carregando num botao
em cada dispositivo.

A tecnologia WPS por Botao requer um botdo (virtual) no seu cliente sem fios para estabelecer uma
ligacdo entre o modem router e o cliente sem fios.

Alguns clientes sem fios usam um botdo real para activar a tecnologia WPS por Botao; outros clientes sem
fios usam um botao virtual no respectivo software.

Siga os passos seguintes para activar e estabelecer uma ligagao WPS com a tecnologia por Botao:

A. Prima o botdo WPS na parte detras do modem router, e a luz WPS comega a piscar indicando que a
autenticacao WPS comecou.

B. Carregue no botdo WPS no cliente sem fios. Este botdo pode ser real no hardware ou pode ser um
botao virtual no software do cliente sem fios.

Nota: O modem router vai manter a autenticacao WPS activa durante 120 segundos. Durante este
processo, a luz WPS vai piscar. Se nao se estabelecer uma ligagdo WPS dentro de 120 segundos, a
luz apaga-se e a autenticacdo WPS é interrompida.

Se a autenticacao WPS for bem sucedida, a luz WPS fica acesa para indicar uma ligacao bem sucedida.
O cliente sem fios esta agora ligado a rede sem fios protegida do modem router.

Pode adicionar mais clientes sem fios sem perder a ligacao aos clientes sem fios ligados anteriormente. Se
quiser adicionar mais clientes sem fios, tem de repetir os passos A e B.

161


http://en.wikipedia.org/wiki/Wi-Fi_Protected_Setup

PORTUGUES

. Configuracdo manual da seguranca sem fios

Este capitulo descreve como proteger manualmente a ligagao sem fios do C150APRA2. Para evitar o acesso
nao autorizado a sua rede, é necessario protegé-la.

Siga os passos seguintes para configurar manualmente a seguranca sem fios.

A. Entre no sistema do C150APRA2 conforme se descreve no Capitulo 5.2.
B. Clique em “Wireless” (Sem fios) e depois em “Wireless Security” (Seguranca sem fios) no menu do

lado esquerdo.

CONCEPTRONIC e
Sy Advanced  Managemem St Help |
Setup WIRELESS SECURITY

: Use this section to configure the wireless security settings for your router. Please note that changes made on this section
wil also need to be duplcated to your wieless clients and PC.

- WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device Supports three wireless security modes
inciuding: WEP, WPA and WPA2. WEP is the original wireless encryption standard. WPA and WPA2 provides a higher level

of securty.
d pa
Security Mode : | Auto(WPA or WPA2)
WPA Encryption : | TKIP+AES [+
wPA

Use WPA or WPA2 mode to achieve 2 balance of strong security and best compatibiity. This mode uses WPA for legacy
clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the cient
supports will be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are
not alowed access with WPA security. For maximum compatbiity, use WPA Only. This mode uses TKIP cipher. Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server. The WPA option requires an external RADIUS server.

WPA Mode : | Auto(WPA or WPA2)-PSK [=]

Group Key Update Interval:

PRE-SHARED KEY'

f—

Please take note of your SSID and securty Key 2s you wil need to duplcate the same settings to your wrreless devices and
PC.
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C. Seleccione um “Security Mode” (Modo de seguranca) na lista desdobravel.
Nota: E aconselhavel proteger a sua rede com a seguranca “Auto (WPA ou WPA2)”. Isto permite o mais
alto nivel de seguranca (WPA2), mantendo retrocompatibilidade com clientes que apenas suportam
WPA.

D. Seleccione um “WPA Encryption” (Encriptacao WPA) na lista desdobravel.

Nota: E aconselhavel seleccionar encriptacio “TKIP+AES”. Isto permite o mais alto nivel de encriptacdo
(AES), mantendo retrocompatibilidade com clientes que apenas suportam TKIP.

E. Introduza a chave de seguranca no campo “Pre-shared Key” (Chave pré-partilhada).
F. Clique em “Apply” (Aplicar) para guardar as configuracdes de seguranca alteradas.

Nota: Fixe ou aponte a informacao de seguranca introduzida. Vai precisar dela quando quiser ligar um
cliente sem fios ao C150APRA2.

Pode agora utilizar as configuracdes que definiu para ligar o seu cliente sem fios ao C150APRA2, conforme
se descreve no Capitulo 6.1 e Capitulo 6.2.
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8. Configurar regras de reencaminhamento de portas

0 C150APRA2 da Conceptronic esta equipado com um firewall incorporado para impedir ataques da
Internet a sua rede. Este firewall bloqueia automaticamente todo o trafego de entrada nas portas nao
usadas. Quando uma porta bloqueada é necessaria para um servico ou aplicacao (por exemplo: um
servidor FTP ou um servidor WEB), pode criar uma regra de reencaminhamento nas paginas de
configuracdo para reencaminhar o trafego.

Nota: O C150APRA2 da Conceptronic suporta Universal Plug & Play (UPnP), o que possibilita que
aplicacdes e dispositivos compativeis com UPnP, como consolas de jogos, abram automaticamente
as portas necessarias sem que seja necessaria qualquer configuracdo manual. Contudo, o UPnP
também torna o seu ambiente de rede mais vulneravel a ataques. Se usar aplicacdes que estejam
a usar UPnP, pode activar a opcao UPnP na configuracdo do C150APRA2 em “Advanced”
(Avancadas) > “Network Tools” (Ferramentas de rede) > “UPnP”.

Abaixo encontra uma lista de algumas portas utilizadas regularmente e as aplicacdes que lhes
correspondem.

Porta Aplicacdo Porta Aplicacao

20 FTP data (Servidor FTP) 80 HTTP (Servidor Web)

21 FTP (Servidor FTP) 110 POP3 (Servidor de correio - Entrada)
22 SSH (Secure Shell) 2000 Remotely Anywhere

23 Telnet 5800 VNC

25 SMTP (Servidor de correio - Saida) 5900 VNC

Para mais portas e as suas correspondes aplicacoes, consulte: http://portforward.com/cports.htm

Nota: Quando usar regras de reencaminhamento de portas, é aconselhavel configurar o(s)
computador(es) com um endereco IP fixo em vez de um endereco IP dindmico.

Nota: Parainformagao detalhada sobre o reencaminhamento de portas e as op¢coes DMZ, consulte o
Manual do Utilizador Alargado (s6 em inglés) no CD-ROM do produto. Seleccione “View Extended
User Manual” (Ver manual do utilizador alargado) no menu de execucdo automatica.

A. Entre no sistema do C150APRA2 conforme se descreve no Capitulo 5.2.
B. Clique em “Advanced” (Avancadas) no menu superior.
C. Clique em “Port Forwarding” (Reencaminhamento de portas) no menu do lado esquerdo.

A configuracao de reencaminhamento de portas vai aparecer no seu ecra.
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— IR =
conceprROMIC b
Setup Advanced Help | fF
PORT FORWARDING
Port Forwarding
Advanced Wireless Port Forwarding allows you to direct incoming traffic from the WAN side (identified by protocol and external port)to the

internal server with a private 1P address on the LAN side. The intemal port is required only if the external port needs to be
™ converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.
Select the service name, and enter the server IP address and click "Apply" to forward IP packets for this service to the
specified server. Note: Modffying the Internal Port Start or Internal Port End is not recommended. If the External Port

Start or the External Port End changes, the Internal Port Start or Internal Port End automatically changes
Filtering Options accordingly.

Parental Control

QoS Config Note: You have to open the pvc's WAN Service at "Management "— "Access Controls” — "Services™ that the Port
e | FOTwarding configration will bacome effective.
Firewall Settings

DHNS
PORT FORWARDING SETUP

Dynamic DNS

Routing

Schedules

Logout PORT FORWARDING SETUP

Remaining number of entries that can be configured: 32

WAN Connection(s) : | pppoa_8 48_0 0[]

Server Name :

© Select a Service ; | FTP Senver =

© Custom Server :
Schedule
Server IP Address

_ Extemal Port Start. External Port End

Bl ¥
L__BI ¥
B | B
LB 1§
| B | B
B | B
L__BI ¥
| B | B

B | B
L__BI ¥
LB §

Nota: Na imagem anterior, pode ver um exemplo de configuracdo de reencaminhamento de portas.

D. Clique no botao “Add” (Adicionar) para adicionar uma nova regra de reencaminhamento de portas.

165



PORTUGUES

E.

J.

Seleccione um servico predefinido na lista desdobravel “Select a Service” (Seleccione um servico),
ou introduza um novo nome de servico para a sua regra de reencaminhamento de portas no campo
“Custom Server” (Personalizar servidor).

Introduza o endereco IP do computador que esta a usar a regra de reencaminhamento de portas no
campo “Server IP Address” (Endereco IP do servidor).

Introduza as portas que devem estar acessiveis na Internet nos campos “External Port Start” (Porta
externa inicial) e “External Port End” (Porta externa final).

Seleccione um protocolo ou a sua regra de reencaminhamento de portas na lista desdobravel
“Protocol” (Protocolo): “TCP”, “UDP” ou “Both” (Ambos).

Se nao souber que protocolo necessita para o seu reencaminhamento de portas, seleccione “Both”
(Ambos). Esta opgao vai passar tanto o trafego TCP como o trafico UDP para o endereco IP
configurado do seu computador ou servidor.

Introduza as portas que tém de estar acessiveis no seu computador na rede local nos campos
“Internal Port Start” (Porta interna inicial) e “Internal Port End” (Porta interna final).

Clique em “Apply” (Aplicar) para guardar a regra de reencaminhamento de portas.

A regra adicionada fica agora visivel na lista de reencaminhamento de portas.

Welcome admin, Logout
CSONCEPTRONIC
i 1l o 1 [
—— I I I i _—
Advanced

PORT FORWARDING

Port Forwarding allows you to direct incoming traffic from the WAN side (identified by protocol and external pert)to the
internal server with a private IP address on the LAN side. The internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and click "Apply” to forward IP packets for this service to the
Parental Contro specified server. Note: Modffying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End automaticzly changes

g Optio accordingly.

QO0S Config Note: You have to open the pvc's WAN Service at "Management " "Access Controls” — "Services” that the Port
Forwarding configration wil become effective.

PORT FORWARDING SETUP

Server  External  External

j Internal Intemal  ServerIP  Schedule Remote
ToSlIs Name Port Start Port End Port Start  Port End Address Rule P
. FTP
outing [ 21 21 tcp 21 21 192.168.0.10  Always

Para criar mais regras de reencaminhamento de portas, repita os passos D a J.
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Quando alterar as definicdes da configuracao do modem router, estas sao directamente aplicadas e
activadas. No entanto, é aconselhavel reiniciar o C150APRA2 depois de fazer alteracées grandes e

importantes na configuracao de modo a assegurar-se de que todas as configuragoes sao correctamente
aplicadas.

A. Entre no sistema do C150APRA2 conforme se descreve no Capitulo 5.2.

B. Clique em “Management” (Gestao) no menu superior.

C. Clique em “System Management” (Gestao do sistema) no menu do lado esquerdo.
D. Clique no botao “Reboot” (Reiniciar) para reiniciar o C150APRA2.

Durante o reinicio, aparece uma barra de progresso no seu ecra.

Rebooting...

System is rebooting. . Please wait for a moment

Please relogin after reboot

Espere até a barra de progresso estar concluida antes de voltar a iniciar a sessao.

O seu C150APRA2 ja esta pronto a usar!

Nota: Para uma explicacdo detalhada sobre as caracteristicas e configuracdes disponiveis no
C150APRA2, consulte o Manual do Utilizador Alargado (s6 em inglés) no CD-ROM do produto.
Seleccione “View Extended User Manual” (Ver manual do utilizador alargado) no menu de
execugao automatica.
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License Agreement

This Conceptronic product C150APRA2 includes copyrighted third-party software licensed under the terms of the GNU
General Public License. Please see The GNU General Public License for the exact terms and conditions of this license.

Availability of source code

Conceptronic. has eposed the full source code of the GPL licensed software, including any scripts to control compilation and
installation of the object code. All future firmware updates will also be accompanied with their respective source code. For
more information on how you can obtain our open source code, please visit our web site.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public License is intended to guarantee your freedom to share and change free software--to make sure the software
is free for all its users. This General Public License applies to most of the Free Software Foundation's software and to any
other program whose authors commit to using it. (Some other Free Software Foundation software is covered by the GNU
Library General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), that you
receive source code or can get it if you want it, that you can change the software or use pieces of it in new free programs;
and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender
the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you
modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the
rights that you have. You must make sure that they, too, receive or can get the source code. And you must show them
these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty
for this free software. If the software is modified by someone else and passed on, we want its recipients to know that what
they have is not the original, so that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of
a free program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have
made it clear that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
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GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License. The "Program", below, refers to any such program or work,
and a "work based on the Program" means either the Program or any derivative work under copyright law: that is to say, a
work containing the Program or a portion of it, either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in the term "modification”.) Each licensee is addressed as
"you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The
act of running the Program is not restricted, and the output from the Program is covered only if its contents constitute a
work based on the Program (independent of having been made by running the Program). Whether that is true depends on
what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided
that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty;
keep intact all the notices that refer to this License and to the absence of any warranty; and give any other recipients of
the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these
conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started running for
such interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright
notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute
the program under these conditions, and telling the user how to view a copy of this License. (Exception: if the Program
itself is interactive but does not normally print such an announcement, your work based on the Program is not required to
print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than
your cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code,
to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,
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c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work,
complete source code means all the source code for all modules it contains, plus any associated interface definition files,
plus the scripts used to control compilation and installation of the executable. However, as a special exception, the source
code distributed need not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though third
parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your
rights under this License. However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission
to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this
License. Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Program or
works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You may
not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible for
enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to apply in other circumstances. It is not the purpose of this
section to induce you to infringe any patents or other property right claims or to contest validity of any such claims; this
section has the sole purpose of protecting the integrity of the free software distribution system, which is implemented by
public license practices. Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time.
Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or
concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which
applies to it and "any later version", you have the option of following the terms and conditions either of that version or of
any later version published by the Free Software Foundation. If the Program does not specify a version number of this
License, you may choose any version ever published by the Free Software Foundation.
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10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the
Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE
RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY
OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve
this is to make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at least the "copyright” line and a pointer to where
the full notice is found.

, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a
subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is
what you want to do, use the GNU Library General Public License instead of this License.
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GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public License,
version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public Licenses are intended to guarantee your freedom to share and change free software--to make sure the
software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software packages--typically libraries-
-of the Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think
carefully about whether this license or the ordinary General Public License is the better strategy to use in any particular
case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are designed
to make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish); that
you receive source code or can get it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to
surrender these rights. These restrictions translate to certain responsibilities for you if you distribute copies of the library
or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the rights
that we gave you. You must make sure that they, too, receive or can get the source code. If you link other code with the
library, you must provide complete object files to the recipients, so that they can relink them with the library after making
changes to the library and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which gives
you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the
library is modified by someone else and passed on, the recipients should know that what they have is not the original
version, so that the original author's reputation will not be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a
company cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent holder.
Therefore, we insist that any patent license obtained for a version of the library must be consistent with the full freedom of
use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This license, the GNU
Lesser General Public License, applies to certain designated libraries, and is quite different from the ordinary General
Public License. We use this license for certain libraries in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally
speaking a combined work, a derivative of the original library. The ordinary General Public License therefore permits such
linking only if the entire combination fits its criteria of freedom. The Lesser General Public License permits more lax
criteria for linking other code with the library.

We call this license the “Lesser” General Public License because it does Less to protect the user's freedom than the
ordinary General Public License. It also provides other free software developers Less of an advantage over competing non-
free programs. These disadvantages are the reason we use the ordinary General Public License for many libraries.
However, the Lesser license provides advantages in certain special circumstances.
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For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library, so
that it becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A more
frequent case is that a free library does the same job as widely used non-free libraries. In this case, there is little to gain
by limiting the free library to free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a
large body of free software. For example, permission to use the GNU C Library in non-free programs enables many more
people to use the whole GNU operating system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a
program that is linked with the Library has the freedom and the wherewithal to run that program using a modified version
of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference
between a "work based on the library” and a "work that uses the library”. The former contains code derived from the
library, whereas the latter must be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the
copyright holder or other authorized party saying it may be distributed under the terms of this Lesser General Public License
(also called "this License"). Each licensee is addressed as "you".

A "library” means a collection of software functions and/or data prepared so as to be conveniently linked with application
programs (which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms. A "work
based on the Library" means either the Library or any derivative work under copyright law: that is to say, a work containing
the Library or a portion of it, either verbatim or with modifications and/or translated straightforwardly into another
language. (Hereinafter, translation is included without limitation in the term "modification”.)

"Source code” for a work means the preferred form of the work for making modifications to it. For a library, complete
source code means all the source code for all modules it contains, plus any associated interface definition files, plus the
scripts used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.
The act of running a program using the Library is not restricted, and output from such a program is covered only if its
contents constitute a work based on the Library (independent of the use of the Library in a tool for writing it). Whether
that is true depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of
warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and distribute a copy of
this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library, and
copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these
conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of any
change.

c) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this License.
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d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application program that
uses the facility, other than as an argument passed when the facility is invoked, then you must make a good faith effort
to ensure that, in the event an application does not supply such function or

table, the facility still operates, and performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent of
the application. Therefore, Subsection 2d requires that any application-supplied function or table used by this function
must be optional: if the application does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Library, and can be reasonably considered independent and separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Library, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on the
Library) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given copy of
the Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary GNU
General Public License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary GNU General
Public License has appeared, then you can specify that version instead if you wish.) Do not make any other change in
these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public License
applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided that you accompany it with the complete corresponding machine-
readable source code, which must be distributed under the terms of Sections 1 and 2 above on a medium customarily used
for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent access
to copy the source code from the same place satisfies the requirement to distribute the source code, even though third
parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by being
compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a derivative work of the
Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library” with the Library creates an executable that is a derivative of the Library
(because it contains portions of the Library), rather than a "work that uses the library”. The executable is therefore covered
by this License.Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for the
work may be a derivative work of the Library even though the source code is not. Whether this is true is especially
significant if the work can be linked without the Library, or if the work is itself a library. The threshold for this to be true is
not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and small
inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether it is legally
a derivative work. (Executables containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms of
Section 6. Any executables containing that work also fall under Section 6, whether or not they are linked directly with the
Library itself.
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6. As an exception to the Sections above, you may also combine or link a "work that uses the Library" with the Library to
produce a work containing portions of the Library, and distribute that work under terms of your choice, provided that the
terms permit modification of the work for the customer's own use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use
are covered by this License. You must supply a copy of this License. If the work during execution displays copyright
notices, you must include the copyright notice for the Library among them, as well as a reference directing the user to the
copy of this License. Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library including
whatever changes were used in the work (which must be distributed under Sections 1 and 2 above); and, if the work is an
executable linked with the Library, with the complete machine-readable "work that uses the Library", as object code
and/or source code, so that the user can modify the Library and then relink to produce a modified executable containing
the modified Library. (It is understood that the user who changes the contents of definitions files in the Library will not
necessarily be able to recompile the application to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run
time a copy of the library already present on the user's computer system, rather than copying library functions into the
executable, and (2) will operate properly with a modified version of the library, if the user installs one, as long as the
modified version is interface-compatible with the version that the work was made with.

c) Accompany the work with a written offer, valid for at least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access to copy
the above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data and utility programs
needed for reproducing the executable from it. However, as a special exception, the materials to be distributed need not
include anything that is normally distributed (in either source or binary form) with the major components (compiler, kernel,
and so on) of the operating system on which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot use both them and the Library together in an
executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together with other
library facilities not covered by this License, and distribute such a combined library, provided that the separate distribution
of the work based on the Library and of the other library facilities is otherwise permitted, and provided that you do these
two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other
library facilities. This must be distributed under the terms of the Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and
explaining where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or rights, from you
under this License will not have their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission
to modify or distribute the Library or its derivative works. These actions are prohibited by law if you do not accept this
License. Therefore, by modifying or distributing the Library (or any work based on the Library), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Library or
works based on it.
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10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a
license from the original licensor to copy, distribute, link with or modify the Library subject to these terms and conditions.
You may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent license would not permit royalty-free redistribution of the
Library by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section
is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity
of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system
which is implemented by public license practices. Many people have made generous contributions to the wide range of
software distributed through that system in reliance on consistent application of that system; it is up to the author/donor to
decide if he or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Library under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems
or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License which applies
to it and "any later version”, you have the option of following the terms and conditions either of that version or of any later
version published by the Free Software Foundation. If the Library does not specify a license version number, you may
choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible
with these, write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation,
write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two
goals of preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE
RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY
OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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